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Basic Idea

  Behavior of worm:
 Pick a random IP address

  Most connections today:
 Name servers

  No DNS request = worm!



Detecting DNS Requests

  Divide network into cells (subnets)

  Types of connections: L2L, L2R, R2L, intra-cell



Whitelist

  HTTP

  P2P

  Remote administration



Architecture

  Packet Processing Engine (PPE):
 New connections (TCP, UDP)
 HTTP
 DNS

  DNS Correlation Engine (DCE):
 Validation



Evaluation



False Positives

  Authorized Network Connections

  Config Errors

  Scanning

  True FP



False Negatives



Circumvention and Limitations

  Requre worm writers to perform DNS requests

  R2L

  Open network

  Covert channels

  Mail
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