Icarus: A Prototype Honeyfarm System
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2 Traffic Redirection
o Packets Marking

o Policy based Routing
o VPN Tunneling

o Building network in the honeyfarm the same as real the
production network
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4,5. Log Correlation

o Semantic Reconstruction of VMs

o Correlating the logs from HIDS and the ones from NIDS
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o Use low-interaction HPs (nepenthes) to handle traffics in
the honeyfarm first

o If they can't handle, pass it to the high interaction
honeypots
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1163975083
1663860249
1931652305
G17164658
542534383
1316718064
1761203658
750621350
1112333033
1204760512
789331151

1E10TIETA

2008-10-30
2008-10-30
2008-10-30
2008-10-17
2008-10-16
2008-10-15
2008-10-14
2008-10-10
2008-10-10
2008-10-10
2008-10-07

2ANO_1R-_NT

15:30:16
14:35:11
14:34:59
16:10:51
17:21:32
12:25:49
16:42:54
17:54:42
17:54:16
15:17:38
15:08:22

1E-AT AT

e Y e W N R =S SO SO S SO Y

HIDS Log

e e e R e R e e e e e e

./argos.csi. 1163375089
.Jargos.csi. 1663860249
.fargos.csi. 1931652305
./ argos.csl.G17 164656
.Jargos.csi.542534383
.fargos.csi. 1316718064
./argos.csl. 1761203658
.Jargos.csl. 750821350
. fargos.csi. 1112393033
./argos.csl. 1804TE0S12
.Jargos.csl. 789331151
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U KONEYHET. 0BG

Honeyfarm TosD N EventD |[I163075080 TRAEHTIE
Kevin ZC Time 2008-10-30 15:30:16|Flatform: ||0 T e
evin : e | vemmo | wmwi | dsbwi
Type: 4 Log File: |, fargos, csi, 1163975089 0 TR e TR
Registers; 2 0x04935af8 Ox0007dafa
3 040483210 OxO007Fci0
Honeyfarm EAX  [[0x00000000 EBX [[0x0057f8a8 b e TG
Key Modul ECX  ||0x00000002 EDX ||0x00000000 5 040483248 0:0007fc48
ey Modules 6 0x048818c: OHOD0B08CE
EDI  |[0x004a5524 ESI 0x00096:08 2 o3 Fissioen
Statistics ESP  ||0x0057730 EBP  ||0519eb10eb 8 0x04881a00 0x00080200
EFALGS 500000202 ] 0404881514 OxO00B0a14
= 10 040438 1a2¢ OxO0080az
EIP |oxoota7ser B oasan7oa 11 0405250418 OHO008<A 18
EIP 12 0405212580 0400088580
prae 5 e 13 OH0S2363e Ox0003 132
HilgAleo %, e FHHIERE 14 0x05236400 0x00031400
TSTm2T =
argos fgfﬂ’}; = 021t W) 5¢ TP 51437 74 1 4044 54 1 URkPownRST B
argos fgfﬂ’}fg = 021t By 5¢ TP 47283 74 1 4044 54 1 URkPownRST B
argos fgfﬂ’lfa’ = 021t B> 5¢ 31TCP 50846 T4 1 4044 =4 1 unknownRST B2
argos fgfﬂ’}fﬁ’ = 021t B> 5¢ TP 3wIL T4 1 4044 =4 1 unknownRST B2
argos fg?gﬂ'}f; & 0zt B> 58 TP 48048 T4 1 4044 =4 1 unknownRST 2
argos fg?galf; @ 021t B> 58 TP 48553 T4 1 4044 54 1 unknownRST B2
argos fg?galfe' @ 021t B> 58 TP SEETLT4 1 4044 54 1 unknownRST B2
argos igf’g&}fﬁ’ = 621 9B 5€ TP S0S02764 8 FEC B unknownFIN B2
argos fg?aﬁu’:lf; = 021 96 5¢ TP SATS T4 1 4044 54 1 unknownRST B2
NIDS Alert List

16838 G6a0 2005-10-30 1530:46 2 E51050 53 1135 5 None B



‘The Honeynet
PR OJECT

U KONEYHET. 0BG

Honeyfarm
Kevin ZC
Honeyfarm

Key Modules

Statistics

Attacks Exploiting MS03-026

‘' ms@3826_dcom_port _135.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help

= @ el BEEBXEE Aae »FLIE

B Filter: v || b Expression... | {3
No. Time Source Destination . Protocol Info

2 PmEn1a15, ST % jF 21 i TCF eniian > 51060 5

5 1225351816, 0E0E17 2 151 21 5 DCERFC  Bird ack: call _ic

0 1205351816, 158440 H 181 21 15 TP epiap > 51080 [ &

11 1225351521, 254595 % 151 21 45 TP epiap > 51080 [ &0

12 1225301521, 2565505 = 181 21 5 TP epiap > 51080 [FI

1 1225351815 561553 2 ] it &1 TP 51050 > epnap [5

3 122R351815 S6TE5 2 5 izl 81 TP S1050 > epnap [ &

4 1225351816, 01952 Z 5 bzl 81 ICEFFC  Bind: call _id O

6 1225351816, (E3058 2 U5 izl g1 TP 51050 > epnap [4

T 1225351816, 155065 2 5 faE] &1 TP [P segnent of &

8 1227351816, 155120 Z 5 izl &1 ICERFC  Reruest: call id:

10 1225351821, 251771 | 5 bt ] &1 TP 51050 > epnap [ FI

13 1225351221, 25667 2 M5 0 &1 TP 51050 > epnap [ 4

> Frame 2 {78 bytes on wire, 78 bytes captured)
» Etherret 11, Sro Bealtebdl 12034 96 (52 5400 12: 34 553, Dot LarrerEl 06 83el {00050: Ok OF: 535 1)
3 Trterrat Pretecs] . : : : 3

Pcap File
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action
Successful: iptables -t mangle -A ATTACKERS -5 219 .- -1
conntrack --ctstate MEW -] MARK --set-rmark 101

Successful: iptables -t mangle -A ATTACKERS -5 213 G -1
mark | --mark 0x65 -m matk | --mark 0x66 -] MARK —-and-mark 0x60

Redirection Rule

acti
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