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Icarus: A Prototype Honeyfarm System

Kevin Zhijie Chen

The Honeynet Project

http://www.honeynet.org/
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Honeypots and Honeynets
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Figure: Topology of a Honeynet
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Honeypots and Honeynets
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Figure: “Matrix” Distributed Honeynet in CNCERT/CC
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Figure: Topology of a Honeyfarm
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Attack Scenarios

Figure: First Attack from Unknown Source
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Attack Scenarios

.
2 Traffic Redirection
..

.

. ..
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Packets Marking

Policy based Routing

VPN Tunneling

Building network in the honeyfarm the same as real the
production network
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Attack Scenarios

.
4,5. Log Correlation
..

.
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.

Semantic Reconstruction of VMs

Correlating the logs from HIDS and the ones from NIDS
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Attack Scenarios

Figure: First Attack from Unknown Source
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Attack Scenarios

Figure: Non-bussiness Traffic / Traffic from Known Attackers
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Attack Scenarios

.
11. Session Migration
..

.

. ..

.

.

Use low-interaction HPs (nepenthes) to handle traffics in
the honeyfarm first

If they can’t handle, pass it to the high interaction
honeypots
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Attack Scenarios

Figure: Non-bussiness Traffic / Traffic from Known Attackers
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Statistics I
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Statistics II
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Attacks Exploiting MS03-026

Figure: Exploiting
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Attacks Exploiting MS03-026

Figure: HIDS Log
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Attacks Exploiting MS03-026

Figure: HIDS-NIDS Correlation



Honeyfarm

Kevin ZC

Honeyfarm

Key Modules

Statistics

Case Study

18

Attacks Exploiting MS03-026

Figure: Pcap File
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Attacks Exploiting MS03-026

Figure: Redirection Rule
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Questions?
.. .
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.
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Thank you!
.. .
. ..

.
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