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Abstract. In this work we undertak the creationof a framework for testingthe
degreeto which network intrusion detectionsystemgNIDS) detectandhandle
evasionattacks Our prototypesystemjdsprobe , takesasinputapaclettrace
andfrom it constructsa con gurablesetof varianttracesthatintroducedifferent
forms of ambiguitiesthat canleadto evasions.Our testharnesshenusesthese
varianttracesin eitheran ofine con guration, in which the NIDS undertest
readstrafc from the tracesdirectly, or a live setup,in which we employ replay
technologyto feedtraf ¢ over a physicalnetwork pasta NIDS readingdirectly
from a network interface,andto potentiallylive victim machinesSummaryre-
portsof thedifferencesn NIDS outputtell theanalystto whatdegreethe NIDS's
resultsvary, re ecting sensitvities to (andpossibledetectionsof) differenteva-
sions.We demonstratédsprobe  usingtwo popularopen-sourceNIDSs and
reporton theirrespectie abilitiesin dealingwith evasive traf c.

1 Intr oduction

Network intrusiondetectionsystemgNIDS) monitor network trafc for
potentialthreatsandsuccessfuéxploits. However, suchmonitoringfaces
afundamentaproblem:hetraf c asobseredby anintermediarysuchas
aNIDS doesnot necessarilyappeato therecipientin thesamesemantic
terms.Insteadtherecipientmayeitherobsere adifferentpatternof traf-
c ormayimposeanalternatveinterpretationonambiguoudraf ¢ (such
astwo pacletsspanninghe samesequenceangein a TCP o w, but of-
fering different payloadbytesfor that sequence)While attaclers can
actively exploit suchambiguitiesto confuseNIDS, ambiguitiesunfortu-
natelyalsoarisein traf ¢ streamdor benignreasonstequiringvaluable
analysttime for ascertainingvhetherthe conditionconstitutesa threat.
Giventhefundamentasigni canceof evasionattacksfor network in-
trusiondetectionjt is striking how little hasbeendocumentedegarding
theef cacy with whichmodernNIDS addresshethreat.Vendorgpublish



extensve performancedestingresultsregardinglinespeedandbreadthof
attacksdetectedy agivensystempbut little informationregardingits re-
silienceto evasion.Becausevasionconstitutesa fundamentaproblem,
however, for vendorsto ignoreit risksbuilding a “houseof cards”:their
productsincreasinglyprovide more of an appearancef securitythana
reliable foundation.Recently third-party testingof NIDS productshas
begunto includean assessmerdf evasionvulnerabilities[1]. This test-
ing ervironment,however, is proprietary:it is not availablefor inspec-
tion, modi cation and extensionby others.In this work, we argue that
thereis signi cant utility for the network securitycommunityat large
to have aneasy-to-usdyransparentppen-sourcernvironmentfor testing
NIDS for resiliencein the presenc®f evasion.

To this end,we have designedandimplementedh frameawork, termed
idsprobe , to facilitatethe creationof evasiontest-cases apluggable
fashion,coupledwith fully automatedestingof differentNIDS on the
resultingtest-casesn thenext sectionwe describagherequirementshat
guidedour systemdevelopmentin x 3 we presenthearchitectureof the
overallframavork, andin x 4 someinitial experimentakesultsobtained
with usingit. We discussrelatedwork in x 5, andoffer nal thoughtsas
well asalook atimportantfuturework in x 6.

2 Requirements

For our evasion-testingervironmentwe considertwo setsof require-
ments.creatingtestcasesandthenapplyingthosetestcasedo evaluate
agivenNIDS.

For theformer, we have thefollowing considerationg=irst, theframe-
work shouldsupportboth trace-basedest casesand live network op-
eration. Trace-basedest casesoffer very large advantagesn terms of
repeatability portability, and easeof inspectionandveri cation of cor
rectnessHowever, someforms of evasiontestingrequire live testing.
Theseinclude: (i) NIDS thatgaininformationfrom endsystemg2-4];
(i) NIDS thatemploy someform of traf c modi cation to remove ambi-
guitiesto preventevasionsfrom exploiting them([5, 6]; and(iii) evasion
attacksthat rely on resouce exhaustionthus causingit to drop paclets
andconsequentlynissanattack.Secondtheframevork needso accom-
modateelementaryand modulartraf ¢ transformationscrossthe rele-
vantlayersof theprotocolstack.For example asingletestcasemightin-
cludenetwork-layer(e.g.,fragmentation)fransport-layefe.g.,ambigu-
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Fig. 1. Theidsprobe framework. Top: of ine testing,bottom:live environment.

ous TCPretransmissionsandapplication-layele.g.,ambiguousHTTP
characteencoding)evasionsall together

To usethe resultingtestcasedor evaluatinga NIDS, we desirethe
following. First, reusabilityof the generatedesttracesfor live testing.
On-the- y introductionof evasive actionsto livetraf ¢ is complicatedy
the factthatit requiresselectvenessaswell ascarefulsequencingThe
ability to leveraganputtracescontainingready-madevasionsn liveen-
vironmentshothreducesffort andimprovesreliability. Secondautoma-
tion of theproces®of executingtheNIDS andcapturingts full setof out-
puts,includingsummarie®f differenceamongindividual runs.Finally,
suitablepostprocessor® inspectthesedifferencedo highlight patterns
correspondingo susceptibilityto or thwarting of evasionattemptspar
ticularly to shedight onarchitectural issuege ectedin theresults(such
aswhethera givenNIDS lackssufcient state).

3 Framework Architecture

Figure 1 illustratesthe currentarchitectureof the idsprobe frame-
work, whichaccommodatelothof ine andlive testing.

3.1 Overview

For simplicity, we limit the presentatiof theframevorkto re ect asin-
gle setof relatedtestcasesTheprocesdeginswith asingle,non-ezasve
tracewhich containssomeattribute, suchasa particularpayloadstring
in a particularcontet, for which we cancon gure a NIDS to detectits



presenceWe thenrepeatedlyapply a seriesof transformatiorpro les to
copiesof thistraceto yield a setof variants,eachof whichre ects apar
ticular potentialevasion.After generatinghesetraceswe thenemploy a
“testharness’to run a setof NIDS-undertestagainsthetraces(includ-
ing the original, unmodi ed trace),capturingtheir outputs,from which
we thenconstructa setof reportssummarizingthe NIDS's behaior in
the presencef differentevasions.

3.2 TestCaseGeneration

To supportmodularity we encapsulata setof elementarytransforma-
tions in scriptsthat can be individually invoked and then subsequently
composedEachscripttakesasinput (from a le or stdin) a libpcap
traceand producesasoutputa new trace(to a givenoutput le or std-
out). In addition,theidsprobe framawork transparentlynanagesry
temporarystoragea scriptrequiresto performthetransformationyhich
facilitateschainedapplicationof transformations.

We currentlyprovide toolsfor thefollowing transformations:

Application layer. We supportrewriting of application-layercontents
using the framewvork developedin our previous work [7] built
uponthe Bro intrusiondetectionsystem[8]. This framework allows
application-leel speci cation of tracetransformationghat arethen
re ected down to the transportlayer (adjustmenbf sequencewum-
bers,checksumsandacknavledgmentsihndnetwork layer (repack-
etizationwhererequired).

Transport layer. This level currently supportsadjustmentof relevant
headercontrol bits, payloadmodi cations,andadjustmenbf check-
sums We implementtheseusingplug-insfor Netdud€9].

Network layer. Our currentsupportfor network-layermodi cations—
alsobasedn Netdudeplug-ins—comprisemodi cation of arbitrary
headerelds, duplication/insertion/remal of individual paclets,IP
fragmentationandchecksuntorrection.

Trace le manipulation. We provide additional plug-ins to (i) adjust
paclet timestampsn trace les, (ii) correctthe ow of time (sort
pacletswith non-monotonidimestamps)and (iii) recombinemulti-
ple setsof paclets/tracesnto asingletrace le.

We emphasizehatthe scriptinginterfaceto the transformatiortools
canreadilyaccommodatethertoolsthatcanprovide tracemanipulation
atdifferentsemantidevels.



Finally, we alsonotea someavhatsubtlepoint regardingcomposition
of differentevasions:multiple typesof evasionsneedto be applied“top
down” in termsof network protocollayering.Thatis, we must rst apply
application-layettransformationsthentransport-layeones,and nally
thoseoperatingatthe network-layer Thereasorfor thisis thattoolsthat
manipulateonelayergenerallyassumehatthelower layeris unambigu-
ous(andthusthetool is freeto rewrite it accordingly).

3.3 Ofine EvasionTesting

Oncea setof testtraceshave beengeneratedthe idsprobe  frame-
work thenenablesautomatecassessmerdf a numberof NIDS against
the suite. Adding a NIDS is a simple processall thatis requiredis to
provide a shellscriptthatwill invoke the NIDS givena numberof ervi-
ronmentvariablesncluding,amongothersthetrace le to beanalyzed.
The testharnesgheninvokesthe script repeatediyto executethe NIDS
acroseachof thetracesn thevariantset,storingthegeneratedes sep-
arately After execution,idsprobe invokesdiff -basedle-dif ferencing
to determinghe degreeto whichthe NIDS's behaior changedor given
variants.Oncedifferencedthe resultscurrently requiremanualinspec-
tion to assessheir signi cance.

3.4 LiveEvasionTesting

As mentionedin Section2, someforms of evasiontestingrequirelive
tests.Tofacilitatethesewe extendedheidsprobe frameworkto func-
tion in live ervironments,while allowing us to re-usethe evasie test
tracesgeneratedor of ine testingwheneer possible. Three compo-
nents,connectedvia a physicallink, facilitate live testing: (i) a trafc
generatarwhich establishezonnectiongo the victim machine(s)and
drivesthe dataexchange;(ii) a NIDS installationwhich monitorsthe
link; and (iii) a virtual targetnetwork which hoststhe victim machines,
respondingo thetraf c sentby thetrafc generatar

The key challengefor the traf c generatolis enablingre-useof the
existing testtraces.Our approachs to replaytracesadaptively relying
on the causalityof exchangedapplicationdataunits (ADUS) at the ap-
plicationlevel andto ignorethe actualcontentof therespondes ADUS,
while patchingup the sequencend acknavledgemennumbersin the
input traces pacletsto keepthe TCP exchangeworking. We usedthe
scapy packetprocessindool [10] to build this replayfunctionality.



We usedhoneyd [11] to realizethevirtual tagetnetwork. honeyd
providesthe major bene ts of allowing easyadjustmenbf the network
topology(for examplein orderto introduceadditionalroutersfor reach-
ability evasionsrelying on the IP TTL eld), while providing e xible
victim respondecon gurations.rangingfrom simpleshellscriptsto for-
wardingto live externalsystemssia honeyd 's subsystenmechanism.

4 Initial Experimental Results

As apreliminaryevaluationof theidsprobe framework, we developed
aninitial setof 10 differenttypesof testcasesWe evaluatedeachagainst
the Snort[12] (version2.6.1.4)andBro [8] (version1.2.1)NIDSs.

4.1 TestCases

In all testcasesye usea setof tracesof entire,full-packet TCP connec-
tions. Eachcontainsa singleHTTP requestwith lengthsrangingfrom 8
to 256 bytes,anda correspondindHTTP responseThe main objective
is to determinewhetherthe NIDS undertestcanmatcha signature(not
necessarilyof an attack)thatwe knowis presenin the generatedeva-
sivetraf ¢, while alsocheckingfor ary signsof evasionor otherunusual
actiity thattheNIDS mightsignal.idsprobe automaticallygenerated
196testtracesbasedon 5 input traces.Table1 shaws the setsof trans-
formations.

4.2 NIDS Con gurations

For the Bro NIDS, we usedits default con guration settings.We in-
structedt to monitorall TCPtrafc (-f tcp ) andloadedthemt, frag ,
andsignatures  analyzersWe con gured signaturedor the HTTP
requestsn theinputtraceswith eachsignaturematchingexactly oneof
the HTTP requestsFor Snort,we removedthelargelist of signaturele
include directives,sincenoneof thelistedrule setswereactuallyin-
cludedin the Snortdistribution, veri ed thatthefrag3 andstream4
preprocessonsereenabledandthatevasion-relatealertswouldbegen-
erated.

4.3 Findings

Output of idsprobe -generatedtraces Table 2 summarizesour ndings
basedon theidsprobe -generateavasve paclet traces.Overall, Bro



— TC1 A single,consistentandimmediateretransmissiol secafterthe original of a TCP
segment carrying the signature-bearingpplication-layerpayload. This test casechecks
whetherthe NIDS performsa simpleform of TCP streanreassemblyorrectly

— TC2 Like TC1, but theretransmissiogonsistof only partof theoriginal TCPseggment.We
retransmita right-alignedpart of the original sggmentwith correctchecksunandsequence
number This constellatiorlik ewise presentsieitherthreatnor ambiguity

— TC3 Like TC1, but we changethe TCP payloadon the rst (subtesfTC3a)or the second
(subtesfTC3b)variantof the duplicatedpaclet, respectiely, withoutary checksuntorrec-
tions. This testdoesnot poseary actualambiguity

— TC4 Like TC3, exceptnow the checksumsrecorrected Our payloadmodi cation is care-
less thusleadingto a differentchecksumvalue. This testcaserepresentshe rst truly am-
biguoustrafc. TheNIDS needso decidewhich versionof the byte streanto analyzeand
ideally shouldnotetheinconsisteny

— TC5 Like TC4, but we changehe TCP payloadcarefully, leaving the checksununchanged.
We achieve this by swapping 16-bit elds, thoughone could derive more complex modi-

cations dueto the incrementahatureof the checksumminglgorithm.As with TC3, this
presents realambiguity requiringthe NIDS to comparehe actualpayloads.

— TC6 We duplicateoneof the IP datagramsn the TCP o w, settingits IP fragmentoffset
to a non-zerooffset value (adjustingthe IP headerchecksunto re ect the change)on the
rst (subtesfTC6a)or secondsubtesfTC6b)variant,respectiely. This testcasecreatesan
ambiguousmalformedfragment.

— TC7 We duplicateoneof the IP datagramsn the TCP o w andsetits IP TTL valueto a
numberof differentvalues(againwith headerchecksurmupdatedpnthe rst (subtesTC7a)
or second(subtestTC7b) variant, respectiely. This testcasedoesnot introducea serious
ambiguitybut canconfuseNIDS evasiondetectiorthatexaminesT TL valuesfor anomalies.

— TC8 We consistentlyfragmentone of the IP datagramsn the TCP ow carrying the
signature-bearingpayload, using various different fragment sizes. This test casetests
whetherthe NIDS correctlyprocessewell-formedfragments.

— TC9 Like TCS8, but we duplicateone of the fragments,and alter its payloadin the rst
(subtesfTC8a)or second(subtesfTC8b) variant,respectrely. The alterationis againcare-
less,i.e., reassemblypf the datagranusingthe modi ed payloadleadsto anincorrectTCP
checksunfor thefull datagram.

— TC10LikeTC9,butwith acarefulpayloadalterationj.e.,reassemblpf thedatagranusing
the modi ed payloadleaves the TCP checksumunchangedFigures2 and 3 presentthe
workingsof TC10in detail.

Table 1. Testcaseausedfor evaluatingidsprobe

andSnortperformedsimilarly asfar assignaturedetectionis concerned.
They differ, however, in theamountof detaildeliveredin additionto the
relevantalerts.After excludingfrom le-dif ferencingBro's .state  di-
rectories(which remainempty)and Snort's tcpdumplog les, thetotal
amountof differencein Bro's outputamountgo 1,665lines,asopposed
to 17,018for Snort.Ignoring Snort's verbosesummaryoutputreported
on stdoutandstderrreducedhedifferentialdatavolumeto 1,329lines.



00:01:37.427628 10.48.0.1.2013 > 10.48.0.81.80: . 1:158(157) ack 1 win 32768
0x0000 4500 00c5 7566 0000 4006 f01b 0a30 0001 E..uf.@...0

0x0010 0a30 0051 07dd 0050 0000 092a 3838 4e57 .0.Q...P...*88NW
0x0020 5010 8000 0fc2 0000 4745 5420 2f31 6162 P.... GET./1ab [ ]
0x0030 6364 6566 6768 696a 6b6c 6d6e 6f70 7172 cdefghijkimnopqr [N
0x0040 7374 7576 7778 797a 3261 6263 6465 6667 stuvwxyz2abcdefg
0x0050 6869 6a6b 6¢6d 6e6f 7071 7273 7475 7677 hijkimnopgrstuvw
0x0060 7879 7a33 6162 6364 6566 6768 696a 6b6c xyz3abcdefghijkl
0x0070 6d6e 670 7172 7374 7576 7778 797a 3461 mnopgrstuvwxyz4a
0x0080 6263 6465 6667 6869 6a6b 6¢6d 6e6f 7071 bedefghijkimnopqg
0x0090 7273 7475 7677 7879 7a35 6162 6364 6566 rstuvwxyz5abcdef
0x00a0 6768 696a 6b6c 6d6e 670 7172 7320 4854 ghijklmnopgrs.HT
0x00b0 5450 2f31 2e31 0dOa 484f 5354 3a6e 6f6e TP/1.1..HOST:non
0x00c0 650d 0a0d Oa e..

Fig. 2. tcpdumpoutputfor relevant paclet from the TC10 input trace.A single TCP seggment
containgherelevantapplication-layecontent,GET /labcdef .

00:01:37.427628 10.48.0.1.2013 > 10.48.0.81.80: [Jtcp] (frag 30054:8@0+)
00:01:37.427629 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@8+
00:01:37.427630 10.48.0.1 > 10.48.0.81: tcp (frag 30054: 8@16+)
0x0000 4500 001c 7566 2002 4006 dOc2 0a30 0001 E..uf.@....0..
0x0010 0a30 0051 Ofc2 0000 4745 5420 .0.Q....GET.
00:01:37.427631 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@24+)
0x0000 4500 001c 7566 2003 4006 dOc1 0a30 0001 E..uf.@....0..
0x0010 0a30 0051 2f31 6162 6364 6566 .0.Q/1abcdef
00:01:37.427632 10.48.0.1 > 10.48.0.81.: tcp (frag 30054:8@24+)
0x0000 4500 001c 7566 2003 4006 dOc1 0a30 0001 E..uf.@....0..
0x0010 0a30 0051 2f31 6364 6162 6566 .0.Q/1cdabef
00:01:37.427633 10.48.0.1 > 10.48.0.81.: tcp (frag 30054:8@32+)
0x0000 4500 001c 7566 2004 4006 dOcO 0a30 0001 E..uf.@....0..
0x0010 0a30 0051 6768 696a 6b6c 6d6e 0.Qghijklmn
00:01:37.427634 10.48.0.1 > 10.48.0.81: tcp (frag 30054: 8@40+)
00:01:37.427635 10.48.0.1 > 10.48.0.81.: tcp (frag 30054:8@48+)

00:01:37.427650 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@168+)
00:01:37.427651 10.48.0.1 > 10.48.0.81.: tcp (frag 30054:1@176)

Fig. 3. tcpdumpoutputof resultingTC10evasive traf c. The TCPsegmentshavn in Figure2 has
its application-layecontentrewritten, fragmentednto 24 8-bytefragmentswith aduplicatefrag-
mentwith theoriginal TCPstreancontentinsertedafterthethird fragment Thesensitve payload
is now spreadacrossthreelP datagramsThe payloadvariation preseresthe TCP checksuns
validity. Finally, idsprobe patcheghe paclettimestampgo presere chronologicabrdering.

OutpuiTC1 TC2 TC3a/bTC4a/bTC5a/bTC6a/bTC7a/bTC8 TC9a/bTC10a/b
Bro Sig.ma.tcl' A 7{ 7{ . 7'/~ 7]~
Evasior A A A A AA AA
Snort Sig.ma_tcl‘ ) 7{_ 7/ ) 7/ 7/
Evasion A A A A /E

Table 2. Bro's vs. Snort’s resultson 10 testcasegyeneratedy idsprobe . The rst line per
NIDS summarizessignaturedetection,the secondreportsevasion-relatecalerts or messages.
Thenumberse ect thefollowing: A “Retransmissioninconsisteyic A “WeirdActivity” of type
“fragmentinconsisteng”. A Bad checksumsn weird.log. A “WeirdActivity” of type “exces-
sively_smallLfragment”for fragmentsof 32 bytesor less.A “Possibleevasive FIN detection”
with nonsensicaparametersA “TCP checksunthangedn retransmission”&E“Fragmentation
overlap”.

In TC2, Snorterroneouslyeporteda TCP checksunthangeon are-
transmissionywherein factno divergentpayloadwastransferredin the
eventof carefulpayloadalterationghatdo not affectthe TCP checksum



08:00:09.176192 IP 10.48.0.1.2010 > 10.48.0.81.80: . 1:13(12) ack 1 win 32768
0x0000: 4500 0034 178 0000 4006 749a 0a30 0001 E..4.x.. @ .0..
0x0010: 0a30 0051 07da 0050 0000 092a 3392 88d8 .0.Q... 3.
0x0020: 5010 8000 4582 0000 4745 5420 2f31 6162 P...E.. GET /1ab
0x0030: 6364 7878 cdxx

08:00:09.176194 IP 10.48.0.1.2010 > 10.48.0.81.80: . 11:14(3) ack 1 win 32768
0x0000: 4500 002b f178 0000 4006 74a3 0230 0001 E.+.X.. @.1.0..
0x0010: 0a30 0051 07da 0050 0000 0934 3392 88d8 .0.Q...P...43...
0x0020: 5010 8000 80f0 0000 6566 67 P.... efg

Fig. 4. tcpdumpof inconsistentetransmissiomot reportecby Snort2.8.0.1.

(TC5/TC10),however, Snortfails to noticethe (ratherlik ely) evasionat-
tempt.Bro handledboth casescorrectly remainingsilenton the former
but alertingon thelattercase Snortalsogenerated total of 60 potential
evasive TCPFIN detectionsn 4 of thetestcasesA numberof thevalues
reportedn thesealertsarenonsensicakuchaslP TTL valuesof 240,IP
ToS elds with valuesOx10,andIP IDs of 0. Noneof thesevaluesexist
in the FIN pacletsin question;in addition,noneof the tracesactually
re ects anambiguousTCPFIN paclet.

Bro correctlyreportsT CPretransmissiomconsistenciesP fragment
inconsistencieghe presencef badchecksumsandthe presencef ex-
cessvely smallIP fragmentsFor Snort,the only correctevasion-related
outputconcerndP fragmentatioroverlap?

During the courseof our work, new release®f SnortappearedWe
experimentedwith the latestreleaseavailable, Snortversion2.8.0.1,to
seehow its behaior might have changed.The erroneousvasie FIN
alertshave beenrepaired.However, the new streamreassemblymod-
ulestream5 introducednew issuesa partially overlappingretransmis-
sion(shavn in Figure4) is notreportedwhile Snort2.6.1.4did reporta
changedl CP checksunontheretransmission.

Output after long-term operation TO better understandthe usability of
evasion/anomaly-relateeventsreportedby differentIDSs, we ran Bro
1.2.1alongwith Snort2.6.1.4and 2.8.0.10n a 24-hour 21 GB trace
recordedat ICSI on 16 March 2007.The NIDSswerenot con guredto
detectattacksbut only to reportanomalousr potentiallyevasie activ-
ity.

Table 3 summarizeour ndings. The absenceof consensusn the
reportedeventsis striking, particularly betweenBro andthe Snortver-
sions,but to a lesserdegreeeven betweentwo differentSnortreleases.
TCP SYNs with payloaddata seema rare casewhere thereis near

% Eventhatis not the bestdescriptionof the problem,sincelP fragmentscanoverlapfor rare-
but-benignreasonsBetterwould beto highlight thatthe overlapis inconsistent.



Bro 1.2

SNORT 2.6

14,591 ContentGap
7,546 AckAboveHole
2,249window_recision
735bad TCP.checksum
460 SYN_with_data
311 possiblesplit routing
290 databeforeestablished
98 badICMP_checksum
85 above_hole datawithout any_acks
35 connectionoriginator SYN_ack
30 bad TCP_headeren
18 inappropriateFIN
15 SYN_seqjump
15 prematureconnectionreuse
9 active_connectionreuse
8 dataafterreset
3 SYNL.inside connection
3 SYN_after.reset
3 badSYN_ack
2 TCP.christmas
1 Retransmissioninconsistgnc
1 FIN_adwancedlastseq
1 badUDP_checksum

26,509

161,862possibleEVASIVE FIN detection
36,873possibleEVASIVE RSTdetection
27,384TCPCHECKSUMCHANGED ON RETRANSMISSION
1,933PossibleRETRANSMISSIONdetection
458 DATA ON SYN detection
67 WARNING: ICMP Original IP HeaderTruncated!
30 WARNING: TCP DataOffsetis lessthan5!
18 TruncatedTcp Options
12 Experimentall cp Optionsfound
2 Tcp Optionsfoundwith badlengths
1 WARNING: ICMP Original IP Fragmente@ndOffsetNot 0!

228,640

SNORT 2.8

4,844 TCP Timestamps outsideof PAWS window
2,058Datasenton streamnot acceptingdata
807 Badsegment,adjustecsize<= 0
461 Dataon SYN paclet
67 WARNING: ICMP Original IP HeaderTruncated!
30 WARNING: TCP DataOffsetis lessthan5!
18 TruncatedTcp Options
12 Experimentall cp Optionsfound
5 Datasenton streamafter TCP Reset
2 Tcp Optionsfoundwith badlengths
1 WARNING: ICMP Original IP Fragmente@ndOffsetNot 0!

8,305

Table 3. Aggregatesummarie®f anomaliesandevasion-relatea@ventsreportedby the NIDSsundertest,onthe 24hICSl trace.



consensusyith the threeNIDSsreporting460,458,and461 instances,
respectrely. Bro reportsasingleretransmissiomconsisteng (whichwe
have veri ed to be correct,but it doesnot re ect a maliciousevasion).
Snort2.6 reportsthis asoneof 36,873“possibleEVASIVE RST detec-
tion” events,andSnort2.8 as3 of the 5 “Data senton streamafter TCP
Reset”eventsrecordedFor the 22,137 o w reassemblyssuesreported
by Bro (“ContentGap”and“AckAboveHole”),which have directsigni -
cancefor content-basednalysisthereis noapparentorrespondinglert
in eitherof the Snortlogs. Theseeventsaccountor themainreasorwhy
Snort2.8reportsfewer eventsthanBro, whoseoutputvolumeis almost
anorderof magnitudebelow Snort2.6's.

5 RelatedWork

Thefundamentaproblemof NIDS evasionwas rst framedin the sem-
inal paperby Ptacekand Newsham[13]. Aspectsof the problemalso
appeain thediscussiorof the Bro system[8], particularlyin the context
of inconsistenT CPretransmissionsgn responseo thethreatof evasion,
researcherfiave developedseveral typesof countermeasuresuchas
traf c normalizatior[5, 6], actve mapping2], passve ngerprinting [4],
andtheuseof host-basedontext [3].

Severaltoolshave beendevelopedfor testingNIDS for vulnerabilities
to evasion.Fragroutet implementssomenetwork-layerevasionsbased
on IP fragmentationUnlike our framework, it modi es live trafc only.
The libwhisker® library provides basic functionality for testingHTTP
implementationsNikto® leverageghelibrary, addingHTTP contentob-
fuscationtechniquesBoth tools primarily targetlive-trafc operation.

Regardingsystematicevaluationof NIDS in the presenceof possi-
ble evasions,Vigna andcolleaguegpresenta framevork for NIDS test-
ing basedon trafc transformatiorf14]. Ratherthantestingthe NIDSs'
awarenes®f evasion,they emphasizevaluatingthe robustnesof indi-
vidual signaturesusedby suchNIDSs. Their systemtakes asinput an
attacktrace,to which it appliessemanticallyinvarianttransformations
andthenandmonitorsfor changesn the alertsgeneratedby the NIDSs.

4 Per http://www.securityfocus.com/tools/1 76, nominally available at http:
/Iwww.anzen.com/research/nidsbench/ , but in fact that location no longer re-
solves.

5 http://lwww.wiretrip.net/rfp/libwhisker/
8 http://www.cirt.net/code/nikto.shtml



Similarly, Rubinetal. developedaframenork to facilitatetraf ¢ transfor
mationson differentnetwork layers[15], againaimingto producevari-
antsof a speci c attack.Marty [16] similarly proposeda platform for
subjectingNIDS to automaticallygenerated/ariationsof attacktraf c.
His systemexclusively operateonlivetrafc.

In contrastto theseefforts, our framewvork doesnot assumehe ex-
istenceof anattack,but insteaddetermineghe generaleffectsof traf c
transformationsThis allows us to separateghe NIDS's speci ¢ attack
detectiorlogic from its architecturabnalysidimitations.In addition,the
work of Rubin et al. developsa formal model of possibletransforma-
tions,which allows themto exhaustvely testaNIDS againstattackvari-
ants.Ourwork, ontheotherhand aimsto facilitateapublic,open-source
effort for developingNIDS evasiontestsuites,with a relatedemphasis
for our framenvork on modularityanda plug-in architecture.

6 Discussionand Futur e Work

Theidsprobe framavork doesnot attemptto provide “turnkey” eval-
uationof NIDS evasionvulnerabilities.Rathey our aimis to provide the
meansfor an experiencedassessoto more readily constructgood test
casesand more ef ciently apply thosetestcasesn a repeatabldash-
ion acrossa setof NIDS underconsiderationWe alsodo not strive to
ourseles provide a compehensiveset of evasiontests;rather we aim
to facilitatethat otherscancollectivelywork towardssucha goal. These
considerationsnotivateour open-sourcenodular/plug-inapproach.

Thefocusof ourfuturework is to devise methodologie$or assessing
live-trafc evasionsbasedon overloadingNIDS resourcegandto assess
theef cacy of on-lineanti-evasiontechnology

7 Summary

We have designedandimplementedheidsprobe  framework to facili-

tatethecreationof of ine aswell aslive evasiontest-casem apluggable
fashion,coupledwith fully automatedestingof differentNIDS on the
resultingtest-casesWe aim for the systemto encouragesxtensionand
broaduseby the community andto this endwill provide the software
to othersuponrequestandultimately aim to maintainit in asa public

open-sourceesource.



8

Acknowledgments

This work was partially supportedby the iCAST project sponsorecby the National Science
Council(NSC), Taiwan,underGrants95-3114-P-001-002-Y035-3114-P-307-003;¥96-3114-
P-001-002-Y95-2221-E-017-0075-3113-P-017-001aswell asby the Ministry of Economic
Affairs, Taiwan,underGrant96-EC-17-A-31-F1-0824ndby the US NationalScienceFounda-
tion, undergrantNSF-0433702ChristianKreibich was supportedby a postdoctorabrantpro-

videdby DAAD. The opinionsexpressedn this work aresolelythoseof the authorsandshould
not necessarilybe consideredo be the opinionsof ary government,funding ageng, or other
organization.

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

Group,N.: Network IPS TestingProcedurgV4.0) (2006) http://www.nss.co.uk/
certification/ips/nss- nips- v40- testproc.pd f.

ShankarU., Paxson,V.: Active mapping:resistingNIDS evasionwithout alteringtrafc.
Proc.Symposiunon SecurityandPrivacy (2003)44—-61

. Dreger, H., Kreibich, C., Paxson)V., SommerR.: Enhancingheaccurag of network-based

intrusiondetectiorwith host-basedontext. In: Proc.Conferenceon Detectionof Intrusions
andMalwareandVulnerability AssessmentDIMVA). (2005)

. Taleck,G.: Ambiguity resolutionvia passie os ngerprinting. In: Proc. Conferenceon

RecentAdvancesdn IntrusionDetection(RAID). (2003)192-206

. Handlgy, M., Paxson,V., Kreibich, C.: Network IntrusionDetection:Evasion,Trafc Nor-

malization,andEnd-to-EndProtocolSemanticsProc.USENIX SecuritySymposium(2001)

. Watson,D., Smart,M., Malan, G.R., JahanianF.: ProtocolScrubbing:Network Security

through Transparenflow Modi cation. IEEE/ACM Transactionson Networking 12(2)
(April 2004)261-273

. Pang, R., Paxson,V.: A High-Level ProgrammingEnvironment for Packet Trace

Anonymizationand Transformation.In: Proceedingsf the ACM SIGCOMM Conference.
(August2003)

. Paxson)V.: Bro: A systenfor detectingnetwork intrudersin real-time.ComputemNetworks

31(23-24)(1999)2435-2463

. Kreibich, C.: DesignandImplementatiorof Netdude,a Frameavork for Packet TraceMa-

nipulation. Proc.USENIX TechnicalConferenceFREENIX track (2004)

Biondi, P: Scayy, a powerful interactve paclet manipulationprogram http://www.
secdev.org/projects/scapy/ .

Provos, N.: A Virtual Honeypot Framevork. Proceeding®f the 13th USENIX Security
Symposiun(2004)1-14

SourceFire:Snort,the OpenSourceNetwork Intrusion DetectionSystemhttp://www.
snort.org/

PtacekT., NewshamT.: Insertion,evasion,anddenialof service Eludingnetwork intrusion
detection.SecureNetworks, Inc., Jan(1998)

Vigna, G., Robertson\V., Balzarotti,D.: Testingnetwork-basedntrusiondetectionsigna-
turesusing mutantexploits. Proceeding®f the 11th ACM Conferenceon Computerand
CommunicationSecurity(2004)21-30

Rubin,S.,Jha,S.,Miller, B.: AutomaticGeneratiorandAnalysisof NIDS Attacks.Proceed-
ings of the 20th Annual ComputerSecurityApplicationsConferencd ACSAC'04)-Volume
00(2004)28-38

Marty, R.: Thor — A Tool to TestIntrusion DetectionSystemsby Variationsof Attacks.
Masters thesis,SwissFederalnstituteof TechnologyZurich, Switzerland2002)



