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Abstract. In this work we undertake thecreationof a framework for testingthe
degreeto which network intrusiondetectionsystems(NIDS) detectandhandle
evasionattacks.Our prototypesystem,idsprobe , takesasinput a packet trace
andfrom it constructsa con�gurablesetof varianttracesthatintroducedifferent
forms of ambiguitiesthat canleadto evasions.Our testharnessthenusesthese
variant tracesin either an of�ine con�guration, in which the NIDS undertest
readstraf�c from thetracesdirectly, or a live setup,in which we employ replay
technologyto feedtraf�c over a physicalnetwork pasta NIDS readingdirectly
from a network interface,andto potentiallylive victim machines.Summaryre-
portsof thedifferencesin NIDS outputtell theanalystto whatdegreetheNIDS's
resultsvary, re�ecting sensitivities to (andpossibledetectionsof) differenteva-
sions.We demonstrateidsprobe using two popularopen-sourceNIDSs and
reporton their respective abilitiesin dealingwith evasive traf�c.

1 Intr oduction

Network intrusiondetectionsystems(NIDS) monitornetwork traf�c for
potentialthreatsandsuccessfulexploits.However, suchmonitoringfaces
afundamentalproblem:thetraf�c asobservedbyanintermediarysuchas
aNIDS doesnot necessarilyappearto therecipientin thesamesemantic
terms.Instead,therecipientmayeitherobserveadifferentpatternof traf-
�c ormayimposeanalternativeinterpretationonambiguoustraf�c (such
astwo packetsspanningthesamesequencerangein a TCP�o w, but of-
fering different payloadbytes for that sequence).While attackers can
actively exploit suchambiguitiesto confuseNIDS, ambiguitiesunfortu-
natelyalsoarisein traf�c streamsfor benignreasons,requiringvaluable
analysttime for ascertainingwhethertheconditionconstitutesa threat.

Giventhefundamentalsigni�canceof evasionattacksfor network in-
trusiondetection,it is striking how little hasbeendocumentedregarding
theef�cacy with whichmodernNIDSaddressthethreat.Vendorspublish



extensiveperformancetestingresultsregardinglinespeedandbreadthof
attacksdetectedby agivensystem,but little informationregardingits re-
silienceto evasion.Becauseevasionconstitutesa fundamentalproblem,
however, for vendorsto ignoreit risksbuilding a “houseof cards”:their
productsincreasinglyprovide moreof an appearanceof securitythana
reliable foundation.Recently, third-party testingof NIDS productshas
begunto includeanassessmentof evasionvulnerabilities[1]. This test-
ing environment,however, is proprietary:it is not availablefor inspec-
tion, modi�cation andextensionby others.In this work, we arguethat
thereis signi�cant utility for the network securitycommunityat large
to have aneasy-to-use,transparent,open-sourceenvironmentfor testing
NIDS for resiliencein thepresenceof evasion.

To thisend,wehavedesignedandimplementeda framework, termed
idsprobe , to facilitatethecreationof evasiontest-casesin apluggable
fashion,coupledwith fully automatedtestingof differentNIDS on the
resultingtest-cases.In thenext section,wedescribetherequirementsthat
guidedoursystemdevelopment.In x 3 wepresentthearchitectureof the
overall framework, andin x 4 someinitial experimentalresultsobtained
with usingit. We discussrelatedwork in x 5, andoffer �nal thoughtsas
well asa look at importantfuturework in x 6.

2 Requirements

For our evasion-testingenvironmentwe considertwo setsof require-
ments:creatingtestcases,andthenapplyingthosetestcasesto evaluate
agivenNIDS.

For theformer, wehavethefollowingconsiderations.First,theframe-
work shouldsupportboth trace-basedtest casesand live network op-
eration.Trace-basedtest casesoffer very large advantagesin termsof
repeatability, portability, andeaseof inspectionandveri�cation of cor-
rectness.However, someforms of evasiontestingrequire live testing.
Theseinclude:(i) NIDS thatgain informationfrom endsystems[2–4];
(ii) NIDS thatemploy someform of traf�c modi�cation to removeambi-
guitiesto preventevasionsfrom exploiting them[5, 6]; and(iii) evasion
attacksthat rely on resourceexhaustionthuscausingit to drop packets
andconsequentlymissanattack.Second,theframework needsto accom-
modateelementaryandmodulartraf�c transformationsacrossthe rele-
vantlayersof theprotocolstack.For example,asingletestcasemightin-
cludenetwork-layer(e.g.,fragmentation),transport-layer(e.g.,ambigu-



Fig.1. Theidsprobe framework. Top:of�ine testing,bottom:live environment.

ousTCPretransmissions)andapplication-layer(e.g.,ambiguousHTTP
characterencoding)evasionsall together.

To usethe resultingtestcasesfor evaluatinga NIDS, we desirethe
following. First, reusabilityof the generatedtest tracesfor live testing.
On-the-�y introductionof evasiveactionsto livetraf�c is complicatedby
the fact that it requiresselectivenessaswell ascarefulsequencing.The
ability to leverageinputtracescontainingready-madeevasionsin liveen-
vironmentsbothreduceseffort andimprovesreliability. Second,automa-
tion of theprocessof executingtheNIDS andcapturingits full setof out-
puts,includingsummariesof differencesamongindividualruns.Finally,
suitablepostprocessorsto inspectthesedifferencesto highlight patterns
correspondingto susceptibilityto or thwartingof evasionattempts,par-
ticularly to shedlight onarchitectural issuesre�ectedin theresults(such
aswhetheragivenNIDS lackssuf�cient state).

3 Framework Ar chitecture

Figure 1 illustratesthe currentarchitectureof the idsprobe frame-
work, whichaccommodatesbothof�ine andlive testing.

3.1 Overview

For simplicity, welimit thepresentationof theframework to re�ect asin-
glesetof relatedtestcases.Theprocessbeginswith asingle,non-evasive
tracewhich containssomeattribute,suchasa particularpayloadstring
in a particularcontext, for which we cancon�gure a NIDS to detectits



presence.We thenrepeatedlyapplyaseriesof transformationpro�les to
copiesof this traceto yield asetof variants,eachof whichre�ects apar-
ticularpotentialevasion.After generatingthesetraces,wethenemploy a
“test harness”to run a setof NIDS-under-testagainstthetraces(includ-
ing the original, unmodi�ed trace),capturingtheir outputs,from which
we thenconstructa setof reportssummarizingthe NIDS's behavior in
thepresenceof differentevasions.

3.2 TestCaseGeneration

To supportmodularity, we encapsulatea setof elementarytransforma-
tions in scriptsthat canbe individually invoked andthensubsequently
composed.Eachscript takesasinput (from a �le or stdin) a libpcap
traceandproducesasoutputa new trace(to a given output �le or std-
out). In addition,theidsprobe framework transparentlymanagesany
temporarystorageascriptrequiresto performthetransformation,which
facilitateschainedapplicationof transformations.

Wecurrentlyprovide toolsfor thefollowing transformations:

Application layer. We supportrewriting of application-layercontents
using the framework developed in our previous work [7] built
upontheBro intrusiondetectionsystem[8]. This framework allows
application-level speci�cationof tracetransformationsthat arethen
re�ected down to the transportlayer (adjustmentof sequencenum-
bers,checksums,andacknowledgments)andnetwork layer(repack-
etizationwhererequired).

Transport layer. This level currently supportsadjustmentof relevant
headercontrolbits,payloadmodi�cations,andadjustmentof check-
sums.We implementtheseusingplug-insfor Netdude[9].

Network layer. Our currentsupportfor network-layermodi�cations—
alsobasedonNetdudeplug-ins—comprisesmodi�cation of arbitrary
header�elds, duplication/insertion/removal of individualpackets,IP
fragmentation,andchecksumcorrection.

Trace �le manipulation. We provide additional plug-ins to (i) adjust
packet timestampsin trace�les, (ii) correct the �o w of time (sort
packetswith non-monotonictimestamps),and(iii) recombinemulti-
ple setsof packets/tracesinto asingletrace�le.

We emphasizethat thescriptinginterfaceto the transformationtools
canreadilyaccommodateothertoolsthatcanprovidetracemanipulation
atdifferentsemanticlevels.



Finally, we alsonotea somewhatsubtlepoint regardingcomposition
of differentevasions:multiple typesof evasionsneedto beapplied“top
down” in termsof network protocollayering.Thatis, wemust�rst apply
application-layertransformations,thentransport-layerones,and�nally
thoseoperatingat thenetwork-layer. Thereasonfor this is thattoolsthat
manipulateonelayergenerallyassumethatthelower layeris unambigu-
ous(andthusthetool is freeto rewrite it accordingly).

3.3 Of�ine EvasionTesting

Oncea set of test traceshave beengenerated,the idsprobe frame-
work thenenablesautomatedassessmentof a numberof NIDS against
the suite.Adding a NIDS is a simpleprocess:all that is requiredis to
provide a shellscript thatwill invoke theNIDS givena numberof envi-
ronmentvariablesincluding,amongothers,thetrace�le to beanalyzed.
Thetestharnesstheninvokesthescript repeatedlyto executetheNIDS
acrosseachof thetracesin thevariantset,storingthegenerated�les sep-
arately. After execution,idsprobe invokesdiff -based�le-dif ferencing
to determinethedegreeto which theNIDS'sbehavior changedfor given
variants.Oncedifferenced,the resultscurrentlyrequiremanualinspec-
tion to assesstheir signi�cance.

3.4 Li ve EvasionTesting

As mentionedin Section2, someforms of evasiontestingrequirelive
tests.To facilitatethese,weextendedtheidsprobe framework to func-
tion in live environments,while allowing us to re-usethe evasive test
tracesgeneratedfor of�ine testing whenever possible.Three compo-
nents,connectedvia a physical link, facilitate live testing:(i) a traf�c
generator, which establishesconnectionsto the victim machine(s)and
drives the dataexchange;(ii) a NIDS installationwhich monitorsthe
link; and(iii) a virtual targetnetwork which hoststhevictim machines,
respondingto thetraf�c sentby thetraf�c generator.

The key challengefor the traf�c generatoris enablingre-useof the
existing testtraces.Our approachis to replaytracesadaptively, relying
on the causalityof exchangedapplicationdataunits (ADUs) at the ap-
plicationlevel andto ignoretheactualcontentof theresponder'sADUs,
while patchingup the sequenceandacknowledgementnumbersin the
input trace's packets to keepthe TCP exchangeworking. We usedthe
scapy packetprocessingtool [10] to build this replayfunctionality.



We usedhoneyd [11] to realizethevirtual targetnetwork. honeyd
providesthemajorbene�ts of allowing easyadjustmentof thenetwork
topology(for examplein orderto introduceadditionalroutersfor reach-
ability evasionsrelying on the IP TTL �eld), while providing �e xible
victim respondercon�gurations.rangingfrom simpleshellscriptsto for-
wardingto liveexternalsystemsvia honeyd 'ssubsystemmechanism.

4 Initial Experimental Results

As apreliminaryevaluationof theidsprobe framework,wedeveloped
aninitial setof 10differenttypesof testcases.Weevaluatedeachagainst
theSnort[12] (version2.6.1.4)andBro [8] (version1.2.1)NIDSs.

4.1 TestCases

In all testcases,weuseasetof tracesof entire,full-packetTCPconnec-
tions.Eachcontainsa singleHTTP requestwith lengthsrangingfrom 8
to 256 bytes,anda correspondingHTTP response.The main objective
is to determinewhethertheNIDS undertestcanmatcha signature(not
necessarilyof an attack)that we knowis presentin the generated,eva-
sivetraf�c, while alsocheckingfor any signsof evasionor otherunusual
activity thattheNIDS mightsignal.idsprobe automaticallygenerated
196 testtracesbasedon 5 input traces.Table1 shows the setsof trans-
formations.

4.2 NIDS Con�gurations

For the Bro NIDS, we usedits default con�guration settings.We in-
structedit tomonitorall TCPtraf�c (-f tcp ) andloadedthemt, frag ,
andsignatures analyzers.We con�gured signaturesfor the HTTP
requestsin theinput traces,with eachsignaturematchingexactly oneof
theHTTPrequests.For Snort,we removedthelargelist of signature�le
include directives,sincenoneof the listedrule setswereactuallyin-
cludedin theSnortdistribution,veri�ed that thefrag3 andstream4
preprocessorswereenabled,andthatevasion-relatedalertswouldbegen-
erated.

4.3 Findings

Output of idsprobe -generated traces Table 2 summarizesour �ndings
basedon the idsprobe -generatedevasive packet traces.Overall, Bro



– TC1 A single,consistent,andimmediateretransmission1 � secafter theoriginal of a TCP
segment carrying the signature-bearingapplication-layerpayload.This test casechecks
whethertheNIDS performsa simpleform of TCPstreamreassemblycorrectly.

– TC2 LikeTC1,but theretransmissionconsistsof only partof theoriginalTCPsegment.We
retransmita right-alignedpartof theoriginal segmentwith correctchecksumandsequence
number. Thisconstellationlikewisepresentsneitherthreatnor ambiguity.

– TC3 Like TC1, but we changethe TCP payloadon the �rst (subtestTC3a)or the second
(subtestTC3b)variantof theduplicatedpacket, respectively, withoutany checksumcorrec-
tions.This testdoesnot poseany actualambiguity.

– TC4 Like TC3,exceptnow thechecksumsarecorrected.Ourpayloadmodi�cation is care-
less, thusleadingto a differentchecksumvalue.This testcaserepresentsthe�rst truly am-
biguoustraf�c. TheNIDS needsto decidewhich versionof thebytestreamto analyze,and
ideally shouldnotetheinconsistency.

– TC5 LikeTC4,but wechangetheTCPpayloadcarefully, leaving thechecksumunchanged.
We achieve this by swapping16-bit �elds, thoughonecould derive morecomplex modi-
�cations dueto the incrementalnatureof thechecksummingalgorithm.As with TC3, this
presentsa realambiguity, requiringtheNIDS to comparetheactualpayloads.

– TC6 We duplicateoneof the IP datagramsin the TCP �o w, settingits IP fragmentoffset
to a non-zerooffset value(adjustingthe IP headerchecksumto re�ect the change)on the
�rst (subtestTC6a)or second(subtestTC6b)variant,respectively. This testcasecreatesan
ambiguous,malformedfragment.

– TC7 We duplicateoneof the IP datagramsin the TCP �o w andset its IP TTL valueto a
numberof differentvalues(againwith headerchecksumupdated)onthe�rst (subtestTC7a)
or second(subtestTC7b) variant,respectively. This testcasedoesnot introducea serious
ambiguitybut canconfuseNIDS evasiondetectionthatexaminesTTL valuesfor anomalies.

– TC8 We consistentlyfragmentone of the IP datagramsin the TCP �o w carrying the
signature-bearingpayload, using various different fragment sizes. This test case tests
whethertheNIDS correctlyprocesseswell-formedfragments.

– TC9 Like TC8, but we duplicateone of the fragments,and alter its payloadin the �rst
(subtestTC8a)or second(subtestTC8b)variant,respectively. Thealterationis againcare-
less,i.e., reassemblyof thedatagramusingthemodi�ed payloadleadsto anincorrectTCP
checksumfor thefull datagram.

– TC10 LikeTC9,but with acarefulpayloadalteration,i.e.,reassemblyof thedatagramusing
the modi�ed payloadleaves the TCP checksumunchanged.Figures2 and 3 presentthe
workingsof TC10in detail.

Table1. Testcasesusedfor evaluatingidsprobe .

andSnortperformedsimilarly asfarassignaturedetectionis concerned.
They differ, however, in theamountof detaildeliveredin additionto the
relevantalerts.After excludingfrom �le-dif ferencingBro's .state di-
rectories(which remainempty)andSnort's tcpdumplog �les, the total
amountof differencein Bro's outputamountsto 1,665lines,asopposed
to 17,018for Snort.IgnoringSnort's verbosesummaryoutputreported
on stdoutandstderrreducedthedifferentialdatavolumeto 1,329lines.



00:01:37.427628 10.48.0.1.2013 > 10.48.0.81.80: . 1:158(157) ack 1 win 32768
0x0000   4500 00c5 7566 0000 4006 f01b 0a30 0001        E...uf..@....0..
0x0010   0a30 0051 07dd 0050 0000 092a 3838 4e57        .0.Q...P...*88NW
0x0020   5010 8000 0fc2 0000 4745 5420 2f31 6162        P.......GET./1ab
0x0030   6364 6566 6768 696a 6b6c 6d6e 6f70 7172        cdefghijklmnopqr
0x0040   7374 7576 7778 797a 3261 6263 6465 6667        stuvwxyz2abcdefg
0x0050   6869 6a6b 6c6d 6e6f 7071 7273 7475 7677        hijklmnopqrstuvw
0x0060   7879 7a33 6162 6364 6566 6768 696a 6b6c        xyz3abcdefghijkl
0x0070   6d6e 6f70 7172 7374 7576 7778 797a 3461        mnopqrstuvwxyz4a
0x0080   6263 6465 6667 6869 6a6b 6c6d 6e6f 7071        bcdefghijklmnopq
0x0090   7273 7475 7677 7879 7a35 6162 6364 6566        rstuvwxyz5abcdef
0x00a0   6768 696a 6b6c 6d6e 6f70 7172 7320 4854        ghijklmnopqrs.HT
0x00b0   5450 2f31 2e31 0d0a 484f 5354 3a6e 6f6e        TP/1.1..HOST:non
0x00c0   650d 0a0d 0a                                   e....

Fig.2. tcpdumpoutput for relevant packet from the TC10 input trace.A single TCP segment
containstherelevantapplication-layercontent,“GET /1abcdef ”.

00:01:37.427628 10.48.0.1.2013 > 10.48.0.81.80: [|tcp] (frag 30054:8@0+)
00:01:37.427629 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@8+)
00:01:37.427630 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@16+)
0x0000   4500 001c 7566 2002 4006 d0c2 0a30 0001        E...uf..@....0..
0x0010   0a30 0051 0fc2 0000 4745 5420                  .0.Q....GET.
00:01:37.427631 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@24+)
0x0000   4500 001c 7566 2003 4006 d0c1 0a30 0001        E...uf..@....0..
0x0010   0a30 0051 2f31 6162 6364 6566                  .0.Q/1abcdef
00:01:37.427632 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@24+)
0x0000   4500 001c 7566 2003 4006 d0c1 0a30 0001        E...uf..@....0..
0x0010   0a30 0051 2f31 6364 6162 6566                  .0.Q/1cdabef
00:01:37.427633 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@32+)
0x0000   4500 001c 7566 2004 4006 d0c0 0a30 0001        E...uf..@....0..
0x0010   0a30 0051 6768 696a 6b6c 6d6e                  .0.Qghijklmn
00:01:37.427634 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@40+)
00:01:37.427635 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@48+)
...
00:01:37.427650 10.48.0.1 > 10.48.0.81: tcp (frag 30054:8@168+)
00:01:37.427651 10.48.0.1 > 10.48.0.81: tcp (frag 30054:1@176)

Fig.3. tcpdumpoutputof resultingTC10evasive traf�c. TheTCPsegmentshown in Figure2 has
itsapplication-layercontentrewritten,fragmentedinto 248-bytefragments,with aduplicatefrag-
mentwith theoriginalTCPstreamcontentinsertedafterthethird fragment.Thesensitivepayload
is now spreadacrossthreeIP datagrams.Thepayloadvariationpreservesthe TCP checksum's
validity. Finally, idsprobe patchesthepacket timestampsto preserve chronologicalordering.

OutputTC1 TC2 TC3a/bTC4a/bTC5a/bTC6a/bTC7a/bTC8 TC9a/bTC10a/b

Bro
Sig.match

� � �

7/
�

7/
� � � �

7/
�

7/
�

Evasion Â À À Ã ÁÃ ÁÃ

Snort
Sig.match

� � �

7/
�

7/
� � � �

7/
�

7/
�

Evasion Ä Å Ä Ä Æ

Table 2. Bro's vs. Snort's resultson 10 testcasesgeneratedby idsprobe . The �rst line per
NIDS summarizessignaturedetection,the secondreportsevasion-relatedalertsor messages.
Thenumbersre�ect thefollowing: À “RetransmissionInconsistency”. Á “WeirdActivity” of type
“fragment inconsistency”. Â Bad checksumsin weird.log.Ã “WeirdActivity” of type “exces-
sively small fragment” for fragmentsof 32 bytesor less.Ä “Possibleevasive FIN detection”
with nonsensicalparameters.Å “TCP checksumchangedonretransmission”.Æ“Fragmentation
overlap”.

In TC2,Snorterroneouslyreporteda TCPchecksumchangeon a re-
transmission,wherein factno divergentpayloadwastransferred.In the
eventof carefulpayloadalterationsthatdo notaffect theTCPchecksum



08:00:09.176192 IP 10.48.0.1.2010 > 10.48.0.81.80: . 1:13(12) ack 1 win 32768
        0x0000:  4500 0034 f178 0000 4006 749a 0a30 0001  E..4.x..@.t..0..
        0x0010:  0a30 0051 07da 0050 0000 092a 3392 88d8  .0.Q...P...*3...
        0x0020:  5010 8000 4582 0000 4745 5420 2f31 6162  P...E...GET./1ab
        0x0030:  6364 7878                                cdxx
08:00:09.176194 IP 10.48.0.1.2010 > 10.48.0.81.80: . 11:14(3) ack 1 win 32768
        0x0000:  4500 002b f178 0000 4006 74a3 0a30 0001  E..+.x..@.t..0..
        0x0010:  0a30 0051 07da 0050 0000 0934 3392 88d8  .0.Q...P...43...
        0x0020:  5010 8000 80f0 0000 6566 67              P.......efg

Fig.4. tcpdumpof inconsistentretransmissionnot reportedby Snort2.8.0.1.

(TC5/TC10),however, Snortfails to noticethe(ratherlikely) evasionat-
tempt.Bro handledbothcasescorrectly, remainingsilenton the former
but alertingon thelattercase.Snortalsogenerateda totalof 60potential
evasiveTCPFIN detectionsin 4 of thetestcases.A numberof thevalues
reportedin thesealertsarenonsensical,suchasIP TTL valuesof 240,IP
ToS�elds with values0x10,andIP IDs of 0. Noneof thesevaluesexist
in the FIN packets in question;in addition,noneof the tracesactually
re�ects anambiguousTCPFIN packet.

BrocorrectlyreportsTCPretransmissioninconsistencies,IP fragment
inconsistencies,thepresenceof badchecksums,andthepresenceof ex-
cessively small IP fragments.For Snort,theonly correctevasion-related
outputconcernsIP fragmentationoverlap.3

During the courseof our work, new releasesof Snortappeared.We
experimentedwith the latestreleaseavailable,Snortversion2.8.0.1,to
seehow its behavior might have changed.The erroneousevasive FIN
alertshave beenrepaired.However, the new streamreassemblymod-
ulestream5 introducednew issues:apartiallyoverlappingretransmis-
sion(shown in Figure4) is not reported,while Snort2.6.1.4did reporta
changedTCPchecksumon theretransmission.

Output after long-term operation To better understandthe usability of
evasion/anomaly-relatedeventsreportedby differentIDSs,we ran Bro
1.2.1 along with Snort 2.6.1.4and 2.8.0.1on a 24-hour, 21 GB trace
recordedat ICSI on 16 March2007.TheNIDSswerenot con�gured to
detectattacks,but only to reportanomalousor potentiallyevasiveactiv-
ity.

Table 3 summarizesour �ndings. The absenceof consensusin the
reportedeventsis striking, particularlybetweenBro andthe Snortver-
sions,but to a lesserdegreeeven betweentwo differentSnortreleases.
TCP SYNs with payloaddata seema rare casewhere there is near-

3 Eventhat is not thebestdescriptionof theproblem,sinceIP fragmentscanoverlapfor rare-
but-benignreasons.Betterwouldbeto highlight thattheoverlapis inconsistent.
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consensus,with the threeNIDSsreporting460,458,and461instances,
respectively. Bro reportsasingleretransmissioninconsistency (whichwe
have veri�ed to be correct,but it doesnot re�ect a maliciousevasion).
Snort2.6 reportsthis asoneof 36,873“possibleEVASIVE RSTdetec-
tion” events,andSnort2.8as3 of the5 “Data senton streamafterTCP
Reset”eventsrecorded.For the22,137�o w reassemblyissuesreported
by Bro (“ContentGap”and“AckAboveHole”),whichhavedirectsigni�-
cancefor content-basedanalysis,thereis noapparentcorrespondingalert
in eitherof theSnortlogs.Theseeventsaccountfor themainreasonwhy
Snort2.8 reportsfewer eventsthanBro, whoseoutputvolumeis almost
anorderof magnitudebelow Snort2.6's.

5 RelatedWork

Thefundamentalproblemof NIDS evasionwas�rst framedin thesem-
inal paperby Ptacekand Newsham[13]. Aspectsof the problemalso
appearin thediscussionof theBro system[8], particularlyin thecontext
of inconsistentTCPretransmissions.In responseto thethreatof evasion,
researchershave developedseveral typesof countermeasures,suchas
traf�c normalization[5,6], activemapping[2], passive�ngerprinting [4],
andtheuseof host-basedcontext [3].

Severaltoolshavebeendevelopedfor testingNIDS for vulnerabilities
to evasion.Fragrouter4 implementssomenetwork-layerevasionsbased
on IP fragmentation.Unlike our framework, it modi�es live traf�c only.
The libwhisker5 library provides basic functionality for testingHTTP
implementations.Nikto6 leveragesthelibrary, addingHTTPcontentob-
fuscationtechniques.Both toolsprimarily targetlive-traf�c operation.

Regardingsystematicevaluationof NIDS in the presenceof possi-
ble evasions,Vignaandcolleaguespresenta framework for NIDS test-
ing basedon traf�c transformation[14]. RatherthantestingtheNIDSs'
awarenessof evasion,they emphasizeevaluatingtherobustnessof indi-
vidual signaturesusedby suchNIDSs. Their systemtakesas input an
attacktrace,to which it appliessemanticallyinvariant transformations
andthenandmonitorsfor changesin thealertsgeneratedby theNIDSs.

4 Perhttp://www.securityfocus.com/tools/1 76, nominally availableat http:
//www.anzen.com/research/nidsbench/ , but in fact that location no longer re-
solves.

5 http://www.wiretrip.net/rfp/libwhisker/
6 http://www.cirt.net/code/nikto.shtml



Similarly, Rubinetal.developedaframework to facilitatetraf�c transfor-
mationson differentnetwork layers[15], againaiming to producevari-
antsof a speci�c attack.Marty [16] similarly proposeda platform for
subjectingNIDS to automaticallygeneratedvariationsof attacktraf�c.
His systemexclusively operateson live traf�c.

In contrastto theseefforts, our framework doesnot assumethe ex-
istenceof anattack,but insteaddeterminesthegeneraleffectsof traf�c
transformations.This allows us to separatethe NIDS's speci�c attack
detectionlogic from its architecturalanalysislimitations.In addition,the
work of Rubin et al. developsa formal modelof possibletransforma-
tions,whichallowsthemto exhaustively testaNIDS againstattackvari-
ants.Ourwork,ontheotherhand,aimsto facilitateapublic,open-source
effort for developingNIDS evasiontestsuites,with a relatedemphasis
for our framework on modularityandaplug-inarchitecture.

6 Discussionand Future Work

Theidsprobe framework doesnot attemptto provide “turnkey” eval-
uationof NIDS evasionvulnerabilities.Rather, our aim is to provide the
meansfor an experiencedassessorto more readily constructgood test
cases,andmoreef�ciently apply thosetest casesin a repeatablefash-
ion acrossa setof NIDS underconsideration.We alsodo not strive to
ourselvesprovide a comprehensivesetof evasiontests;rather, we aim
to facilitatethatotherscancollectivelywork towardssucha goal.These
considerationsmotivateouropen-source,modular/plug-inapproach.

Thefocusof our futurework is to devisemethodologiesfor assessing
live-traf�c evasionsbasedon overloadingNIDS resourcesandto assess
theef�cacy of on-lineanti-evasiontechnology.

7 Summary

Wehavedesignedandimplementedtheidsprobe framework to facili-
tatethecreationof of�ine aswell asliveevasiontest-casesin apluggable
fashion,coupledwith fully automatedtestingof differentNIDS on the
resultingtest-cases.We aim for the systemto encourageextensionand
broaduseby the community, andto this endwill provide the software
to othersuponrequest,andultimately aim to maintainit in asa public
open-sourceresource.
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