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Abstract

Networkintrusion detectionand preventionsystemsre
vulnerable to evasion by attaders who craft ambiguous
traf c to bread the defenseof sud systemsA normalizer
is an inline networkelementhat thwartsevasionattempts
by remaring ambiguitiesin networktrafc. A particularly
challenging stepin normalizationis the sounddetection
of inconsistentTCP retransmissionsvherin an attadker
sendsTCP sggmentswith different payloadsfor the same
sequenceumberspaceto presenta networkmonitor with
ambiguousnalysis Normalizes thatbuffer all unadknowl-
edgeddatato verify the consistencyf subsequentetrans-
missionsconsumenordinateamountsof memoryon high-
speedinks. Ontheotherhand,normalizes that buffer only
the hashesof unaknowledgd segmentscannotverify the
consistencyf 20—30%of retransmissionshat, accoiding
to our traces,do not align with the original transmissions.
This paperpresentghe designof RoboNorma normalizer
that buffers only the hashesof unaknowledgd segments,
and yet can detectall inconsistentretransmissionsn any
TCP bytestream.RoboNormconsumed—2 orders of mag-
nitudelessmemorythan normalizes that buffers all unac-
knowledgd data, and is amenableo a high-speedmple-
mentation RoboNornis alsorobustto attaksthat attempt
to compomiseits opemtion or exhaustits resouces.

1. Intr oduction

Network intrusion detection and prevention systems
(IDS/IPS) are now widely usedto improve the security
of networks run by providers,enterprisesand even home
users.Suchmonitorsusually operateon the path between
the protectednetwork andthe restof the Internet,observ-
ing all trafc comingin andout of the network and ag-
ging (IDS) or blocking (IPS) actiity deemedik ely mali-
cious. While historically someof thesesystemsoperated
in a statelessperpaclet fashion[1], modernsystemsem-
ploy detailedprotocolparsingin orderto analyzethe traf-
¢ at higher semanticlevels [2] and require in-order re-
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Figure 1. Evading a network monitor using in-
consistent TCP retransmissions.

constructionof TCP byte streamsas the recevers would
seethem.However, thesereconstructedbyte streamshave
inherentambiguitieslargely becausdghe monitor doesnot
know whattraf ¢ thereceveractuallyrecevesandaccepts.
Startingwith thework of PtacekandNewsham[3], thepos-
sibility of awily adwersaryexploiting theseambiguitiesto
mountan evasionattadk andconfounda monitorhasbeen
recognizedn theresearcHiterature[2—6]. Moreover, tools
thatfacilitatetheautomatiogeneratiorof evasvetrafc are
readily availablefor useby attaclerstoday[7-9], making
evasionattacksarealthreatto intrusiondetectionsystems.
Oneimportantclassof evasionattackds attackshatem-
ploy inconsistenfTCP retransmissiongi.e., TCP seggments
that containdifferentdatafor the samesequencanumber
space)o confusea network monitor's parsing.In suchat-
tacks, attaclers sendinconsistentTCP segmentsthat all
male it pastthe monitor, but which don't all reachthe re-
ceiver, say by having insufcient TTL hop-countsn their
IP headersAbsentinformation aboutwhich sggmentsthe
receverwill eventuallyreceveandacceptthemonitorcan-
not accuratelyinfer if an attackis in progress.Figure 1
shavs an examplewherethe attacler sendstwo different
TCPsegmentsstartingat sequenc@umber4, oneof which
completesa maliciousstring “exploit " at the recever.
The monitor, however, cannotunambiguouslyreconstruct
the string that the recever sees.The monitor cannotsim-
ply analyzeall possibleinterpretationsof suchambiguous
traf ¢, sincethecombinationgrow exponentiallylarge[5].
Note thatin this example,the recever never seesthe segy-



mentcarrying“junk " becausé lackssufcient hop-count
(TTL) to makeit all thewayto its purportedaddressAlter-

natively, theattacler canalsorely on knowledgeof whether
the recever's particularoperatingsystemacceptsonly the

rst instanceof asegment,or overwritesthe contentof the
sggmentwith ary later transmissionpetwork stacksdiffer

in their treatmenbf this cornercase{3].

Previouswork by Malanetal. [4] andHandleg etal. [5]
developedthe notion of traf c normalization by which an
in-line network elementremovessuchambiguitiesfrom a
traf ¢ streamprior to presentingt to a monitorfor security
analysisthusthwartingevasionattacks Detectingnconsis-
tent retransmissions one of the hardeststepsin normal-
ization becausét cannotbe performedin a simple state-
lessfashion,unlike most other steps[5]. In recentwork,
Vamgheseandcolleaguegpursueda morerestrictedproblem
of detectinginconsistentetransmissioni the context of
byte-level signaturedetectionalone [6]. Our goal in this
work is to designan in-line network elementthat detects
and blocks inconsistentretransmissionsn any TCP byte
stream,in a mannerthatis both memory-efcient andre-
sistantto attacler-inducedstress.

The brute-forceapproachto detectinginconsistentre-
transmissionsusedby some existing intrusion detection
systemge.g.,Bro[2]) andnormalizerd4,5], is to buffer all
the unacknavledgedbytesfor eachactive connectionand
to compareary retransmissioragainstthe storedbytesfor
consisteng. However, the brute-force(“full-content”) nor-
malizerneedsto be provisionedwith a signi cant amount
of memory—almost bandwidth-delayproducts worth—
renderingsuch normalizersimpractical and expensve on
high-speedinks.

An alternatve approach,potentially requiring signi -
cantlylessmemory is to insteadstorehashe®ver the con-
tent of unacknevledgedseggmentsratherthana full copy
of the contentsandcomparethe hasheof retransmissions
to storedhashesSuchan approachcannotverify the con-
sisteny of retransmissionsghat are pacletizeddifferently
from the original segments.In practice,however, retrans-
missionsnot infrequentlyoccurmisalignedwith the origi-
nal sgmentboundariesgverlappingin unexpectedvays—
from our analysisof ve real-world TCP paclettraceswe

nd that 20-30%of all retransmissionsvere not aligned
along original sggment boundaries(x2). While we know
from discussionsvith implementorghatsomecommercial
systemsalsousethe approachof storing hashesthe liter-
aturedoesnot provide ary analysisof how well suchan
approactactuallyworksin practice.

Thus,existing normalizerdesigndail to meetthefull set
of goalsimportantfor a practicalnormalizer:

1. Memory-ef ciency. Thenormalizemustusememory

frugally to storemostof thedataonfast(but scarceand
expensve) on-chipmemoryin orderto procesgpack-

etsatline speedMemory ef ciency becomesncreas-
ingly signi cant aslink speedsmprove and connec-
tions have greateramountsof datain- ight, andhas
majorimplicationsfor costandpower consumption.

2. Corr ectnessThenormalizemustalwaysidentify and
block inconsistentTCP byte streamsijrrespectve of
how the bytes are pacletized into segmentshby the
sendersExisting hash-basedpproacheslo not pro-
vide actualprotectionfrom adwersariessincein prac-
tice suchnormalizerswill fairly frequentlyencounter
retransmission$or which they cannotverify payload
consisteng.

3. Adversarial-resistance.The normalizermust be ro-
bustto an adwersarymountingattacksto degradethe
normalizers operation Suchattacksamight seekto ex-
haustthe memoryor processingesource®f the nor-
malizer preventingit eitherfrom functioningcorrectly
or causingt to dery serviceto other, benignTCPcon-
nectionsFor example anadwersarycaneasilyexhaust
the memoryof the full-contentnormalizerby having
large windows of unacknavledgeddataover multiple
connections.

In this paperwe describeRoboNorm,a robust normal-
izer designthat aims to meetall of thesedesigngoals.
RoboNormmaintainsa contenthashfor every unacknavl-
edgedsegmentof every connectionand (with carefulde-
sign, per x3) veri es the consisteng of all retransmissions
including thosethat are misalignedwith original sggment
boundariesRoboNormrequiresaround2.5MB of memory
on atypical Gbpsaccesdink, 1-2ordersof magnituddess
thanthatrequiredby thefull-contentapproach{x4), making
it amenableo aninexpensve yet high-speedmplementa-
tion (x5). In addition,RoboNormthwartsa variety of state-
exhaustionattacksby usingrobustpoliciesto evict connec-
tions whenunderstressithe policiesrequirethe adwersary
to summonmajor resourcego impair the systems opera-
tion, andrarelyin ict collateraldamageon benignconnec-
tions (x6). While soundandrobustoperationof RoboNorm
necessitatesccasionahlterationof traf c andend-to-end
semanticge.g.,ACK rewriting), we demonstrate¢hat such
alterationoccursexceedinglyrarelyin practice.

2. Assumptionsand Challenges

This sectioninvestigateghe challengego designingan
ef cient androbustnormalizeusinganumberof real-world
paclettraces We begin with theassumptionandterminol-
ogy usedin this paper

Assumptions. The normalizeris anin-line network ele-
mentdeployedattheaccesdink of anetwork onewishesto
protect,mostlikely in conjunctionwith anIDS/IPS.We as-
sumethatthe normalizeralwaysseegacletsin bothdirec-



| # | Trace Characteristics | Univy | Univ, [ Lab; | Lab, | Super |
1 | Total# half-connectionsvith data 648K | 15.3M | 1.21M | 601K | 32.5K
2 | % of above with retransmits 5.6 5.16 4.07 4.83 2.39
3 | Total# TCPpaclets 31M | 435M | 127M | 40.5M | 30.3M
4 | % of abovethatareretransmits 0.58 0.32 0.06 0.19 0.04
5 | % retransmitsot alignedwith originals 29.0 25.2 315 20.6 18.1

Table 1. Basic statistics of the traces used in the paper.

tions(i.e., dataandacknavledgmentspf any TCP connec-
tion it processe$.We alsoassumehatthe normalizercan

actively alterthe traf c passingthroughit, sayby holding

onto somepackets without forwarding or rewriting some
elds of the paclet headerslt canterminateconnections
thatit suspect®f conductingmaliciousactiity. Whenun-

derstressthe normalizerfails on the safesideby terminat-
ing suspiciousonnectionso relieve stressnsteadof letting

traf ¢ throughwithoutinspection.

Terminology. TCPis a byte streamprotocolfor which a
TCPsagments theunit of transmissionln our discussions,
we represensegmentsby the sequenceaumberrangesof
the bytesthey contain? We terma TCP segmentasnew if
noneof its sequenceaumbershave previously appearedt
thenormalizer Otherwise we termthe sggmentretransmit-
ted New segmentsthat we later compareretransmissions
againstareatthatpointtermedoriginal sgmentsNotethat
aretransmitteegmentcancontainbothsequencaumbers
previously seenandnew sequence@umbersWe alsode ne
a hole asa rangeof sequencenumbersfor which the nor-
malizerhasnot seerthecorrespondingpytes.

Traces. We use ve paclettracesto understandhe chal-
lengesin designinga normalizer and to validate our de-
sign in the rest of the paper Thesetraces,referredto as
Univy, Univp, Laby, Lab,, andSuperwerecollectedat the
Gbpsaccesdinks of four large sites:two large university
ervironmentswith about45,000hosts(Univ,) and 30,000
hostgUniv,), respectiely; aresearchaboratorywith about
6,000hosts(Lab; andLaly,); anda supercomputecenter
with 3,000 hosts(Super).All traceswere capturedduring
afternoonworking hours. Although we cannotclaim that
theseracesarebroadlyrepresentatie, they do spanaspec-
trum from mary hostsmaking small connectiongthe pri-

mary avor of university sites,Univy; andUniv;) to a few

1if thenormalizercanonly seeonesideof a connectionthenit cannot
safelyreclaimstateassociatewith acknavledgeddata,norcanit correctly
executethe mechanismsve developto handleretransmissionthatarenot
alignedwith original segmentboundarie$x3).

2Whennot ambiguousye will sometimeseferto 2bytestasa shorter
termfor @3sequencaumbers.

hostsmaking large, fast connectiongthe supercomputing
site,Super) AppendixA detailsthetracecollectionmethod.

Table 1 presentssomeaggrejatestatisticsof the traces.
Row 1 givesthe numberof TCP data-transfepaths(“half-
connections”)we analyzed.Each TCP connectionpoten-
tially givesriseto two of these,onein eachdirectionthat
actuallytransfersdata;we analyzeeachdirectionindepen-
dently. We seein row 2 that a signi cant fraction (2.4—
5.6%) of half-connectionsindego retransmissiorat some
point, eventhoughthe next two rows shaw thata far lower
fraction (0.5%) of thetotal padetsarethemselesretrans-
mitted. The lastrow of the tableshows that 20—-30%0f re-
transmittedsegmentsare not alignedwith the correspond-
ing original segments.

Challenges. Thedesignof a TCP normalizermustover-

come three challenges,as mentionedin x1: memory-
efciency, correctnessn the face of complex TCP re-
transmissiorbehaior, and attack-resilienceThe normal-
izer must use memory sparingly: storing all unacknavl-

edgedbytes consumesan excessve amountof memory
especiallyon high link speeds.To reducememory con-
sumption,somesystemsstorecontent-hashesf TCP sgy-

ments simply comparingetransmissionagainsthestored
hashesUnfortunatelyaswe notedabove,asigni cant frac-
tion of normal TCP connectiongoday do not retransmit
alongthesamesegmentboundariegstheoriginal transmis-
sions.In responsesuchdesignsmusteitherterminatethe
connectionwith signi cant collateraldamageor let mis-

aligneddatathrough,which allows an attacler who crafts
suchtraf ¢ to evadedetection.

Thus, the secondchallengeis to guaranteecorrectness
in thefaceof TCPretransmissiowagariesTCP's complex
retransmissiorbehaior arisesbecausehe TCP speci ca-
tion allows latitudein termsof how retransmittedsegments
correspondo original sgments—asendercanrepacletize
the dataduring retransmissionwith the resultthat the re-
transmittedsegmentsmay not matchthe original sgments
in sizeor sequenceange Moreover, while the speci cation
statesthat a newly receved segmentthat overlapswith an
existing sgmentshouldbe trimmedto only the new data
(p.530f [10Q]), in reality differentTCPimplementationde-
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Figure 2. Architecture of RoboNorm.

have differently in this regard[3]. As a result,a network
monitor might not be ableto tell whethera given sggment
ultimatelymalesit all thewayto therecever—or, if it does,
whetherthereceverwill useits contents—anthuswhether
thereceverwill treata subsequentetransmissioas“new”
or “overlapping.

Thethird challengegor anormalizeiis to resistmalicious
adwersarieslIn generalmaliciousnodescansendarbitrary
streamof pacletsto attemptto exhaustthe computational
capacityandmemoryof thenormalizer or to undermindts
correctoperation.Hostsinside the protectednetwork can
colludewith adwersarieoutsidethe network. Attackersnot
on the path betweencommunicatinglT CP hostscan spoof
sourcelP addresse$o disrupt TCP connectionslrrespec-
tive of theattacler's strategy, we mustensurehatall incon-
sistentretransmissionare detectedandthat no additional
vulnerabilitiesareintroducedwith respecto otherattacks.

3. Designof RoboNorm

This sectiondescribeghe designandpaclet processing
algorithmsof RoboNorm.For easeof exposition, we as-
sumethat only dataenteringa protectednetwork is being
normalized;it is straight-forvard to extend the schemeto
normalizedatain bothdirections.

3.1 SystemOverview

Figure 2 shaws the variouscomponentf RoboNorm.
For every TCP connectionRoboNormmaintainsa segment
hashfor eachunacknaevledgedsement,computedy hash-
ing the segments contents® The segmenthashesf each
connectionare storedas a linked list, called the segment
hashlist, thatis sortedby the starting sequencenumber
of the correspondingeggments.Segmenthashesn the list
cover non-overlappingsequencewnumberranges.The col-
lectionof all sgmenthashlistsin RoboNormis referredto
asits hashstore.

3Seex6.4 for adiscussioron the choiceof hashfunctions.

Whena TCP sggment(dataor ACK) arrives,RoboNorm
locatesthe connections segmenthashlist by looking up
the connectiontuple in a hashtable called the connec-
tion table The connectiontablemapsconnectiontuplesto
perconnectionstatethat includesa pointerto the connec-
tion's sggmenthashlist. If the arriving segmentis a new
datasegment,RoboNormcreatesa correspondingnen sey-
ment hashand forwardsthe sgment.If the segmentis a
retransmissionRoboNormtries to verify the consisteng
of the segmentby comparingits hashto existing segment
hashesover the sggments sequencenumberrange. Sey-
mentswhoseconsisteng cannotimmediatelybe checled
(e.g.,segmentswhich do not exactly overlapwith existing
segmenthashesarebufferedwithout forwardingin there-
transmissiorbuffer of RoboNorm;handlingthemrequires
additionalmechanisnasdescribedn x3.2.HandlingACKs
involvesclearingsegmenthashesver acknavledgeddata,
andsomesubtletieso handlespecialcasegx3.3).

RoboNorminitializes statein the connectiontable on
seeingthe rst data segmentof the connection,not the
rst SYN sggment,to preventan easystateexhaustionat-
tack causedoy SYN ooding. Uponseeinga FIN or RST
segment,RoboNormmarksthe correspondingntryin the
connectiortablefor clearing,andcompletelyclearsthe en-
try whenall of the connection$ pendingdatahasbeenac-
knowledged.Thesesimple stateinitialization andtermina-
tion policiesmake RoboNormvulnerableto a variety of at-
tacksthataim to exhaustspacen its connectiortable; we
laterdescribgheattacksandsuitablyaugmenfRkoboNorms
designto defendagainsthem(x6.2).

3.2 TCP Data SegmentProcessing

Whena TCP datasggmentarrives,RoboNormretrieves
the connections sggment hashlist and checksif its se-
guencerangehasbeenseenbefore.If not, RoboNormcre-
atesanew segmenthashjnsertsit into thesegmenthashlist
atthesortedposition,andforwardsthe sggment.Otherwise,
it breaksup the sggments sequenceangeinto portionsthat
overlapexactly or partially with thosealreadyin the hash
list, and into maximal new ranges( lling in oneor more
holes) with thesdattertreatedasif they werenew sggments
by creatingnewv sggmenthashedor them.Note thatwe do
not storesggmenthashedor sequenceumberrangesthat
have alreadybeenacknavledged Figure3(i) illustratesthe
processof splitting a retransmittedsegmentinto new, ex-
actly overlappingand partially overlappingranges shovn
assggmentsB, A, andC in the gure respectiely.

For eachrangethat exactly overlapswith a storedsey-
ment hash,RoboNormcomputesthe hashover the corre-
spondingcontentsandcomparest with the storedsegment
hash.If the hashesmatch,it forwardsthe seggment.If the
hasheslo not match,it hasfound aninconsistentetrans-
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mission.A naturalactionfor it to take atthis pointis to re-
setthe connectionsinceevenif theinconsisteng is dueto
benigncausesthe connectionis in serioustroublein terms
of its propersemanticsTheactualactiontaken,however, is
left to the policy of the network administrator

Handlingsequenc@umberrangeghatpartially overlap
with storedsegmenthashess the only tricky case.Since
partial overlapscanonly occur at the beginning or end of
an arriving sggment,therecanbe at mosttwo suchranges
per retransmittedsegment.For example,the retransmitted
segmentin Figure3(i) containsonepartialoverlap(segment
C) atits end.Table2 shavs that 12—20%of retransmitted
segmentgrow 1) and0.1-0.5%of half-connectiongrow 2)
have partially overlappingrangesn ourtraces.

RoboNorm cannot verify the consisteng of partially
overlapping ranges becausethe original content-hashes
werecreatedverlargerrangesAs aresult,thesystemmust
hold onto thepartially overlappingportionsin RoboNorms
retransmissiobuffe—withoutforwardingthem—untilone
or more partially overlappingsegmentsthat“t together”
to spanan entire sggmenthasharrive. We usetheterm t-
ting segmentdo referto partially overlappingsggmentsthat
form an exactly overlappingsegmentwhen concatenated
together For example,segmentsC and D in Figure 3(ii)
are tting seggments.Onceall the tting segmentsarrive,
RoboNormcanthencomputea hashovertheconcatenation
of thosesggmentsand compareit with the corresponding
segmenthashvaluein thehashlist for consistenyg, forward-
ing the segmentsuponaveri ed match.

Onemay wonderif holding on to each tting segment
without forwardingit will guarantedorwardprogressi.e.,
will this approachalwaysensurethat the remaining tting
segmentseventuallyarrive, allowing the normalizerto de-
terminewhetherthe retransmissioiis consistenor not?If
thepartialoverlapdoesnotincludetheleft edgeof a stored
segmenthash(seeFigure 4(i)) then eventuallythe earlier
portion will have to arrive, perhapsafter a TCP timeout
atthe sendersincethe recevver will not otherwisesendan
ACK for it. Onthe otherhand,if the tting segmentover-
lapswith the left edgeof a storedsegmenthash,but does
not extend all the way to the end of the storedsegment,

thenour holding backthe partial overlapwithout forward-
ing may causethe schemeo stall,asshovn in Figure4(ii).

This is becausehe sendermight continueretransmitting
the partially overlappingsegmentandnever decideto send
ary subsequentting segments.Copingwith this possibil-
ity (which our tracesindicatecanindeedoccurin practice)
requiresanadditionalmechanisnto manipulateTCPACKs
in the oppositedirectionin orderto elicit tting segments.
We describethis techniquein x3.3, wherewe alsoanalyze
ourtracesto estimatehow frequentlythis situationarises.

3.3 TCP ACK Processing

Whena TCP ACK arrives,RoboNormdeletessggment
hashesacknavledgedby the ACK. Therearetwo kinds of
ACKs to consider:thosethat are alignedwith an existing
segmenthashboundary(i.e.,thestartor endsequenceum-
berof a sggmenthash),andthosethatacknavledgedatain
the middle of an existing segmenthash? RoboNormfor-
wardsevery ACK it inspectshut, asdiscussedbelon, some-
timesit must rst modify theinformationin the ACK.

ACK on existing segmenthash boundary. Upon see-
ing analignedACK, RoboNormdeletesall ssgmenthashes
in the connections hashlist thatlie at or belov the ACK.
In addition, it alsodiscardsfrom the retransmissiorbuffer
ary buffered sgmentsthatthe ACK covers.Row 3 of Ta-
ble 2 shawvs that 50-70%o0f all partially overlappingsey-
mentsare acknavledgedbefore the correspondingtting
segmentsappeain ourtracesThissituationoccurshecause
the bytescorrespondingo the remaining tting segments
were actually alreadyat the receiver and the retransmis-
sionof adifferentsggmentenabledhereceverto acknavl-
edgethewholeset.Thus,in this caset wasunnecessarfor
RoboNormto buffer the misaligneddata,but it alsodid no
harm.

4A third type, which acknavledgesunsentdataor a sequenceumber
insidea hole, clearly representsomesort of signi®cantfailure, eitherin
the endsystemor in the normalizeritself. The responseén this caseis a
policy decision.
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promotion mechanism to elicit tting segments

| # | Prevalenceof partially overlapping segments [ Univy | Univ, | Laby | Lab, | Super |
1 | % of all retransmittedsegments 17.8 18.3 21.0 12.3 12.4
2 | % of all half-connections 0.4798| 0.0954 | 0.1318| 0.0891| 0.0706

| Partially overlapping segmentsleared by ACKs |

| 3 | % ACKedbefore tting segmentsarrive | 51.19] 542] 677] 749]| 556|

| Frequencyof ACK promotion |
4 | % tting segmentpairswith ACK in between 22.1 20.1 457 14.2 9.6
5 | % all half-connswith ACK betweentting segments|| 0.0976 | 0.0221 | 0.0181| 0.0176| 0.0092

| Frequencyof ACK demotion |
6 | Numberof ACKsnoton segmenthashboundaries 278 | 2169| 1020 18 13
7 | % of all half-connswith suchACKs 0.024 | 0.0072| 0.0134| 0.0019| 0.003

Table 2. Trace characteristics pertaining

Whenreceving analignedACK, RoboNormalsochecks
to seeif the connectionhasary partially overlappingsey-
mentsin its retransmissiotuffer thatstart at the sequence
numberof the ACK. If sucha sgmentexists, RoboNorm
rewritesthe sequenceiumberof the ACK andshiftsit up-
wardsto the startingsequenceumberof the expected t-
ting segment(i.e., the endof the partially overlappingseg-
ment),asshavnin Figure4(iii). Wereferto thismechanism
asACK promotion As we canseefrom the gure, ACK pro-
motionenablesRoboNormto checkthe consisteng of the
partially overlappingsegmentwithout stallingconnections.

This situationmight seema bit precariousasit requires
RoboNormto generatean ACK for datathathasnotin fact
reachedhereceveryet, playingfast-and-loosith TCP's
end-to-endandfate-sharinggemanticsHowever, giventhat
the connectionmay simply stall and keep retransmitting
the samesegment(which will not be forwardedsinceeach
time therestill isn't enoughinformationto checkfor con-

to partiall y overlapping segments.

sisteng), this stepis required.Although RoboNormmust
now “take responsibility”for the delivery of this sggment
to the recever, doing so doesnot require RoboNormto
implementary portion of the TCP statemachineor ary
additionaltimers. As long as ACKs comein from the re-
ceiver, RoboNormcanpromotethem,andaslong asACKs
reachthe TCP sender the senderwill transmitadditional
segments(e.g., a sggmentstartingat the rst unacknaevl-
edgedbyte) to make a setof tting segments.Oncethe
tting segmentshave all arrived, RoboNormwill forward
all of the held data, sinceit can now verify consisteng
with the correspondingriginal segment.This approactal-
ways guaranteesgorward progress,and requiresno addi-
tional mechanismsn RoboNormotherthanthe ability to
rewrite ACKs to promotethem.Underthe assumptiorthat
RoboNormseesall pacletsof bothdirectionsof a connec-
tion, thepacletprocessinglgorithmsensurehata connec-
tion never stalls inde nitely dueto a pendingconsistency



procedure HANDLEDATA(dataSgmit
tuple GETCONNECTIONTUPLE(dataSgmt
hashList FETCHHASHLIST(tuple)
if (hashList= NULL)
hashList INITHASHLIST(tuple)
SeglList  SpLIT(dataSgmt
/I Splitat boundariesof previoussegments
for eachsgmt2 SeylList do
if (sgmtis new sggmenj
HANDLENEWSEGMENT(Sgm}
elseif (sgmtcompletelyoverlapssomeseggHash
HANDLEEXACTOVERLAP(sgmt segHash
else // sgmtpartially overlapssomesegHash
HANDLEPARTIALOVERLAP(sgmt sggHash

procedure HANDLENEWSEGMENT(sgm}
hashList hashLisf SEGMENTHASH(sgmj
FORWARD(sgm}

procedure HANDLEEXACTOVERLAP(sgmt segHash

if (SEGMENTHASH(sgm) = seggHash)
FORWARD(sgm)

elseFlaginconsistentetransmission

procedure HANDLEPARTIALOVERLAP(sgmt segHash
BufSgs fsgmy[ BUFFEREDSEGMENTS(segHash
if (FITTINGSEGMENTS(BuUfSgs) = True)
concat CONCATENATE(BufSg9
HANDLEEXACTOVERLAP(concat sggHash
Keepsggmentsfor which ACK promoted
Clearrestof the tting segmentsfrom buffer

procedure HANDLEACK (AX)
if (Ack notasegmenthashboundary
DEMOTEACK()

TRIMHASHLIST(AXK)

if (Bufferedsegmentsstartingat Ack)
Adk  Startof next tting segment // Promote
Mark bufferedsegmentsasACK promoted

FORWARD(ACK)

Figure 5. RoboNorm' s algorithms.

ched of retransmittedsegments

From our traceswe can estimatehow often suchACK
promotionis requiredin practice.Becausehe traceswere
collectedwithout a normalizerin the forwardingpath,it is
impossibleto tell for surewhatwould have happenedad
therebeena normalizerthat did not forward partial over-
laps.Insteadwe usea heuristic:.we computethe numberof

timeswe obsene the following sequencean original seg-
mentS = [s;€); a partial overlap[s;e%), wheree® < g;
an ACK for €% followed at somelater point in time by a
segmentstartingwith €% Thatis, theretransmittedegment
[s; €9 andits successothatstartedat e® were“split” in the
traceby an ACK €°. Theintuition hereis thatthe ACK €°
wasin factnecessaryo elicit the segmentstartingat €°. In
sucha case holdingthe sggment([s; €9 in a buffer without
forwardingit could have preventedthe ACK e° from arriv-
ing atall; ergo, if we don't promoteACKSs, in this casethe
connectiorcouldstall.

Table2 shavsthatabout20-50%of tting segmentpairs
aresplit by an ACK betweerthem(row 4), andthatabout
0.01%of all connectionshave such tting segments(row
5), acrossall tracesThese gures arelow, but certainlynot
negligible: for sitesthatseemillions of connectiongperday
(asdo all of thesitesin our study),sucha ratewould result
in 100sto 1000sof broken connectionseachday without
the ACK promotionmechanism.

ACK not on segmenthashboundary. While ACKs not
on an existing sgmenthashboundarymight strike us as
highly peculiar(just what drove the recever to selectthe
particular sequencenumberto acknavledge?),our traces
shaw thatthesedo occuroccasionallyin realtrafc (rows
6 and7 of Table?2). In this case,RoboNorm rst demotes
the ACK to the sgmenthashboundaryclosestto and be-
low its sequencenumber after which it handlesit like a
normal ACK on a sggmenthashboundary To seewhy
we mustdemotesuchACKs, obsene thatif we forwarded
suchan ACK to the TCP sendemwithout demotion,its ar
rival may trigger a partially overlappingsegmentstarting
at the sequencewumberof the ACK. Moreover, the tting
segmentsof this triggered,partially overlappingsegment
would belongto the sequencepacethat hasalreadybeen
adknowledgd by the forwarded ACK andhencewill never
be retransmittedThus,demotingACKs avoids accumulat-
ing partially overlappingsegmentswhoseconsisteng can
neverbeveri ed by RoboNorm.

The completepseudocodef RoboNorms operationds
givenin Figure5.

4. Memory Savings With RoboNorm

In this section,we computethe amountof memorya
typical RoboNormdeploymentwould consumelUnderthe
assumptiorthat RoboNormstoresan 8-byte hashof con-
tentsfor eachunacknevledgedTCP segment® eachentry
of the sgmenthashlist—composeaf the hashitself, a se-
guencenumberrange,anda 3-bytepointerto the next sey-

SWearguein x6.4thatan8-bytehashprovidesacceptablsecurityguar
antees.



| # | Provisioning the connectiontable || Univ; | Univ, | Laby | Lab; | Super ]
1 | Peakconcurrentonnections 10,647| 33,932| 4,010| 1,927 295
2 | Avg. concurrentonnections 7,616| 23,686 3,098| 1,556 203

| Provisioning the retransmissionbuffer |
3 | Avg. concurrenbytesperconnection 639 579 665 594 566
4 | Peaktotal concurrenbytes 13,213 116,937| 87,118| 12,411| 2,256

Table 3. Measurements used to provision RoboNorm.

menthashin thelist—canall bemadeto t in 15bytes(Ap-
pendixB). Eachconnectiortableentry, consistingof acon-
nectiontuple and pointersinto the hashstoreandretrans-
missionbuffer, consumesaround48 bytes (Appendix C).
With theseestimatesye nd thatRoboNormdeployedon
a Gbpsaccesdink of atypical network needsto be provi-
sionedwith aslittle as2.5 MB of on-chipmemory while
a normalizerthat buffers all unacknevledgeddatawould
needl10 timesasmuch (x4.1). Given the high costof fast
on-chip memory this memory gain is signi cant. More-
over, the actualmemorythat would have beenconsumed
(hadRoboNormbeendeployedatthe siteswe collectedthe
tracesfrom) wasfoundto be muchsmallerthanthe provi-
sionedamountin mostcasesandupto twoorders of magni-
tudesmallerthanthe actualmemoryconsumedy thefull-
contentnormalizern(x4.2).

4.1 Savingsin Provisioning

Hash Store. Eachnew sggmenthashin RoboNormoccu-
piesspacen the hashstoreandremainsthereuntil cleared
by anACK. Supposesggmentsarrive atarateof persec-
ond,andthatthe averagetime beforeclearingis seconds
acrossall connectionsThen, by Little's Law, on average
thesystemhasto store  segmenthashesn it. In general,
is roughlyequalto theaverageconnectiorround-triptime
(RTT),6 and is roughlyequalto C=s, whereC is therate
of traf ¢ enteringthe systemin bytesper secondands is
the averagepaclet sizein bytes.Thus,the numberof segy-
menthashesn thesystematary timeis roughly C=s.

To estimateanupperboundon , we computethelargest
segmentclearingtime obsenedduringthelifetime of acon-
nectionfor every connectionin our traces,and compute
the meanof this valueacrossall connectionsn all traces.
We found this valueto be around150 ms. We also found
thatthe averagenon-emptysegmentis atleastl KB across
all traces.So, picking = 200msands = 1 KB gives
us a boundof 25,000hashesvhen provisioning for these

8Actually, is lessthantheaverageconnectiorRTT, sincewhatmatters
is thetime thatelapsedetweerthe monitor seeinga datapaclet andthen
seeinghecorrespondind\CK. In theabsencef loss,thiswill belessthan
RTT,; possiblya greatdeal,if themonitoris neartherecever.

C = 1 Gbhit/slinks. This translatego 375 KB of memory
assumingl5 bytes per segmenthash.On the other hand,
the full-contentnormalizerwould require C = 25MB of
memoryto buffer all unacknavledgeddata.

Connection Table. We needto size the connectionta-
ble accordingto the maximumnumberof concurrent(es-
tablished)connectionsxpected.Row 1 of Table 3 shavs
that the maximumvalue we nd in our tracesis about
34,000connectionsThe next row of the table also gives
the averagevalue, which runs about1/3 lower. Assuming
eachconnectiontable slot consume#18 bytes,andwe use
a hashtable with 80% bucket utilization, we canaccom-
modate34,000concurrentonnectionsn about2 MB. It is
reasonabléo assumehatthefull-contentnormalizemwould
also need comparableamountsof memoryto store per
connectiorstate.

Retransmission Buffer. Table 3 (rows 3 and 4) gives
two different sets of statisticsregarding the amount of
buffer neededto hold partially overlappingretransmitted
segmentg(cf. the“Hold” elementsn Figure4). Row 3 lists
the averagebuffer spacerequiredfor eachconnectionthat
includesat leastone suchheld retransmissionRow 4 lists
the aggreggatepeakbuffer spacerequiredfor suchheld re-
transmissionsacrossall connectionsWe seethat a few
10 KBs sufce acrossall of our datasetsa numbersmall
enoughthatwe ignoreit for our subsequentomparisons.

In summary we nd that RoboNorm requiresabout
2.5 MB of memoryon our 1 Gbit/s links, while the full-
contentnormalizerrequiresabout27 MB, giving us a sig-
ni cant provisioninggain of afactorof 10 betweerthetwo
designs.

4.2 Savingsin Observed Memory Consumption

Theactualmemoryconsumedby anormalizeiin realde-
ploymentswill of coursevary comparedo the provisioned
amount.We now estimatethe actualmemoryconsumption
for eachtrace,asshavn in Table4. We consideibothdirec-
tionsof everyconnectionRow 1 of thetablegivesthemax-
imum numberof concurrenhashegthatRoboNormwould



# | Memory consumedin practice Univy Univ, Labq Lab, Super
1 | Peakconcurrenhashes 18,417 9,000 2,124 1,469 2,118
2 | Peakconcurrenbyteswhenholdingfull data || 16,417KB | 5,236KB | 2,709KB | 1,836KB | 3,029KB
3 | Peaktotalmemoryby RoboNorm 787KB | 1,764KB 224KB 115KB 46 KB
4 | Peaktotalmemoryby full-contentnorm. 16,928KB | 6,865KB | 2,901KB | 1,928KB | 3,043KB
| Factor of memory savingsin practice |
5 | Savingsin total memory 215 3.9 13 16.8 66.3
6 | Savingsin unacknevledgeddata 59.4 38.8 85.0 83.3 95.3
Table 4. Memory savings of RoboNorm compared to the full-content normaliz er.

have hadto storeif deployed)androw 2 givesthe maxi-
mum numberof concurrentbytesbuffered by the system
(hadwe deployedanormalizerthatbufferedall unacknavl-
edgedbytes)acrossall tracesWe canthenapproximatehe
actualpeakmemoryconsumptiorof the traceasthe mem-
ory requiredto storethe peaknumberof concurrentcon-
nectionsandthe peaknumberof concurrenbytesor hashes
in thetrace,asthe casemay be. Rows 3 and4 of thetable
shaw thetotal maximummemoryconsumedy RoboNorm
andthefull-contentnormalizerespectiely.

Row 5 of thetablecomputegheratio of the total mem-
ory consumedby the full-content normalizerto that con-
sumedby RoboNormWe nd thatthe memorysavingsare
considerablén practicetoo, generallyl-2 ordersof mag-
nitude.Notethatthesevaluesincludethe connectiortable,
whichfor our scheméneavily dominategotal memorycon-
sumption(but notfor thefull-contentnormalizer) If we ex-
cludetheconnectiortable,the savingsareabouttwo orders
of magnitude(row 6). Thusary techniquethatcompresses
the perconnectionhashtable (e.g., connectioncompres-
sors[11]) will improvetherelative gainof RoboNormover
thefull-contentnormalizer

5. Implementation Options

Realizing a prototype of RoboNormthat can process
pacletsat line speedon Gbps(or faster)links requiresan
implementationthat usesmemory frugally, and performs
only a smallamountof perpaclet processingin termsof
computatiormndmemoryaccesses)Ve now arguethatthe
designof RoboNormlendsitself to suchanimplementation.

RoboNormdeployed on our Gbpslinks requiresaround
2.5MB of memory(x4), anamountthatcanreadily t on-
chip. Thecommoncasepaclet-processingy RoboNormin-
volves(a) looking up a hashtableand(b) manipulatingthe
hashHiists, eitherby addingnew segmenthashesttheendof
thelist (whennew dataarrives)or clearinghashegrom the
beginning of the list (on an ACK). Both theseoperations
canbe performedefciently in hardware: muchwork has
beendoneon how to performhardware hashtablelookups

efciently [12], andwe can make the common-caséash
list operationsinexpensve by maintainingpointersto the
startand end of eachhashlist. Thus, perpaclet process-
ing in RoboNormwould involve only a few accesseso
on-chipmemoryin the commoncase.Retransmittecsey-
ments,however, may requiretraversingthe segmenthash
list to comparehashespr morecomplex operationsnvolv-
ing partially overlappingseggments But becauseetransmis-
sionsform around0.5% of all paclets(row 4 of Table 1),
we canhandlesuchoperation®naslow pathor in software
without introducing perceptibledelaysin paclet process-

ing.
6. Attacks on RoboNorm

This sectiondiscussesattacksan adwersarycan launch
to undermineRoboNorms correctoperation eitherby ex-
haustingits memoryor by breakingthe hashfunctionused
to generatessggmenthashesandthe defensesve propose.
Memory Exhaustion.We obsenethatevenacarefullypro-
visionednormalizercannothandleworkloadsthatconsume
unreasonablyarge amountsof memory For example,in
the worst case workloadscould consistof TCP segments
with 1-byte payloadsand very large clearingtimes, or a
large numberof connectionswith very little dataoutstand-
ing perconnectionProvisioningthememoryof RoboNorm
for suchworkloadsis clearly impractical. This meansthat
RoboNormhasto deal with the possibility of the system
running out of space.In this section,we describemecha-
nismsthatenableRoboNormto gracefullyhandlememory
exhaustionarising from either benign reasons(e.g., sud-
denspike in trafc volumedueto a ash crowd), or state-
holdingattacksonthe normalizerby a maliciousadwersary
We examineeachcomponenif RoboNormin turn (x6.1,
x6.2,%6.3).

Breaking the hash function. If an attacler can success-
fully create collisions under the hash function used by
RoboNormhecanevadedetectiorby RoboNormby gener
atinginconsistenTCPsegmentswith identicalhashesx6.4
describesappropriatechoice of hashfunctionsthat makes



thesuccesprobability of suchattacksnegligible.

We arguethatattacksthatexhaustthe computationata-
pacity of RoboNormare not a threatto the system.An
attacler cantry to exhaustthe computationalcapacity of
RoboNormby sendingpacletsthatcausehe normalizerto
do alot of work (e.qg.,partially overlappingsegments) But
becausd&roboNormdelggatesthe processingf suchpack-
etsto a slow path(x5), suchattackswill largely slow down
only theattacler'straf c. Moreover, becauseeryfew con-
nectionsactuallyhave paclketsontheslow path,theamount
of collateraldamagehe attacler canin ict onbenigncon-
nectionss limited.

The defensegproposedn this sectionnecessarilycom-
plicatethedesignof RoboNorm but arerequiredfor robust
operationlndeed whenconsideringheseaddedcomplica-
tions, we shouldkeepin mind that normalizerdesigngthat
buffer completepayloadssuffer from greatervulnerability
to memoryexhaustionattacksthandoesRoboNorm.

6.1 Hashstore

Eviction policy. Whenthe hashstoreis full, RoboNorm
must evict someold seggmenthash(esto make room for
new ones Evictingahashmustamountto resettinghe TCP
connection becauseRoboNormwill no longerbe ableto
checkthe consisteng of a retransmissiorf that segment.
We usea simplecost-bene tanalysisto pick TCP connec-
tionsto evict hashedrom. Thebene t accruedrom picking
a particularconnectiorfor eviction is equalto the amount
of memorythe connectionconsumes—nosimply the in-
stantaneouamountof memoryit is currentlyusing,but the
time-averagedamountit will usefor aslong asit is active.
We mustbalancehebene t againsthe costof evicting the
connection.The metric we usefor assessinghe eviction
costis thelossin network utilization becausef theconnec-
tion's termination.Our eviction policy is thento evict the
connectiorwith the highestbene t-to-costratio of eviction,
i.e., the connectionwith the highestratio of the fraction of
memoryusedto thefractionof link bandwidthconsumed.

If connection hasdataarriving atrate ; sggmentsper
secondand hasan averagesggmentsize s;, thenthe frac-
tion of thelink capacityC it usesis ;s;=C. Regardingits
relatve memoryconsumptionby Little's Law the average
numberof sggmenthashesonnection consumess ; i,
where ; is the obsenedaveragetime for the connection$
segmentsto clear Let H be the total capacityof the hash
store,in unitsof sggmenthashesThenwe cancomputethe
bene t-costratio of eviction of connectionri as:

H C sH

SinceH andC areconstantsto nd the connectionwith
the highestbene t-costratio we look for j thatmaximizes

i =S . Thus,our eviction policy boils down to picking con-
nectionsthat eitherkeepsegmenthashesn the systemfor
toolong (large ;), or usetoo mary hashedby sendingvery
smallsggmentg(smalls; ).

Implementingthis schemerequiresa bit of bookkeep-
ing to determine ; of a connectionWe can approximate
this by averagingthefollowing samplevaluefor eachof the
connection$ sgmentsseenso far: for a clearedsegment,
the sampleis equalto the time it took for the sgmentto
be cleared For a sggmenthashstill in the systemthe sam-
pleis equalto its age(thelengthof time sinceits creation).
Trackingsegmentagerequiresassociatingimestampsvith
segmenthashed. Note thats; is easyto estimateby aver-
agingthe lengthsof all the sgmenthashesseenthusfar.
Finally, we alsoneeda way to quickly nd which connec-
tionshave the highest ;=5 ratio. We obsene thatdoingso
is directly analogougo the De cit RoundRobincomputa-
tionsthatmodernhigh-speedoutersalreadyimplement.

Coalescinghashes. To avoid penalizingbenignconnec-
tions with a small averagesegmentsize,we introducethe
notionof coalescingsegmenthashesCoalescings the pro-
cessof replacingtwo (or more)contiguousseggmenthashes
of a connectionwith one sgmenthashcovering the com-
binedsequenc@umberspacethusreducingthe numberof
segmenthasheghat needto be stored.Not all hashfunc-
tionsareamenabléo segmenthashcoalescingwe discuss
suitablehashfunctionsin x6.4.

Whena connectiorhasmultiple segmenthashewwith a
smallnumberof bytesin each,coalescinghe hashesaves
the connectiorfrom eviction by increasingts averageseg-
mentsizes;, while increasing ; by (only) the inter-arrival
timebetweerthe rst andlastcoalescedegmentsTheonly
downsideof coalescinghashess that an exactly overlap-
ping retransmissiomf a coalescedeggmentwill now have
to be handledlike a partially overlappingretransmission,
resultingin increasedlelaysfor the connectionandanin-
creasdan the amountof memoryconsumedy the connec-
tion in theretransmissiobuffer. Thus,thecombinedsizeof
the sggmentsusedto form a coalescedggmenthashmust
be limited, sayto the maximumTCP sggmentsize. So, if
the connectionwith the largestvalue of ;=5 eitherdoes
not have enoughsegmenthashego coalescegr if the sey-
menthashesave a large enoughsizealready thenwe will
still have to evict it to make roomin the hashstore.

Effect of adversary. The eviction policy of RoboNorm
alsosigni cantly increaseshe work-factorthatadwersaries
mustapplyto impair benignconnectionsln the absencef

suchan eviction policy, adwersariescan consumesegment

In fact, we can probably usea single perconnectiontimer instead,
similar to mary implementation®f TCP's RTT estimationHowever, we
have notyet developedthe speci®csf suchanapproach.
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hashmemory*“on the cheap”in one of two ways: (a) by
forcing their hashego stayunclearedor alongtime (e.g.,
by sendingdataabove a sequencéiole, which hencewiill
notbeacked),or (b) by sendingdatain smallsegmentsthus
consumingalargenumberof sggmenthashesHowever, the
former caseincreaseshe ; of their connectionsandthe
latterreducegheir s;. Either makestheir own connections
proneto eviction or coalescing.

6.2 Connectiontable

The connectiontable caneasilybecomelled with ad-
versarialconnectionshathave not beensuccessfullyestab-
lished, benignconnectionghat stayidle for long periods
of time, or connectionghatfailed to terminatecleanly To
consere spacein the connectiortable,we augmenthe ta-

ble with two Bloom lIters asdescribedelow.

Keepingtrack of connectionestablishment. Initializing
stateonthe rst datapacletandnoton SYN pacletsmakes
RoboNormresilientto SYN oods without requiring ary
additionalmechanisn{per x3.1). But not trackingconnec-
tion establishmenby way of the TCP 3-way handshak
also makes the systemproneto attackswhere an adwer
sary createsstatein the connectiontable by sendingdata
paclets on non-eistent connectionghat go unanswered,
while preventing the recever from sendingRSTsby en-
suringthe pacletsdo not really reachthe recever (e.g.,by
settinga low enoughTTL or sendingpacletsto unreach-
ablehosts). RoboNormovercomeghis problemby keeping
trackof connectiorestablishmenwith verylittle statein the
following manneruponseeingthe SYN ACK sggmentfor
a connectionRoboNormhasheghe connectiontuple and
expectedsequenc&umberof the rst seggmentinto a SYN
ACK BloomFilter (SABF).We thencheckthisBloom lter
for the presencef the connectiortuplewhenthe rst data
pacletarrives,asexplainedbelow.

Compressingstate for connectionswith no outstanding
data. Someconnections(e.g., interactve SSH) tend to
stayidle for long periodsof time without having ary data
in ight. Figure6 shows the CDF of the durationof inac-
tivity (that was eventually followed by someactiity) for
connectionghathadno outstandinglata.We nd from the
gure thata small number(1-2%) of connectiongemain
idle for hundredof secondbeforesendingdataagain.Be-
causeRoboNormdoesnot needto storeary perconnection
statefor suchconnectionotherthanthe factthatthey ex-
ist, we can hashthe correspondingzonnectiontuplesinto
anlnactiveConnectiorBloomFilter (ICBF) duringtheidle
periods.Fromour traceswe nd thatthe peaknumberof
connectionsn the connectiortableis 35-50%lower if we
move connectiongo the ICBF after5 minutesof inactivity.

Connection initialization and termination. Given the
mechanismsabove, we slightly modify the algorithmsin
x3.1to initialize andterminateconnectiorstateasfollows.
Whenadatapacletwith noentryin theconnectiortablear
rives,RoboNorminstallsa correspondingntryin the con-
nectiontableonly if it nds thetuplein eitherthe SABF or
ICBF. RoboNormmustperiodicallytime out entriesin the
Bloom lters to preventthemfrom lling up.We cantime
outconnectionsn thelCBF atacoarsegranularity(e.g.,af-
terafew hours)in orderto cleanup connectionshatdid not
terminateproperly Connectionsn the SABF canbetimed
out morefrequently(e.g.,in 10 seconds)Thereareseveral
waysto ef ciently time outconnectiondy keepingtrackof
whichBloom lter bitswereaccesseth the previoustime-
out period[12].



For a falsepositive rate under0.01%, storing 100,000
connectiontuplesrequiresa Bloom Iter of about400,000
cells.Sincewerequire2 bitspercell of theBloom lter (the
secondracksary accessn thetimeoutperiod),the size of
eachBloom lter isonly 100KB.

Eviction policy. When RoboNormruns out of spacein
the connectiortable, it locatesaninactiveconnectioni.e.,
onefor which it hasnot seenary acknavledgmentsover
thepast secondslf the connectionhasno datapending,
we reclaimthe connections slot and placeit in the ICBF.
If the connectionhasdataoutstandingwe mustterminate
it. From Figure 7, we seethat the fraction of connections
with outstandinglatathatstayidle for morethanafew sec-
ondsis neggligible. Thusa valueof around10 secfor  will
resultin very few connectiondeingterminatedmoreover,
terminatingsuchconnectionss notalargelossbecausé¢he
connectionwashaving greatdif culty makingprogressif
all connectionsare currentlyactive andhave pendingdata,
thenabsentry othermechanismeitherthenew connection
mustbe droppedor anexisting oneresetto make spacefor
thenew connection.

Effect of adversary. RoboNormspolicy of evictinginac-
tive connectionsvhenrunningout of spaceesistsaadversar
ial attemptgo exhaustheconnectiortable.For example,if
the adwersarycreatesonnectionghat do not cleardata,or
sendnodataatall, they will be agged asinactive andeven-
tually evicted. Thus,the adwersarycanexhaustthe connec-
tion table only by openinga large numberof connections
and actively sendingdataon all of them.If the adwersary
accomplisheshe above by controlling mary zombies this
problemis identicalto protectinga web sener from a net-
work of bots seekingto exhaustits resourcesandwe can
employ one of the numerousdefensesisedin suchsitua-
tions (e.g., perlP quotas,white-listing/blacklistinggroups
of IP addressero les over the IP space)However, it is
known thatsuchdefensesustbeappliedwith carein order
notto penalizdegitimateconnections.

6.3. RetransmissionBuffer

We now discusshow to respondto exhaustionof the
memoryallocatedto retransmissiomuffers. Recallthatwe
only employ suchbuffersin the faceof connectionawith
partially overlappingretransmissionswhich, as indicated
in Table2 (row 2), arerare—lesshan0.5%of all connec-
tions at ary time—with the resultthat the adwersarydoes
not have muchleverageto causecollateraldamageo be-
nign connections.

That said, a reasonableapproachto take is that when
theretransmissiotuffer spaces understresswe limit the

amountof memory consumedby a connectionin the re-
transmissiorbuffer. This limit mustbe at leastaslarge as
the maximumTCP sggmentsize andthe maximumsize of
a coalescedegmenthash(andthisimposesa limit on how
much coalescingve canperformon the connections sey-
menthashesseex6.1). If a connectionexceedsthis limit,
we drop the excesspartially overlappingsegmentswithout
buffering them; doing so will only increasethe perceved
loss rate of the connection.Otherwisewe can again use

i=s (asin x6.1)to selectanotherconnections sggmentgo
evict. Notethatevicting the bufferedsegmentsof a connec-
tion doesnot requireterminatingthe connectionunlesswe
have promotedan ACK on its behalf (about5 timesmore
rare,seerow 4 of Table?2); it only slows down the connec-
tion by requiringadditionalretransmissions.

6.4. Hash Function

In orderto beableto coalescdashesndthwartmemory
exhaustionattackson the hashstore(asperthe discussion
in x6.1),the hashfunctionusedto construcsegmenthashes
musthave the propertythatthe hashof theconcatenatioof
two byte stringsis derivablefrom the hashe®f thetwo in-
dividual byte strings.In therestof this section,we provide
anexampleof onehashfunctionwith this property anddis-
cussits securityproperties.

Considerthe following universalhashfunction[13]: the
n-bit hashof abitstring X is computedasH,(X) = (an
X + b)) (mod p,), whereX is thenumericvalueof the
bit-string,pn is ann-bit primenumberhatis keptsecretaind

1g respectiely. Notice thatto obtainthe
hashH, (X:Y) of theconcatenatioof two k-bit stringsX

andY, onesimplycalculategH, (Y) + 2¢ (H,(X) by)]
(mod pn). The RoboNormdesignuses8-bytehashegi.e.,
n = 64); we now defendthis choicein the context of possi-
ble attackson the hashfunction.

An attacler cancompromisethe correctnesguarantees
of RoboNormby producingcollisionsunderRoboNorms
hashfunction,andsubsequentlgeneratingnconsistente-
transmissionsvithout beingdetectedThe attacler cantest
whetherhe hassuccessfullygenerateda collision by gen-
eratinganinconsistentetransmissiomsingtwo bit-strings
thattheattacler believeshashto thesamevalue,andcheck-
ing whetherRoboNormcandetectthe inconsisteny. If the
connectiondoesnot get killed in spite of the inconsistent
retransmissiortheattaclerknowsthathehascreateda col-
lision underRoboNorms hashfunction.

We amue that the attacler cannotbreakthe hashfunc-
tion by guessingpn, an, andb,. Recall that the number
of prime numberslessthan any numberm is O(-2

. . logm /-
Thusthe numberof n-bit prime numbersis approximately

n n 1 n 1
O(%2) O(2—) O(2—). To breakthe hashfunc-

n




tion by guessingp,, a,, andh,, the attacler mustsearch
througheachof the possibleO(%) primes,andfor each
prime the approximately2” possiblevaluesof the random
numbers, andh,. We canseethatguessinghehashfunc-

tion in this manneiis computationallyinfeasiblefor n = 64

bit hasheshatRoboNormuses.

If theattaclerdoesnotknow pn, an, or by, thentheonly
way he can hopeto generatecolliding stringsis by ran-
domly guessingairsof strings.By the propertyof univer-
salhashfunctions,the probability thatthe attacler guesses
aretransmissiothathashego the samevalueasary given
n-bit original segmenthashis zin This probability is van-
ishingly smallfor n = 64 bit hashesgvenif the attacler
splits his searchamongsta large numberof (say a billion)
parallelconnections.

To summarizecopingwith attackson RoboNormboils
down to developing stratgyies to handlememory exhaus-
tion gracefullyandchoosingappropriatesecurehashfunc-
tions. We employ two principal ideashere: rst, a simple
bene t-to-costeviction schemehatwe appliedto boththe
hashstoreandretransmissiobuffer; andsecondadditional
Bloom lters to augmenthe connectiortable.

7. Related Work

Sectionl brie y describedhe historyof evasionattacks
andthe normalizationproblem.Recentwork [6] addresses
onetype of evasionspamelyan attacler attemptingto pre-
venta speci ¢ signhaturematchagainsttext they transmit.
The authorsdevelopeda schemebasedon introducing a
modestchangen end-systenTCP behaior in orderto al-
low a monitor to detectattemptsto ambiguouslytransmit
byte sequencethat matcha given setof signaturesTheir
schemeis appealingin that by exploiting the introduced
end-systenthangethey avoid needingto reassembl@CP
byte streamsHowever, their schemeis also signi cantly
limited in thatit only appliesto evasionsthat correspond
to directly manipulatinga known byte-sequencsignature.
As such theschemaloesnot handlecasesvherethe ambi-
guity doesnot constitutean actualattackin itself, but only
confusesthe monitor's protocol parsingand obscureshe
occurrencef anattacklaterin the stream.

Sugavaraet al. [14] describean FPGA-basedsolution
to ef cient TCPstream-lgel signaturedetectionTheir sys-
tem detectsinconsistentetransmissiondy storinghashes
of transmittedpaclets. To handleretransmissionshat do
not overlapwith original segmentboundariesthe authors
simply proposeholding onto the partial overlapstill other
pacletsthat“ Il the gap” arrive. However, our traceeval-
uationshaws that suchan approachwill resultin a signi -
cantnumberof connectionstallingon pendingconsisteng
checks(seeFigure 4(ii)); RoboNormaddresseshis prob-
lemwith the ACK promotionmechanisn{x3.3).

Normalizationasagenerafeaturehasbeenincorporated
into secureoperatingsystemg[15] and commercialprod-
ucts[16]. Someof theselatter include explicit optionsto
checkfor inconsistentetransmissionfl 7], but do not pro-
vide technicaldetailsasto how suchdetectionvorks.From
informal discussionswith othervendors,it appearghat a
commonapproachs to usepayloadhashesbut withoutad-
dressinghe crucial problemof misalignedretransmissions
for which the hashegannotbe matched.

ShankamndPaxsonexploreda differentapproactio de-
fending againstevasion attackswhich they term “Active
Mapping” [18]. Here,the ideais for the network monitor
to proactvely determinehow speci c endsystemsandnet-
work pathswill resohe potentialambiguitiesWhile thisap-
proachis avalid pointin theoveralldesignspacewe argue
that eliminatingambiguitiesratherthanattemptingto cor-
rectly guesgheir outcome providesa morerobustfounda-
tion for securitymonitoringtechnology

Work by Levchenlo et al. demonstratem formal terms
that mary security detectiontasks (e.g., detectingSYN
ooding, port scans,connectionhijacking and evasionat-
tacks) fundamentallyrequire maintaining perconnection
state[19]. This nding highlightstheimportanceof reduc-
ing theamountof perconnectiorstate.

In work thatis complementaryo ours, Dharmapurikar
etal. explorehow to robustly reassembl@ CP byte streams
when facedwith adwersarieswho attemptto overwhelm
the accompaying statemanagemeni20]. Reassemblyn-
volves maintainingout-of-orderdata only until sequence
“holes” are lled, while normalizationrequiresmaintaining
datauntil it is acknavledgedandhencerequiresa different
solution.

8. Conclusion

Defending networks against today's attaclers is
especially challenging for modern intrusion detec-
tion/preventionsystemsor two reasonsthe sheeramount
of statethey mustmaintain,andthe possibility of resource-
exhaustionattackson the defensesystemitself. Our work
shavs how to copewith thesechallenges$n thecontext of a
TCP streamnormalizercalled RoboNorm,whosejob is to
detectall instance®f inconsistenT CPretransmissions.

The two currently usedmethodsto detectinconsistent
retransmissions—maintainingpmpletecontentsof unac-
knowledgeddata, or maintainingonly the corresponding
hashes—stiér from asetof awseach.Systemghatmain-
tain complete contentsconsumean amount of memory
problematicfor high-speedperation.Systemsthat main-
tain hashescannotverify the consisteng of the 20-30%
of retransmissionghat fail to presere original segment
boundariesasaresultattaclerscaneasilyencodeheireva-
sionsin thesaunveri ed sggmentsRoboNornstoreshashes



of outstandingdataand, with a careful designand occa-
sionalalterationof end-to-endsemanticsyeri es the con-
sisteny of all retransmissionslheresultingdesignis nec-
essarilysomeavhat comple, but still hasa compactstate
machineandis implementablet high speeds.

In consideringresourceexhaustionattacks,the obser
vation that provisioning for a worst-casetraf c patternis
simply impracticalled us to develop a simple bene t-to-
cost framework to evict connectionswhen spaceis at a
premium.Anotherchallengeis decidingwhento initialize
statefor new connectionandwhento reclaimstatefor ac-
tive connectionswith no outstandingdata(of which there
aremary); for both problemswe outline how we canuse
Bloom lters effectively.

EvaluatingRoboNormon a setof tracescollectedfrom
different networks shows that it consumesl—2 ordersof
magnitudeless memory than the approachof storing all
outstandingoytes,while guaranteeinghat all inconsistent
retransmissionsvill be detected.Thus, our most impor-
tant conclusionis that high-speedTCP stream normal-
ization doesnot have to choosebetweencorrectnessand
implementability—itcan achiese both goals,while resist-
ing arangeof resourceexhaustionattacks.
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| # | Trace Characteristics || Univ; | Univ, | Lab; | Lab, | Super ]
1 | Daterecorded 31Aug04 | 07Apr05| 20Sep05| 16Jan04| 26Aug04
2 | Traceduration(sec) 300 7,221 6,167 4,345 3,606
3 | Contents All hdrs| All pkts| All TCP All hdrs | TCPhdrs
4 | Reportectapturdosses|| 3:3 10 ® 0[30 10°[48 10° 1.56%

Table 5. Summary of the collection method for the traces used in the paper.

A Trace Collection

Table5 summarizeshe collection methodologyfor the
tracesusedin thepaper Thevolumeof traf c atmostof the
sitesis sufciently highthatit is dif cult to capturepaclet
traceswithoutloss.Theexceptionto thisis the Univ;, trace,
whichwasrecordedusingspecializechardwarethatis able
to keepup with the high volume.For the othersites,while
weincurrednon-zerccapturdossesthereportedateswvere
low, asshavn in row 4 of the table, otherthanfor Super
which incurred 1.56% reportedlosses.For the most part,
lossesintroduceimprecisionin our quanti cation of fre-
guencie®f variouspaclettransmissiomatternshut should
not causesigni cant bias,sinceit is reasonableéo assume
thatpaclet capturdossdoesnot particularlycorrelatewith
paclettransmissiorpatterns.

We also note that Univ; is unusualcomparedto the
othertracesin thatit represents compositemadeout of
19 independentlycapturedtraces,eachof which utilized
perconnectiorsamplingto recordapproximatelyl/19thof
thetotal TCP (andUDP) traf ¢ (the only availableway to
capturetraf ¢ in thatenvironmentwithout massve losses).
Each of thesesub-tracespanned300 secondsand were
recordecbneafteranotherTo derive resultsfrom the com-
positetrace,we either add up persubtrace gures (when
computingaggrejates)or take maximaacrosghem(when
assessingerconnectionworst-casédehaior).

B Sizinga SegmentHash

First, a sgmenthashmust containa 8-byte collision-
resistanhashof thecontentof thecorresponding CPseg-
ment.Next, we needto associata rangeof sequenc&um-
berswith eachhash.We cando soby explicitly storingthe
endingsequenceumberasa 2-byte offset from the start-
ing sequenceumber andimplicitly determiningthe start-
ing sequencenumberby assumingit comes1 octet after
the endingsequence&umberof the previous segmenthash
(or from the cumulative acknavledgmensequenc@&umber
in the connectiorrecord,for the rst seggmenthash).With
sucha schemewe alsoneedto introducedummysegment
hashedor ary “holes” in the sequencapaceor which we
have not receved ary data.The overheadof suchdummy

segmenthashess expectedto be low becauseonnections
rarely have morethanonesuchhole at a time [20]. Third,
we cantrackthe ageof a sggment(requiredby the eviction
policies,seex6) with millisecondprecisionusingatwo-byte
timestamp Finally, we needa pointerto the next segment
hash.We assumesuchpointersrequire3 bytes,asour data
structurest comfortablyin the 16 MB rangethatwe can
addressising24-bitpointers Addingthesenumbersup, we
nd thateachsegmenthashconsumed5 bytes.

C Sizingthe ConnectionTable

For eachdirection of a connectionwe needto storea
3-byte pointerto the start of the sggmenthashlist of the
connectionanda 3-bytepointerto theretransmissiobuffer
spacedor theconnectior(nil if theconnectiordoesnotneed
one).We alsoneed4 bytesto storethe cumulatve acknawl-
edgmentsequencenumberfor that direction, as this pro-
videsthebasisfor therelative sequencaumberusedin the
rst hashof the sgmenthashlist. To appendnen hashes
to the hashlist quickly without traversingthe entirelist, we
alsomaintaina 3-bytepointerto the endof the hashlist and
a4 bytesequenceumberof thelastbyte seensofar. Thus,
eachdirectionconsumed7 bytes.

If the normalizeris working on both directionsof data,
we need34 bytesasdescribedibove, plusthe 12-bytecon-
nectiontuple (sourceanddestinationP addresseandport
numbers 4+4+2+2bytes),plus somespaceto hold book-
keepinginformation (averageclearingtime of hashesand
averagesegmentsizeperconnectionseex6), whichwe as-
sumethatwith carefulchoiceof unitsandencodingequires
2 more bytes,a total of 48 bytes.Note that we storestate
for both directionsof the connectionin the sameconnec-
tion record,eventhoughour algorithmstreateachdirection
separately



