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Abstract

Networkintrusiondetectionandpreventionsystemsare
vulnerable to evasion by attackers who craft ambiguous
traf�c to breach thedefenseof such systems.A normalizer
is an inline networkelementthat thwartsevasionattempts
by removing ambiguitiesin networktraf�c. A particularly
challenging step in normalizationis the sounddetection
of inconsistentTCP retransmissions, wherein an attacker
sendsTCP segmentswith different payloadsfor the same
sequencenumberspaceto presenta networkmonitorwith
ambiguousanalysis.Normalizersthatbuffer all unacknowl-
edgeddatato verify theconsistencyof subsequentretrans-
missionsconsumeinordinateamountsof memoryon high-
speedlinks.Ontheotherhand,normalizers thatbuffer only
the hashesof unacknowledged segmentscannotverify the
consistencyof 20–30%of retransmissionsthat, according
to our traces,do not align with theoriginal transmissions.
Thispaperpresentsthedesignof RoboNorm,a normalizer
that buffers only the hashesof unacknowledged segments,
and yet can detectall inconsistentretransmissionsin any
TCPbytestream.RoboNormconsumes1–2orders of mag-
nitudelessmemorythannormalizers that buffers all unac-
knowledged data,and is amenableto a high-speedimple-
mentation.RoboNormis alsorobustto attacksthat attempt
to compromiseits operationor exhaustits resources.

1. Intr oduction

Network intrusion detection and prevention systems
(IDS/IPS) are now widely used to improve the security
of networks run by providers,enterprises,andeven home
users.Suchmonitorsusuallyoperateon the pathbetween
the protectednetwork andthe restof the Internet,observ-
ing all traf�c coming in andout of the network and �ag-
ging (IDS) or blocking (IPS) activity deemedlikely mali-
cious. While historically someof thesesystemsoperated
in a stateless,per-packet fashion[1], modernsystemsem-
ploy detailedprotocolparsingin orderto analyzethe traf-
�c at higher semanticlevels [2] and require in-order re-
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Figure 1. Evading a netw ork monitor using in-
consistent TCP retransmissions.

constructionof TCP byte streamsas the receivers would
seethem.However, thesereconstructedbyte streamshave
inherentambiguitieslargely becausethe monitor doesnot
know whattraf�c thereceiveractuallyreceivesandaccepts.
Startingwith thework of PtacekandNewsham[3], thepos-
sibility of a wily adversaryexploiting theseambiguitiesto
mountanevasionattack andconfounda monitorhasbeen
recognizedin theresearchliterature[2–6]. Moreover, tools
thatfacilitatetheautomaticgenerationof evasive traf�c are
readily availablefor useby attackers today[7–9], making
evasionattacksa realthreatto intrusiondetectionsystems.

Oneimportantclassof evasionattacksis attacksthatem-
ploy inconsistentTCPretransmissions(i.e.,TCPsegments
that containdifferentdatafor the samesequencenumber
space)to confusea network monitor's parsing.In suchat-
tacks, attackers send inconsistentTCP segmentsthat all
make it pastthe monitor, but which don't all reachthe re-
ceiver, say, by having insuf�cient TTL hop-countsin their
IP headers.Absentinformationaboutwhich segmentsthe
receiverwill eventuallyreceiveandaccept,themonitorcan-
not accuratelyinfer if an attack is in progress.Figure 1
shows an examplewherethe attacker sendstwo different
TCPsegmentsstartingat sequencenumber4, oneof which
completesa maliciousstring “exploit ” at the receiver.
The monitor, however, cannotunambiguouslyreconstruct
the string that the receiver sees.The monitor cannotsim-
ply analyzeall possibleinterpretationsof suchambiguous
traf�c, sincethecombinationsgrow exponentiallylarge[5].
Note that in this example,the receiver never seesthe seg-



mentcarrying“ junk ” becauseit lackssuf�cient hop-count
(TTL) to make it all theway to its purportedaddress.Alter-
natively, theattackercanalsorely onknowledgeof whether
the receiver's particularoperatingsystemacceptsonly the
�rst instanceof asegment,or overwritesthecontentsof the
segmentwith any later transmission;network stacksdiffer
in their treatmentof this cornercase[3].

Previouswork by Malanet al. [4] andHandley et al. [5]
developedthenotionof traf�c normalization, by which an
in-line network elementremovessuchambiguitiesfrom a
traf�c streamprior to presentingit to a monitorfor security
analysis,thusthwartingevasionattacks.Detectinginconsis-
tent retransmissionsis oneof the hardeststepsin normal-
ization becauseit cannotbe performedin a simple state-
lessfashion,unlike most other steps[5]. In recentwork,
Vargheseandcolleaguespursuedamorerestrictedproblem
of detectinginconsistentretransmissionsin the context of
byte-level signaturedetectionalone [6]. Our goal in this
work is to designan in-line network elementthat detects
and blocks inconsistentretransmissionsin any TCP byte
stream,in a mannerthat is both memory-ef�cient andre-
sistantto attacker-inducedstress.

The brute-forceapproachto detectinginconsistentre-
transmissions,usedby someexisting intrusion detection
systems(e.g.,Bro [2]) andnormalizers[4,5], is to buffer all
the unacknowledgedbytesfor eachactive connectionand
to compareany retransmissionagainstthestoredbytesfor
consistency. However, thebrute-force(“full-content”) nor-
malizerneedsto be provisionedwith a signi�cant amount
of memory—almosta bandwidth-delayproduct's worth—
renderingsuchnormalizersimpracticaland expensive on
high-speedlinks.

An alternative approach,potentially requiring signi�-
cantlylessmemory, is to insteadstorehashesover thecon-
tent of unacknowledgedsegmentsrather than a full copy
of thecontents,andcomparethehashesof retransmissions
to storedhashes.Suchan approachcannotverify the con-
sistency of retransmissionsthat are packetizeddifferently
from the original segments.In practice,however, retrans-
missionsnot infrequentlyoccurmisalignedwith the origi-
nalsegmentboundaries,overlappingin unexpectedways—
from our analysisof � ve real-world TCPpacket traces,we
�nd that 20–30%of all retransmissionswere not aligned
along original segment boundaries(x2). While we know
from discussionswith implementorsthatsomecommercial
systemsalsousethe approachof storinghashes,the liter-
aturedoesnot provide any analysisof how well suchan
approachactuallyworksin practice.

Thus,existingnormalizerdesignsfail to meetthefull set
of goalsimportantfor apracticalnormalizer:

1. Memory-ef�ciency. Thenormalizermustusememory
frugally to storemostof thedataonfast(butscarceand
expensive) on-chipmemoryin orderto processpack-

etsat line speed.Memoryef�ciency becomesincreas-
ingly signi�cant as link speedsimprove andconnec-
tions have greateramountsof datain-�ight, and has
majorimplicationsfor costandpowerconsumption.

2. Corr ectness.Thenormalizermustalwaysidentify and
block inconsistentTCP byte streams,irrespective of
how the bytes are packetized into segmentsby the
senders.Existing hash-basedapproachesdo not pro-
vide actualprotectionfrom adversaries,sincein prac-
tice suchnormalizerswill fairly frequentlyencounter
retransmissionsfor which they cannotverify payload
consistency.

3. Adversarial-resistance.The normalizermust be ro-
bust to an adversarymountingattacksto degradethe
normalizer'soperation.Suchattacksmight seekto ex-
haustthememoryor processingresourcesof thenor-
malizer, preventingit eitherfrom functioningcorrectly
or causingit to deny serviceto other, benignTCPcon-
nections.For example,anadversarycaneasilyexhaust
the memoryof the full-contentnormalizerby having
largewindows of unacknowledgeddataover multiple
connections.

In this paperwe describeRoboNorm,a robust normal-
izer design that aims to meet all of thesedesigngoals.
RoboNormmaintainsa contenthashfor every unacknowl-
edgedsegmentof every connection,and(with carefulde-
sign,perx3) veri�es theconsistency of all retransmissions
including thosethat aremisalignedwith original segment
boundaries.RoboNormrequiresaround2.5MB of memory
ona typicalGbpsaccesslink, 1–2ordersof magnitudeless
thanthatrequiredby thefull-contentapproach(x4),making
it amenableto an inexpensive yet high-speedimplementa-
tion (x5). In addition,RoboNormthwartsa varietyof state-
exhaustionattacksby usingrobustpoliciesto evict connec-
tions whenunderstress;the policiesrequirethe adversary
to summonmajor resourcesto impair the system's opera-
tion, andrarelyin�ict collateraldamageonbenignconnec-
tions(x6). While soundandrobustoperationof RoboNorm
necessitatesoccasionalalterationof traf�c andend-to-end
semantics(e.g.,ACK rewriting), we demonstratethatsuch
alterationoccursexceedinglyrarelyin practice.

2. Assumptionsand Challenges

This sectioninvestigatesthe challengesto designingan
ef�cient androbustnormalizerusinganumberof real-world
packet traces.Webegin with theassumptionsandterminol-
ogyusedin this paper.

Assumptions. The normalizeris an in-line network ele-
mentdeployedat theaccesslink of anetwork onewishesto
protect,mostlikely in conjunctionwith anIDS/IPS.We as-
sumethatthenormalizeralwaysseespacketsin bothdirec-



# TraceCharacteristics Univ1 Univ2 Lab1 Lab2 Super

1 Total # half-connectionswith data 648K 15.3M 1.21M 601K 32.5K
2 % of abovewith retransmits 5.6 5.16 4.07 4.83 2.39
3 Total # TCPpackets 31M 435M 127M 40.5M 30.3M
4 % of abovethatareretransmits 0.58 0.32 0.06 0.19 0.04
5 % retransmitsnotalignedwith originals 29.0 25.2 31.5 20.6 18.1

Table 1. Basic statistics of the traces used in the paper.

tions(i.e.,dataandacknowledgments)of any TCPconnec-
tion it processes.1 We alsoassumethat the normalizercan
actively alter the traf�c passingthroughit, sayby holding
onto somepackets without forwarding or rewriting some
�elds of the packet headers.It can terminateconnections
that it suspectsof conductingmaliciousactivity. Whenun-
derstress,thenormalizerfails on thesafesideby terminat-
ingsuspiciousconnectionsto relievestressinsteadof letting
traf�c throughwithout inspection.

Terminology. TCP is a bytestreamprotocolfor which a
TCPsegmentis theunit of transmission.In ourdiscussions,
we representsegmentsby the sequencenumberrangesof
thebytesthey contain.2 We terma TCPsegmentasnew if
noneof its sequencenumbershave previously appearedat
thenormalizer. Otherwise,wetermthesegmentretransmit-
ted. New segmentsthat we later compareretransmissions
againstareat thatpoint termedoriginal segments.Notethat
aretransmittedsegmentcancontainbothsequencenumbers
previouslyseenandnew sequencenumbers.We alsode�ne
a hole asa rangeof sequencenumbersfor which the nor-
malizerhasnot seenthecorrespondingbytes.

Traces. We use� ve packet tracesto understandthechal-
lengesin designinga normalizer, and to validateour de-
sign in the rest of the paper. Thesetraces,referredto as
Univ1, Univ2, Lab1, Lab2, andSuper, werecollectedat the
Gbpsaccesslinks of four large sites:two large university
environments,with about45,000hosts(Univ1) and30,000
hosts(Univ2), respectively;aresearchlaboratorywith about
6,000hosts(Lab1 andLab2); anda supercomputercenter
with 3,000hosts(Super).All traceswerecapturedduring
afternoonworking hours.Although we cannotclaim that
thesetracesarebroadlyrepresentative,they dospanaspec-
trum from many hostsmakingsmall connections(the pri-
mary �a vor of university sites,Univ1 andUniv2) to a few

1If thenormalizercanonly seeonesideof aconnection,thenit cannot
safelyreclaimstateassociatedwith acknowledgeddata,norcanit correctly
executethemechanismswedevelopto handleretransmissionsthatarenot
alignedwith original segmentboundaries(x3).

2Whennot ambiguous,wewill sometimesreferto ªbytesºasa shorter
termfor ªsequencenumbers.º

hostsmaking large, fast connections(the supercomputing
site,Super).AppendixA detailsthetracecollectionmethod.

Table1 presentssomeaggregatestatisticsof the traces.
Row 1 givesthenumberof TCPdata-transferpaths(“half-
connections”)we analyzed.EachTCP connectionpoten-
tially givesrise to two of these,onein eachdirectionthat
actuallytransfersdata;we analyzeeachdirectionindepen-
dently. We seein row 2 that a signi�cant fraction (2.4–
5.6%)of half-connectionsundergo retransmissionat some
point,eventhoughthenext two rows show thata far lower
fraction(0.5%)of thetotal packetsarethemselvesretrans-
mitted.The last row of the tableshows that20–30%of re-
transmittedsegmentsare not alignedwith thecorrespond-
ing original segments.

Challenges. The designof a TCP normalizermustover-
come three challenges,as mentioned in x1: memory-
ef�ciency, correctnessin the face of complex TCP re-
transmissionbehavior, and attack-resilience.The normal-
izer must use memory sparingly: storing all unacknowl-
edgedbytes consumesan excessive amountof memory,
especiallyon high link speeds.To reducememory con-
sumption,somesystemsstorecontent-hashesof TCP seg-
ments,simplycomparingretransmissionsagainstthestored
hashes.Unfortunately, aswenotedabove,asigni�cant frac-
tion of normal TCP connectionstoday do not retransmit
alongthesamesegmentboundariesastheoriginal transmis-
sions.In response,suchdesignsmusteither terminatethe
connection,with signi�cant collateraldamage,or let mis-
aligneddatathrough,which allows an attacker who crafts
suchtraf�c to evadedetection.

Thus, the secondchallengeis to guaranteecorrectness
in thefaceof TCPretransmissionvagaries.TCP's complex
retransmissionbehavior arisesbecausethe TCP speci�ca-
tion allows latitudein termsof how retransmittedsegments
correspondto original segments—asendercanrepacketize
the dataduring retransmission,with the result that the re-
transmittedsegmentsmaynot matchtheoriginal segments
in sizeor sequencerange.Moreover, while thespeci�cation
statesthat a newly receivedsegmentthat overlapswith an
existing segmentshouldbe trimmed to only the new data
(p.53of [10]), in realitydifferentTCPimplementationsbe-
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Figure 2. Architecture of RoboNorm.

have differently in this regard [3]. As a result,a network
monitormight not be ableto tell whethera givensegment
ultimatelymakesit all thewayto thereceiver—or, if it does,
whetherthereceiverwill useits contents—andthuswhether
thereceiverwill treatasubsequentretransmissionas“new”
or “overlapping.”

Thethird challengefor anormalizeris to resistmalicious
adversaries.In general,maliciousnodescansendarbitrary
streamsof packetsto attemptto exhaustthecomputational
capacityandmemoryof thenormalizer, or to undermineits
correctoperation.Hosts inside the protectednetwork can
colludewith adversariesoutsidethenetwork. Attackersnot
on the pathbetweencommunicatingTCP hostscanspoof
sourceIP addressesto disruptTCP connections.Irrespec-
tiveof theattacker'sstrategy, wemustensurethatall incon-
sistentretransmissionsaredetected,andthatno additional
vulnerabilitiesareintroducedwith respectto otherattacks.

3. Designof RoboNorm

This sectiondescribesthedesignandpacket processing
algorithmsof RoboNorm.For easeof exposition, we as-
sumethat only dataenteringa protectednetwork is being
normalized;it is straight-forward to extendthe schemeto
normalizedatain bothdirections.

3.1. SystemOverview

Figure2 shows the variouscomponentsof RoboNorm.
For everyTCPconnection,RoboNormmaintainsasegment
hashfor eachunacknowledgedsegment,computedby hash-
ing the segment's contents.3 The segmenthashesof each
connectionare storedas a linked list, called the segment
hash list, that is sortedby the startingsequencenumber
of the correspondingsegments.Segmenthashesin the list
cover non-overlappingsequencenumberranges.The col-
lectionof all segmenthashlists in RoboNormis referredto
asits hashstore.

3Seex6.4for adiscussionon thechoiceof hashfunctions.

WhenaTCPsegment(dataor ACK) arrives,RoboNorm
locatesthe connection's segmenthashlist by looking up
the connectiontuple in a hash table called the connec-
tion table. Theconnectiontablemapsconnectiontuplesto
per-connectionstatethat includesa pointerto the connec-
tion's segmenthashlist. If the arriving segmentis a new
datasegment,RoboNormcreatesa correspondingnew seg-
ment hashand forwardsthe segment.If the segmentis a
retransmission,RoboNormtries to verify the consistency
of the segmentby comparingits hashto existing segment
hashesover the segment's sequencenumberrange.Seg-
mentswhoseconsistency cannotimmediatelybe checked
(e.g.,segmentswhich do not exactly overlapwith existing
segmenthashes)arebufferedwithout forwardingin there-
transmissionbuffer of RoboNorm;handlingthemrequires
additionalmechanismasdescribedin x3.2.HandlingACKs
involvesclearingsegmenthashesover acknowledgeddata,
andsomesubtletiesto handlespecialcases(x3.3).

RoboNorminitializes statein the connectiontable on
seeingthe �rst data segment of the connection,not the
�rst SYN segment,to preventan easystateexhaustionat-
tack causedby SYN �ooding. Upon seeinga FIN or RST
segment,RoboNormmarksthe correspondingentry in the
connectiontablefor clearing,andcompletelyclearstheen-
try whenall of theconnection's pendingdatahasbeenac-
knowledged.Thesesimplestateinitialization andtermina-
tion policiesmakeRoboNormvulnerableto a varietyof at-
tacksthat aim to exhaustspacein its connectiontable;we
laterdescribetheattacksandsuitablyaugmentRoboNorm's
designto defendagainstthem(x6.2).

3.2. TCP Data SegmentProcessing

Whena TCPdatasegmentarrives,RoboNormretrieves
the connection's segment hash list and checksif its se-
quencerangehasbeenseenbefore.If not, RoboNormcre-
atesanew segmenthash,insertsit into thesegmenthashlist
at thesortedposition,andforwardsthesegment.Otherwise,
it breaksupthesegment'ssequencerangeinto portionsthat
overlapexactly or partially with thosealreadyin the hash
list, and into maximal new ranges(�lling in oneor more
holes),with theselattertreatedasif they werenew segments
by creatingnew segmenthashesfor them.Notethatwe do
not storesegmenthashesfor sequencenumberrangesthat
have alreadybeenacknowledged.Figure3(i) illustratesthe
processof splitting a retransmittedsegmentinto new, ex-
actly overlappingandpartially overlappingranges,shown
assegmentsB, A, andC in the�gure respectively.

For eachrangethat exactly overlapswith a storedseg-
menthash,RoboNormcomputesthe hashover the corre-
spondingcontentsandcomparesit with thestoredsegment
hash.If the hashesmatch,it forwardsthe segment.If the
hashesdo not match,it hasfound an inconsistentretrans-
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Figure 3. Retransmission terminology .

mission.A naturalactionfor it to take at this point is to re-
settheconnection,sinceevenif theinconsistency is dueto
benigncauses,theconnectionis in serioustroublein terms
of its propersemantics.Theactualactiontaken,however, is
left to thepolicy of thenetwork administrator.

Handlingsequencenumberrangesthatpartially overlap
with storedsegmenthashesis the only tricky case.Since
partial overlapscanonly occurat the beginning or endof
an arriving segment,therecanbe at mosttwo suchranges
per retransmittedsegment.For example,the retransmitted
segmentin Figure3(i) containsonepartialoverlap(segment
C) at its end.Table2 shows that 12–20%of retransmitted
segments(row 1) and0.1–0.5%of half-connections(row 2)
havepartially overlappingrangesin our traces.

RoboNorm cannot verify the consistency of partially
overlapping rangesbecausethe original content-hashes
werecreatedoverlargerranges.As aresult,thesystemmust
holdonto thepartiallyoverlappingportionsin RoboNorm's
retransmissionbuffer—withoutforwardingthem—untilone
or more partially overlappingsegmentsthat “�t together”
to spanan entiresegmenthasharrive. We usethe term �t-
ting segmentsto referto partiallyoverlappingsegmentsthat
form an exactly overlappingsegment when concatenated
together. For example,segmentsC and D in Figure 3(ii)
are �tting segments.Onceall the �tting segmentsarrive,
RoboNormcanthencomputeahashovertheconcatenation
of thosesegmentsandcompareit with the corresponding
segmenthashvaluein thehashlist for consistency, forward-
ing thesegmentsupona veri�ed match.

Onemay wonderif holding on to each�tting segment
without forwardingit will guaranteeforwardprogress,i.e.,
will this approachalwaysensurethat the remaining�tting
segmentseventuallyarrive, allowing the normalizerto de-
terminewhetherthe retransmissionis consistentor not?If
thepartialoverlapdoesnot includetheleft edgeof astored
segmenthash(seeFigure4(i)) theneventually the earlier
portion will have to arrive, perhapsafter a TCP timeout
at thesender, sincethereceiver will not otherwisesendan
ACK for it. On theotherhand,if the �tting segmentover-
lapswith the left edgeof a storedsegmenthash,but does
not extend all the way to the end of the storedsegment,

thenour holdingbackthepartialoverlapwithout forward-
ing maycausetheschemeto stall,asshown in Figure4(ii).
This is becausethe sendermight continueretransmitting
thepartially overlappingsegmentandnever decideto send
any subsequent�tting segments.Copingwith this possibil-
ity (which our tracesindicatecanindeedoccurin practice)
requiresanadditionalmechanismto manipulateTCPACKs
in theoppositedirectionin orderto elicit �tting segments.
We describethis techniquein x3.3,wherewe alsoanalyze
our tracesto estimatehow frequentlythis situationarises.

3.3. TCP ACK Processing

Whena TCP ACK arrives,RoboNormdeletessegment
hashesacknowledgedby theACK. Therearetwo kindsof
ACKs to consider:thosethat arealignedwith an existing
segmenthashboundary(i.e.,thestartor endsequencenum-
berof a segmenthash),andthosethatacknowledgedatain
the middle of an existing segmenthash.4 RoboNormfor-
wardseveryACK it inspects,but,asdiscussedbelow, some-
timesit must�rst modify theinformationin theACK.

ACK on existing segmenthash boundary. Upon see-
ing analignedACK, RoboNormdeletesall segmenthashes
in the connection's hashlist that lie at or below the ACK.
In addition,it alsodiscardsfrom the retransmissionbuffer
any bufferedsegmentsthat the ACK covers.Row 3 of Ta-
ble 2 shows that 50–70%of all partially overlappingseg-
mentsare acknowledgedbefore the corresponding�tting
segmentsappearin ourtraces.Thissituationoccursbecause
the bytescorrespondingto the remaining�tting segments
wereactually alreadyat the receiver, and the retransmis-
sionof adifferentsegmentenabledthereceiverto acknowl-
edgethewholeset.Thus,in thiscaseit wasunnecessaryfor
RoboNormto buffer themisaligneddata,but it alsodid no
harm.

4A third type,which acknowledgesunsentdataor a sequencenumber
insidea hole,clearly representssomesort of signi®cantfailure,either in
the endsystemor in the normalizeritself. The responsein this caseis a
policy decision.
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Figure 4. An illustration of (i) handling par tial overlaps that are not aligned with the left edge of the
segment hash, (ii) stalling of connections with par tial overlaps that align with the left edge in the
absence of additional mechanism, and (iii) the ACK promotion mechanism to elicit �tting segments
and avoid stalling.

# Prevalenceof partially overlapping segments Univ1 Univ2 Lab1 Lab2 Super
1 % of all retransmittedsegments 17.8 18.3 21.0 12.3 12.4
2 % of all half-connections 0.4798 0.0954 0.1318 0.0891 0.0706

Partially overlapping segmentsclearedby ACKs

3 % ACKedbefore�tting segmentsarrive 51.19 54.2 67.7 74.9 55.6
Frequencyof ACK promotion

4 % �tting segmentpairswith ACK in between 22.1 20.1 45.7 14.2 9.6
5 % all half-connswith ACK between�tting segments 0.0976 0.0221 0.0181 0.0176 0.0092
Frequencyof ACK demotion

6 Numberof ACKsnotonsegmenthashboundaries 278 2169 1020 18 13
7 % of all half-connswith suchACKs 0.024 0.0072 0.0134 0.0019 0.003

Table 2. Trace characteristics per taining to par tiall y overlapping segments.

WhenreceivinganalignedACK, RoboNormalsochecks
to seeif the connectionhasany partially overlappingseg-
mentsin its retransmissionbuffer thatstart at thesequence
numberof the ACK. If sucha segmentexists, RoboNorm
rewritesthesequencenumberof theACK andshifts it up-
wardsto the startingsequencenumberof theexpected�t-
ting segment(i.e., theendof thepartially overlappingseg-
ment),asshown in Figure4(iii). Wereferto thismechanism
asACKpromotion. Aswecanseefrom the�gure, ACK pro-
motionenablesRoboNormto checktheconsistency of the
partiallyoverlappingsegmentwithout stallingconnections.

This situationmight seema bit precarious,asit requires
RoboNormto generateanACK for datathathasnot in fact
reachedthereceiveryet,playingfast-and-loosewith TCP's
end-to-endandfate-sharingsemantics.However, giventhat
the connectionmay simply stall and keep retransmitting
thesamesegment(which will not beforwardedsinceeach
time therestill isn't enoughinformationto checkfor con-

sistency), this stepis required.Although RoboNormmust
now “take responsibility” for the delivery of this segment
to the receiver, doing so doesnot require RoboNormto
implementany portion of the TCP statemachineor any
additionaltimers.As long asACKs comein from the re-
ceiver, RoboNormcanpromotethem,andaslongasACKs
reachthe TCP sender, the senderwill transmitadditional
segments(e.g.,a segmentstartingat the �rst unacknowl-
edgedbyte) to make a set of �tting segments.Once the
�tting segmentshave all arrived,RoboNormwill forward
all of the held data,since it can now verify consistency
with thecorrespondingoriginal segment.This approachal-
ways guaranteesforward progress,and requiresno addi-
tional mechanismsin RoboNormother than the ability to
rewrite ACKs to promotethem.Undertheassumptionthat
RoboNormseesall packetsof bothdirectionsof a connec-
tion, thepacketprocessingalgorithmsensurethata connec-
tion never stalls inde�nitely due to a pendingconsistency



procedure HANDLEDATA(dataSgmt)
tuple GETCONNECTIONTUPLE(dataSgmt)
hashList FETCHHASHL IST(tuple)
if (hashList= NULL)

hashList INITHASHL IST(tuple)
SegList  SPLIT(dataSgmt)

// Split at boundariesof previoussegments
for eachsgmt2 SegList do
if (sgmtis new segment)
HANDLENEWSEGMENT(sgmt)

elseif (sgmtcompletelyoverlapssomesegHash)
HANDLEEXACTOVERLAP(sgmt; segHash)

else // sgmtpartially overlapssomesegHash
HANDLEPARTIALOVERLAP(sgmt; segHash)

procedure HANDLENEWSEGMENT(sgmt)
hashList hashList[ SEGMENTHASH(sgmt)
FORWARD(sgmt)

procedure HANDLEEXACTOVERLAP(sgmt; segHash)
if (SEGMENTHASH(sgmt) = segHash)
FORWARD(sgmt)

elseFlaginconsistentretransmission

procedure HANDLEPARTIALOVERLAP(sgmt; segHash)
BufSegs f sgmtg [ BUFFEREDSEGMENTS(segHash)
if (FITTINGSEGMENTS(BufSegs) = True)
concat CONCATENATE(BufSegs)
HANDLEEXACTOVERLAP(concat; segHash)
Keepsegmentsfor whichACK promoted
Clearrestof the�tting segmentsfrom buffer

procedure HANDLEACK(Ack)
if (Ack notasegmenthashboundary)
DEMOTEACK()

TRIMHASHL IST(Ack)
if (Bufferedsegmentsstartingat Ack)

Ack  Startof next �tting segment // Promote
Mark bufferedsegmentsasACK promoted

FORWARD(Ack)

Figure 5. RoboNorm' s algorithms.

check of retransmittedsegments.
From our traceswe canestimatehow often suchACK

promotionis requiredin practice.Becausethe traceswere
collectedwithout a normalizerin the forwardingpath,it is
impossibleto tell for surewhat would have happenedhad
therebeena normalizerthat did not forward partial over-
laps.Instead,weuseaheuristic:wecomputethenumberof

timeswe observe the following sequence:an original seg-
ment S = [s;e); a partial overlap [s;e0), wheree0 < e;
an ACK for e0; followed at somelater point in time by a
segmentstartingwith e0. Thatis, theretransmittedsegment
[s; e0) andits successorthatstartedat e0 were“split” in the
traceby an ACK e0. The intuition hereis that the ACK e0

wasin factnecessaryto elicit thesegmentstartingat e0. In
sucha case,holdingthesegment[s; e0) in a buffer without
forwardingit couldhave preventedtheACK e0 from arriv-
ing at all; ergo, if we don't promoteACKs, in this casethe
connectioncouldstall.

Table2 showsthatabout20–50%of �tting segmentpairs
aresplit by an ACK betweenthem(row 4), andthatabout
0.01%of all connectionshave such�tting segments(row
5), acrossall traces.These�gures arelow, but certainlynot
negligible: for sitesthatseemillions of connectionsperday
(asdo all of thesitesin our study),sucha ratewould result
in 100sto 1000sof broken connectionseachday without
theACK promotionmechanism.

ACK not on segmenthashboundary. While ACKs not
on an existing segmenthashboundarymight strike us as
highly peculiar(just what drove the receiver to selectthe
particularsequencenumberto acknowledge?),our traces
show that thesedo occuroccasionallyin real traf�c (rows
6 and7 of Table2). In this case,RoboNorm�rst demotes
the ACK to the segmenthashboundaryclosestto andbe-
low its sequencenumber, after which it handlesit like a
normal ACK on a segment hash boundary. To seewhy
we mustdemotesuchACKs, observe that if we forwarded
suchan ACK to the TCP senderwithout demotion,its ar-
rival may trigger a partially overlappingsegmentstarting
at the sequencenumberof the ACK. Moreover, the �tting
segmentsof this triggered,partially overlappingsegment
would belongto the sequencespacethat hasalreadybeen
acknowledgedby theforwardedACK andhencewill never
beretransmitted.Thus,demotingACKs avoidsaccumulat-
ing partially overlappingsegmentswhoseconsistency can
neverbeveri�ed by RoboNorm.

Thecompletepseudocodeof RoboNorm's operationsis
givenin Figure5.

4. Memory SavingsWith RoboNorm

In this section,we computethe amountof memorya
typical RoboNormdeploymentwould consume.Underthe
assumptionthat RoboNormstoresan 8-bytehashof con-
tentsfor eachunacknowledgedTCP segment,5 eachentry
of thesegmenthashlist—composedof thehashitself, a se-
quencenumberrange,anda 3-bytepointerto thenext seg-

5Wearguein x6.4thatan8-bytehashprovidesacceptablesecurityguar-
antees.



# Provisioning the connectiontable Univ1 Univ2 Lab1 Lab2 Super

1 Peakconcurrentconnections 10,647 33,932 4,010 1,927 295
2 Avg. concurrentconnections 7,616 23,686 3,098 1,556 203
Provisioning the retransmissionbuffer

3 Avg. concurrentbytesperconnection 639 579 665 594 566
4 Peaktotal concurrentbytes 13,213 116,937 87,118 12,411 2,256

Table 3. Measurements used to provision RoboNorm.

menthashin thelist—canall bemadeto �t in 15bytes(Ap-
pendixB). Eachconnectiontableentry, consistingof acon-
nectiontuple andpointersinto the hashstoreandretrans-
missionbuffer, consumesaround48 bytes(Appendix C).
With theseestimates,we �nd thatRoboNormdeployedon
a Gbpsaccesslink of a typical network needsto be provi-
sionedwith as little as2.5 MB of on-chipmemory, while
a normalizerthat buffers all unacknowledgeddatawould
need10 timesasmuch(x4.1). Given the high costof fast
on-chip memory, this memory gain is signi�cant. More-
over, the actualmemorythat would have beenconsumed
(hadRoboNormbeendeployedat thesiteswecollectedthe
tracesfrom) wasfound to bemuchsmallerthantheprovi-
sionedamountin mostcases,andupto twoordersof magni-
tudesmallerthantheactualmemoryconsumedby thefull-
contentnormalizer(x4.2).

4.1. Savings in Provisioning

HashStore. Eachnew segmenthashin RoboNormoccu-
piesspacein thehashstoreandremainsthereuntil cleared
by anACK. Supposesegmentsarriveat a rateof � persec-
ond,andthat theaveragetime beforeclearingis � seconds
acrossall connections.Then,by Little' s Law, on average
thesystemhasto store�� segmenthashesin it. In general,
� is roughlyequalto theaverageconnectionround-triptime
(RTT),6 and� is roughlyequalto C=s, whereC is therate
of traf�c enteringthesystemin bytesper second,ands is
theaveragepacket sizein bytes.Thus,thenumberof seg-
menthashesin thesystemat any time is roughly� C=s.

To estimateanupperboundon� , wecomputethelargest
segmentclearingtimeobservedduringthelifetime of acon-
nection for every connectionin our traces,and compute
the meanof this valueacrossall connectionsin all traces.
We found this value to be around150 ms. We also found
thattheaveragenon-emptysegmentis at least1 KB across
all traces.So, picking � = 200 ms ands = 1 KB gives
us a boundof 25,000hasheswhenprovisioning for these

6Actually, � is lessthantheaverageconnectionRTT, sincewhatmatters
is thetime thatelapsesbetweenthemonitorseeinga datapacket andthen
seeingthecorrespondingACK. In theabsenceof loss,thiswill belessthan
RTT; possiblyagreatdeal,if themonitoris nearthereceiver.

C = 1 Gbit/s links. This translatesto 375KB of memory,
assuming15 bytesper segmenthash.On the other hand,
thefull-contentnormalizerwould require� C = 25 MB of
memoryto buffer all unacknowledgeddata.

Connection Table. We needto size the connectionta-
ble accordingto the maximumnumberof concurrent(es-
tablished)connectionsexpected.Row 1 of Table3 shows
that the maximum value we �nd in our tracesis about
34,000connections.The next row of the table also gives
the averagevalue,which runsabout1/3 lower. Assuming
eachconnectiontableslot consumes48 bytes,andwe use
a hashtable with 80% bucket utilization, we can accom-
modate34,000concurrentconnectionsin about2 MB. It is
reasonableto assumethatthefull-contentnormalizerwould
also needcomparableamountsof memory to store per-
connectionstate.

Retransmission Buffer. Table 3 (rows 3 and 4) gives
two different sets of statistics regarding the amount of
buffer neededto hold partially overlappingretransmitted
segments(cf. the“Hold” elementsin Figure4). Row 3 lists
the averagebuffer spacerequiredfor eachconnectionthat
includesat leastonesuchheld retransmission.Row 4 lists
the aggregatepeakbuffer spacerequiredfor suchheld re-
transmissionsacrossall connections.We see that a few
10 KBs suf�ce acrossall of our datasets,a numbersmall
enoughthatwe ignoreit for our subsequentcomparisons.

In summary, we �nd that RoboNorm requiresabout
2.5 MB of memoryon our 1 Gbit/s links, while the full-
contentnormalizerrequiresabout27 MB, giving us a sig-
ni�cant provisioninggainof a factorof 10betweenthetwo
designs.

4.2. Savings in ObservedMemory Consumption

Theactualmemoryconsumedbyanormalizerin realde-
ploymentswill of coursevary comparedto theprovisioned
amount.We now estimatetheactualmemoryconsumption
for eachtrace,asshown in Table4. Weconsiderbothdirec-
tionsof everyconnection.Row 1 of thetablegivesthemax-
imumnumberof concurrenthashes(thatRoboNormwould



# Memory consumedin practice Univ1 Univ2 Lab1 Lab2 Super
1 Peakconcurrenthashes 18,417 9,000 2,124 1,469 2,118
2 Peakconcurrentbyteswhenholdingfull data 16,417KB 5,236KB 2,709KB 1,836KB 3,029KB
3 Peaktotalmemoryby RoboNorm 787KB 1,764KB 224KB 115KB 46KB
4 Peaktotalmemoryby full-contentnorm. 16,928KB 6,865KB 2,901KB 1,928KB 3,043KB
Factor of memory savings in practice

5 Savingsin totalmemory 21.5 3.9 13 16.8 66.3
6 Savingsin unacknowledgeddata 59.4 38.8 85.0 83.3 95.3

Table 4. Memor y savings of RoboNorm compared to the full-content normaliz er.

have had to storeif deployed) and row 2 gives the maxi-
mum numberof concurrentbytesbuffered by the system
(hadwedeployedanormalizerthatbufferedall unacknowl-
edgedbytes)acrossall traces.We canthenapproximatethe
actualpeakmemoryconsumptionof thetraceasthemem-
ory requiredto storethe peaknumberof concurrentcon-
nectionsandthepeaknumberof concurrentbytesor hashes
in the trace,asthecasemaybe.Rows 3 and4 of the table
show thetotalmaximummemoryconsumedby RoboNorm
andthefull-contentnormalizerrespectively.

Row 5 of thetablecomputestheratio of thetotal mem-
ory consumedby the full-content normalizerto that con-
sumedby RoboNorm.We �nd thatthememorysavingsare
considerablein practicetoo, generally1–2 ordersof mag-
nitude.Notethatthesevaluesincludetheconnectiontable,
whichfor ourschemeheavily dominatestotalmemorycon-
sumption(but not for thefull-contentnormalizer).If weex-
cludetheconnectiontable,thesavingsareabouttwo orders
of magnitude(row 6). Thusany techniquethatcompresses
the per-connectionhashtable (e.g., connectioncompres-
sors[11]) will improvetherelativegainof RoboNormover
thefull-contentnormalizer.

5. Implementation Options

Realizing a prototypeof RoboNormthat can process
packetsat line speedon Gbps(or faster)links requiresan
implementationthat usesmemory frugally, and performs
only a small amountof per-packet processing(in termsof
computationandmemoryaccesses).We now arguethatthe
designof RoboNormlendsitself to suchanimplementation.

RoboNormdeployedon our Gbpslinks requiresaround
2.5MB of memory(x4), anamountthatcanreadily �t on-
chip.Thecommoncasepacket-processingin RoboNormin-
volves(a) looking up a hashtableand(b) manipulatingthe
hashlists,eitherbyaddingnew segmenthashesattheendof
thelist (whennew dataarrives)or clearinghashesfrom the
beginning of the list (on an ACK). Both theseoperations
canbe performedef�ciently in hardware:muchwork has
beendoneon how to performhardwarehashtablelookups

ef�ciently [12], and we can make the common-casehash
list operationsinexpensive by maintainingpointersto the
start and end of eachhashlist. Thus,per-packet process-
ing in RoboNormwould involve only a few accessesto
on-chipmemoryin the commoncase.Retransmittedseg-
ments,however, may requiretraversingthe segmenthash
list to comparehashes,or morecomplex operationsinvolv-
ing partiallyoverlappingsegments.But becauseretransmis-
sionsform around0.5%of all packets(row 4 of Table1),
wecanhandlesuchoperationsonaslow pathor in software
without introducingperceptibledelaysin packet process-
ing.

6. Attacks on RoboNorm

This sectiondiscussesattacksan adversarycan launch
to undermineRoboNorm's correctoperation,eitherby ex-
haustingits memoryor by breakingthehashfunctionused
to generatesegmenthashes,andthedefenseswepropose.
Memory Exhaustion.Weobservethatevenacarefullypro-
visionednormalizercannothandleworkloadsthatconsume
unreasonablylarge amountsof memory. For example, in
the worst case,workloadscould consistof TCP segments
with 1-byte payloadsand very large clearing times, or a
largenumberof connectionswith very little dataoutstand-
ing perconnection.Provisioningthememoryof RoboNorm
for suchworkloadsis clearly impractical.This meansthat
RoboNormhasto deal with the possibility of the system
runningout of space.In this section,we describemecha-
nismsthatenableRoboNormto gracefullyhandlememory
exhaustionarising from either benign reasons(e.g., sud-
denspike in traf�c volumedueto a �ash crowd), or state-
holdingattackson thenormalizerby amaliciousadversary.
We examineeachcomponentof RoboNormin turn (x6.1,
x6.2,x6.3).
Breaking the hash function. If an attacker can success-
fully createcollisions under the hash function used by
RoboNorm,hecanevadedetectionby RoboNormby gener-
atinginconsistentTCPsegmentswith identicalhashes.x6.4
describesappropriatechoiceof hashfunctionsthat makes



thesuccessprobabilityof suchattacksnegligible.
We arguethatattacksthatexhaustthecomputationalca-

pacity of RoboNormare not a threat to the system.An
attacker can try to exhaustthe computationalcapacityof
RoboNormby sendingpacketsthatcausethenormalizerto
do a lot of work (e.g.,partially overlappingsegments).But
becauseRoboNormdelegatestheprocessingof suchpack-
etsto a slow path(x5), suchattackswill largelyslow down
only theattacker's traf�c. Moreover, becausevery few con-
nectionsactuallyhavepacketson theslow path,theamount
of collateraldamagetheattacker canin�ict on benigncon-
nectionsis limited.

The defensesproposedin this sectionnecessarilycom-
plicatethedesignof RoboNorm,but arerequiredfor robust
operation.Indeed,whenconsideringtheseaddedcomplica-
tions,we shouldkeepin mind thatnormalizerdesignsthat
buffer completepayloadssuffer from greatervulnerability
to memoryexhaustionattacksthandoesRoboNorm.

6.1. Hashstore

Eviction policy. Whenthe hashstoreis full, RoboNorm
must evict someold segmenthash(es)to make room for
new ones.Evictingahashmustamountto resettingtheTCP
connection,becauseRoboNormwill no longer be able to
checkthe consistency of a retransmissionof that segment.
We usea simplecost-bene�tanalysisto pick TCPconnec-
tionsto evict hashesfrom.Thebene�t accruedfrom picking
a particularconnectionfor eviction is equalto theamount
of memorythe connectionconsumes—notsimply the in-
stantaneousamountof memoryit is currentlyusing,but the
time-averagedamountit will usefor aslong asit is active.
We mustbalancethebene�t againstthecostof evicting the
connection.The metric we usefor assessingthe eviction
costis thelossin network utilizationbecauseof theconnec-
tion's termination.Our eviction policy is thento evict the
connectionwith thehighestbene�t-to-costratioof eviction,
i.e., theconnectionwith thehighestratio of the fractionof
memoryusedto thefractionof link bandwidthconsumed.

If connectioni hasdataarriving at rate� i segmentsper
secondandhasan averagesegmentsizesi , thenthe frac-
tion of the link capacityC it usesis � i si =C. Regardingits
relative memoryconsumption,by Little' s Law theaverage
numberof segmenthashesconnectioni consumesis � i � i ,
where� i is theobservedaveragetime for theconnection's
segmentsto clear. Let H be the total capacityof the hash
store,in unitsof segmenthashes.Thenwecancomputethe
bene�t-costratioof eviction of connectioni as:

� i � i

H

�
� i si

C
=

� i C
si H

SinceH andC areconstants,to �nd the connectionwith
thehighestbene�t-costratio we look for j thatmaximizes

� j =sj . Thus,our eviction policy boilsdown to pickingcon-
nectionsthat eitherkeepsegmenthashesin thesystemfor
too long (large� j ), or usetoomany hashesby sendingvery
smallsegments(smallsj ).

Implementingthis schemerequiresa bit of bookkeep-
ing to determine� i of a connection.We can approximate
thisby averagingthefollowing samplevaluefor eachof the
connection's segmentsseenso far: for a clearedsegment,
the sampleis equalto the time it took for the segmentto
becleared.For a segmenthashstill in thesystem,thesam-
ple is equalto its age(thelengthof time sinceits creation).
Trackingsegmentagerequiresassociatingtimestampswith
segmenthashes.7 Note that si is easyto estimateby aver-
aging the lengthsof all the segmenthashesseenthus far.
Finally, we alsoneeda way to quickly �nd which connec-
tionshave thehighest� i =si ratio.We observethatdoingso
is directly analogousto theDe�cit RoundRobincomputa-
tionsthatmodernhigh-speedroutersalreadyimplement.

Coalescinghashes. To avoid penalizingbenignconnec-
tions with a small averagesegmentsize,we introducethe
notionof coalescingsegmenthashes.Coalescingis thepro-
cessof replacingtwo (or more)contiguoussegmenthashes
of a connectionwith onesegmenthashcovering the com-
binedsequencenumberspace,thusreducingthenumberof
segmenthashesthat needto be stored.Not all hashfunc-
tionsareamenableto segmenthashcoalescing;we discuss
suitablehashfunctionsin x6.4.

Whena connectionhasmultiple segmenthasheswith a
smallnumberof bytesin each,coalescingthehashessaves
theconnectionfrom eviction by increasingits averageseg-
mentsizesi , while increasing� i by (only) the inter-arrival
timebetweenthe�rst andlastcoalescedsegments.Theonly
downsideof coalescinghashesis that an exactly overlap-
ping retransmissionof a coalescedsegmentwill now have
to be handledlike a partially overlappingretransmission,
resultingin increaseddelaysfor theconnection,andanin-
creasein theamountof memoryconsumedby theconnec-
tion in theretransmissionbuffer. Thus,thecombinedsizeof
thesegmentsusedto form a coalescedsegmenthashmust
be limited, sayto the maximumTCP segmentsize.So, if
the connectionwith the largestvalueof � i =si eitherdoes
not have enoughsegmenthashesto coalesce,or if theseg-
menthasheshave a largeenoughsizealready, thenwe will
still have to evict it to makeroomin thehashstore.

Effect of adversary. The eviction policy of RoboNorm
alsosigni�cantly increasesthework-factorthatadversaries
mustapplyto impair benignconnections.In theabsenceof
suchan eviction policy, adversariescanconsumesegment

7In fact, we can probablyusea single per-connectiontimer instead,
similar to many implementationsof TCP's RTT estimation.However, we
have notyet developedthespeci®csof suchanapproach.
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Figure 6. CDF of the maxim um duration of in-
activity between periods of activity for con-
nections with no outstanding data.
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Figure 7. CDF of the maxim um duration of in-
activity between periods of activity for con-
nections with outstanding data.

hashmemory“on the cheap”in one of two ways: (a) by
forcing their hashesto stayunclearedfor a long time (e.g.,
by sendingdataabove a sequencehole, which hencewill
notbeacked),or (b) by sendingdatain smallsegments,thus
consumingalargenumberof segmenthashes.However, the
former caseincreasesthe � i of their connections,and the
latter reducestheir si . Eithermakestheir own connections
proneto eviction or coalescing.

6.2. Connectiontable

The connectiontablecaneasilybecome�lled with ad-
versarialconnectionsthathavenotbeensuccessfullyestab-
lished,benignconnectionsthat stay idle for long periods
of time, or connectionsthat failed to terminatecleanly. To
conservespacein theconnectiontable,we augmenttheta-

blewith two Bloom�lters asdescribedbelow.

Keepingtrack of connectionestablishment. Initializing
stateonthe�rst datapacketandnotonSYN packetsmakes
RoboNormresilient to SYN �oods without requiring any
additionalmechanism(perx3.1).But not trackingconnec-
tion establishmentby way of the TCP 3-way handshake
also makes the systemprone to attackswhere an adver-
sary createsstatein the connectiontable by sendingdata
packets on non-existent connectionsthat go unanswered,
while preventing the receiver from sendingRSTsby en-
suringthepacketsdo not really reachthereceiver (e.g.,by
settinga low enoughTTL or sendingpackets to unreach-
ablehosts).RoboNormovercomesthisproblemby keeping
trackof connectionestablishmentwith verylittle statein the
following manner:uponseeingtheSYN ACK segmentfor
a connection,RoboNormhashesthe connectiontuple and
expectedsequencenumberof the �rst segmentinto a SYN
ACK BloomFilter (SABF).WethencheckthisBloom�lter
for thepresenceof theconnectiontuplewhenthe�rst data
packetarrives,asexplainedbelow.

Compressingstate for connectionswith no outstanding
data. Someconnections(e.g., interactive SSH) tend to
stayidle for long periodsof time without having any data
in �ight. Figure6 shows the CDF of the durationof inac-
tivity (that was eventually followed by someactivity) for
connectionsthathadno outstandingdata.We �nd from the
�gure that a small number(1–2%)of connectionsremain
idle for hundredsof secondsbeforesendingdataagain.Be-
causeRoboNormdoesnotneedto storeany per-connection
statefor suchconnectionsotherthanthe fact that they ex-
ist, we canhashthe correspondingconnectiontuplesinto
anInactiveConnectionBloomFilter (ICBF) duringtheidle
periods.From our traces,we �nd that the peaknumberof
connectionsin theconnectiontableis 35–50%lower if we
moveconnectionsto theICBF after5 minutesof inactivity.

Connection initialization and termination. Given the
mechanismsabove, we slightly modify the algorithmsin
x3.1 to initialize andterminateconnectionstateasfollows.
Whenadatapacketwith noentryin theconnectiontablear-
rives,RoboNorminstallsa correspondingentry in thecon-
nectiontableonly if it �nds thetuplein eithertheSABF or
ICBF. RoboNormmustperiodicallytime out entriesin the
Bloom �lters to preventthemfrom �lling up. We cantime
outconnectionsin theICBF atacoarsegranularity(e.g.,af-
terafew hours)in orderto cleanupconnectionsthatdid not
terminateproperly. Connectionsin theSABF canbetimed
out morefrequently(e.g.,in 10 seconds).Thereareseveral
waysto ef�ciently timeoutconnectionsby keepingtrackof
whichBloom�lter bitswereaccessedin theprevioustime-
outperiod[12].



For a falsepositive rate under0.01%,storing 100,000
connectiontuplesrequiresa Bloom �lter of about400,000
cells.Sincewerequire2 bitspercell of theBloom�lter (the
secondtracksany accessin thetimeoutperiod),thesizeof
eachBloom�lter is only 100KB.

Eviction policy. When RoboNormruns out of spacein
theconnectiontable,it locatesan inactiveconnection, i.e.,
one for which it hasnot seenany acknowledgmentsover
thepast� seconds.If the connectionhasno datapending,
we reclaimthe connection's slot andplaceit in the ICBF.
If the connectionhasdataoutstanding,we must terminate
it. From Figure7, we seethat the fraction of connections
with outstandingdatathatstayidle for morethanafew sec-
ondsis negligible. Thusa valueof around10 secfor � will
resultin very few connectionsbeingterminated;moreover,
terminatingsuchconnectionsis nota largelossbecausethe
connectionwashaving greatdif�culty makingprogress.If
all connectionsarecurrentlyactive andhave pendingdata,
thenabsentany othermechanism,eitherthenew connection
mustbedroppedor anexisting oneresetto make spacefor
thenew connection.

Effect of adversary. RoboNorm'spolicy of evicting inac-
tiveconnectionswhenrunningoutof spaceresistsadversar-
ial attemptsto exhausttheconnectiontable.For example,if
theadversarycreatesconnectionsthatdo not cleardata,or
sendnodataatall, they will be�aggedasinactiveandeven-
tually evicted.Thus,theadversarycanexhausttheconnec-
tion tableonly by openinga large numberof connections
andactively sendingdataon all of them.If the adversary
accomplishestheabove by controllingmany zombies,this
problemis identicalto protectinga webserver from a net-
work of botsseekingto exhaustits resources,andwe can
employ oneof the numerousdefensesusedin suchsitua-
tions (e.g.,per-IP quotas,white-listing/blacklistinggroups
of IP addresses,pro�les over the IP space).However, it is
knownthatsuchdefensesmustbeappliedwith carein order
not to penalizelegitimateconnections.

6.3. RetransmissionBuffer

We now discusshow to respondto exhaustionof the
memoryallocatedto retransmissionbuffers.Recallthatwe
only employ suchbuffers in the faceof connectionswith
partially overlappingretransmissions,which, as indicated
in Table2 (row 2), arerare—lessthan0.5%of all connec-
tions at any time—with the result that the adversarydoes
not have much leverageto causecollateraldamageto be-
nignconnections.

That said, a reasonableapproachto take is that when
theretransmissionbuffer spaceis understress,we limit the

amountof memoryconsumedby a connectionin the re-
transmissionbuffer. This limit mustbe at leastas large as
themaximumTCPsegmentsizeandthemaximumsizeof
a coalescedsegmenthash(andthis imposesa limit on how
muchcoalescingwe canperformon the connection's seg-
menthashes,seex6.1). If a connectionexceedsthis limit,
we drop theexcesspartially overlappingsegmentswithout
buffering them; doing so will only increasethe perceived
loss rate of the connection.Otherwisewe can again use
� i =si (asin x6.1)to selectanotherconnection'ssegmentsto
evict. Notethatevicting thebufferedsegmentsof aconnec-
tion doesnot requireterminatingtheconnectionunlesswe
have promotedan ACK on its behalf(about5 timesmore
rare,seerow 4 of Table2); it only slows down theconnec-
tion by requiringadditionalretransmissions.

6.4. HashFunction

In orderto beableto coalescehashesandthwartmemory
exhaustionattackson thehashstore(asper the discussion
in x6.1),thehashfunctionusedto constructsegmenthashes
musthavethepropertythatthehashof theconcatenationof
two bytestringsis derivablefrom thehashesof thetwo in-
dividual bytestrings.In therestof this section,we provide
anexampleof onehashfunctionwith thisproperty, anddis-
cussits securityproperties.

Considerthefollowing universalhashfunction[13]: the
n-bit hashof a bitstringX is computedasH n (X ) = (an �
X + bn ) (mod pn ), whereX is thenumericvalueof the
bit-string,pn isann-bit primenumberthatiskeptsecretand
an andbn arerandomnumberschosenfrom f 1; : : : ; p � 1g
and f 0; : : : ; p � 1g respectively. Notice that to obtain the
hashHn (X :Y ) of theconcatenationof two k-bit stringsX
andY, onesimplycalculates[H n (Y ) + 2k � (Hn (X ) � bn )]
(mod pn ). TheRoboNormdesignuses8-bytehashes(i.e.,
n = 64); wenow defendthischoicein thecontext of possi-
bleattackson thehashfunction.

An attacker cancompromisethecorrectnessguarantees
of RoboNormby producingcollisionsunderRoboNorm's
hashfunction,andsubsequentlygeneratinginconsistentre-
transmissionswithout beingdetected.Theattacker cantest
whetherhe hassuccessfullygenerateda collision by gen-
eratingan inconsistentretransmissionusingtwo bit-strings
thattheattackerbelieveshashto thesamevalue,andcheck-
ing whetherRoboNormcandetectthe inconsistency. If the
connectiondoesnot get killed in spiteof the inconsistent
retransmission,theattackerknowsthathehascreatedacol-
lision underRoboNorm'shashfunction.

We arguethat the attacker cannotbreakthe hashfunc-
tion by guessingpn , an , and bn . Recall that the number
of prime numbersless than any numberm is O( m

log m ).
Thusthenumberof n-bit primenumbersis approximately
O( 2n

n ) � O( 2n � 1

n � 1 ) � O( 2n � 1

n � 1 ). To breakthe hashfunc-



tion by guessingpn , an , andbn , the attacker mustsearch
througheachof thepossibleO( 2n � 1

n � 1 ) primes,andfor each
primetheapproximately2n possiblevaluesof the random
numbersan andbn . Wecanseethatguessingthehashfunc-
tion in thismanneris computationallyinfeasiblefor n = 64
bit hashesthatRoboNormuses.

If theattackerdoesnotknow pn , an , or bn , thentheonly
way he can hope to generatecolliding strings is by ran-
domly guessingpairsof strings.By thepropertyof univer-
salhashfunctions,theprobability that theattacker guesses
a retransmissionthathashesto thesamevalueasany given
n-bit original segmenthashis 1

2n . This probability is van-
ishingly small for n = 64 bit hashes,even if the attacker
splitshis searchamongsta largenumberof (say, a billion)
parallelconnections.

To summarize,copingwith attackson RoboNormboils
down to developingstrategies to handlememoryexhaus-
tion gracefullyandchoosingappropriatesecurehashfunc-
tions. We employ two principal ideashere:�rst, a simple
bene�t-to-costeviction schemethatwe appliedto both the
hashstoreandretransmissionbuffer; andsecond,additional
Bloom�lters to augmenttheconnectiontable.

7. RelatedWork

Section1 brie�y describedthehistoryof evasionattacks
andthenormalizationproblem.Recentwork [6] addresses
onetypeof evasions,namelyanattackerattemptingto pre-
vent a speci�c signaturematchagainsttext they transmit.
The authorsdevelopeda schemebasedon introducinga
modestchangein end-systemTCPbehavior in orderto al-
low a monitor to detectattemptsto ambiguouslytransmit
byte sequencesthat matcha given setof signatures.Their
schemeis appealingin that by exploiting the introduced
end-systemchange,they avoid needingto reassembleTCP
byte streams.However, their schemeis also signi�cantly
limited in that it only appliesto evasionsthat correspond
to directly manipulatinga known byte-sequencesignature.
As such,theschemedoesnothandlecaseswheretheambi-
guity doesnot constituteanactualattackin itself, but only
confusesthe monitor's protocol parsingand obscuresthe
occurrenceof anattacklaterin thestream.

Sugawaraet al. [14] describean FPGA-basedsolution
to ef�cient TCPstream-level signaturedetection.Theirsys-
tem detectsinconsistentretransmissionsby storinghashes
of transmittedpackets.To handleretransmissionsthat do
not overlapwith original segmentboundaries,the authors
simply proposeholding onto the partial overlapstill other
packetsthat “�ll the gap” arrive. However, our traceeval-
uationshows thatsuchanapproachwill resultin a signi�-
cantnumberof connectionsstallingonpendingconsistency
checks(seeFigure4(ii)); RoboNormaddressesthis prob-
lemwith theACK promotionmechanism(x3.3).

Normalizationasageneralfeaturehasbeenincorporated
into secureoperatingsystems[15] and commercialprod-
ucts [16]. Someof theselatter include explicit optionsto
checkfor inconsistentretransmissions[17], but donot pro-
videtechnicaldetailsasto how suchdetectionworks.From
informal discussionswith other vendors,it appearsthat a
commonapproachis to usepayloadhashes,but withoutad-
dressingthecrucialproblemof misalignedretransmissions
for which thehashescannotbematched.

ShankarandPaxsonexploredadifferentapproachto de-
fending againstevasion attackswhich they term “Active
Mapping” [18]. Here,the idea is for the network monitor
to proactively determinehow speci�c endsystemsandnet-
workpathswill resolvepotentialambiguities.While thisap-
proachis avalid point in theoveralldesignspace,weargue
thateliminatingambiguities,ratherthanattemptingto cor-
rectly guesstheir outcome,providesa morerobustfounda-
tion for securitymonitoringtechnology.

Work by Levchenko et al. demonstratesin formal terms
that many security detectiontasks (e.g., detectingSYN
�ooding, port scans,connectionhijacking andevasionat-
tacks) fundamentallyrequire maintaining per-connection
state[19]. This �nding highlightstheimportanceof reduc-
ing theamountof per-connectionstate.

In work that is complementaryto ours,Dharmapurikar
et al. explorehow to robustly reassembleTCPbytestreams
when facedwith adversarieswho attemptto overwhelm
theaccompanying statemanagement[20]. Reassemblyin-
volves maintainingout-of-orderdataonly until sequence
“holes” are�lled, while normalizationrequiresmaintaining
datauntil it is acknowledgedandhencerequiresa different
solution.

8. Conclusion

Defending networks against today's attackers is
especially challenging for modern intrusion detec-
tion/preventionsystemsfor two reasons:the sheeramount
of statethey mustmaintain,andthepossibilityof resource-
exhaustionattackson the defensesystemitself. Our work
showshow to copewith thesechallengesin thecontext of a
TCP streamnormalizercalledRoboNorm,whosejob is to
detectall instancesof inconsistentTCPretransmissions.

The two currently usedmethodsto detectinconsistent
retransmissions—maintainingcompletecontentsof unac-
knowledgeddata,or maintainingonly the corresponding
hashes—suffer from asetof �a wseach.Systemsthatmain-
tain completecontentsconsumean amount of memory
problematicfor high-speedoperation.Systemsthat main-
tain hashescannotverify the consistency of the 20–30%
of retransmissionsthat fail to preserve original segment
boundaries;asaresultattackerscaneasilyencodetheireva-
sionsin theseunveri�ed segments.RoboNormstoreshashes



of outstandingdataand, with a careful designand occa-
sionalalterationof end-to-endsemantics,veri�es the con-
sistency of all retransmissions.Theresultingdesignis nec-
essarilysomewhat complex, but still hasa compactstate
machineandis implementableathigh speeds.

In consideringresourceexhaustionattacks,the obser-
vation that provisioning for a worst-casetraf�c patternis
simply impractical led us to develop a simple bene�t-to-
cost framework to evict connectionswhen spaceis at a
premium.Anotherchallengeis decidingwhento initialize
statefor new connectionsandwhento reclaimstatefor ac-
tive connectionswith no outstandingdata(of which there
aremany); for both problems,we outline how we canuse
Bloom�lters effectively.

EvaluatingRoboNormon a setof tracescollectedfrom
different networks shows that it consumes1–2 ordersof
magnitudeless memory than the approachof storing all
outstandingbytes,while guaranteeingthat all inconsistent
retransmissionswill be detected.Thus, our most impor-
tant conclusion is that high-speedTCP streamnormal-
ization doesnot have to choosebetweencorrectnessand
implementability—itcanachieve both goals,while resist-
ing a rangeof resourceexhaustionattacks.
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# TraceCharacteristics Univ1 Univ2 Lab1 Lab2 Super

1 Daterecorded 31Aug04 07Apr05 20Sep05 16Jan04 26Aug04
2 Traceduration(sec) 300� 7,221 6,167 4,345 3,606
3 Contents All hdrs All pkts All TCP All hdrs TCPhdrs
4 Reportedcapturelosses 3:3 � 10� 6 0 3:0 � 10� 3 4:8 � 10� 5 1.56%

Table 5. Summar y of the collection method for the traces used in the paper.

A Trace Collection

Table5 summarizesthe collectionmethodologyfor the
tracesusedin thepaper. Thevolumeof traf�c atmostof the
sitesis suf�ciently high that it is dif�cult to capturepacket
traceswithout loss.Theexceptionto this is theUniv2 trace,
whichwasrecordedusingspecializedhardwarethatis able
to keepup with thehigh volume.For theothersites,while
weincurrednon-zerocapturelosses,thereportedrateswere
low, asshown in row 4 of the table,other thanfor Super,
which incurred1.56%reportedlosses.For the most part,
lossesintroduceimprecisionin our quanti�cation of fre-
quenciesof variouspackettransmissionpatterns,but should
not causesigni�cant bias,sinceit is reasonableto assume
thatpacket capturelossdoesnot particularlycorrelatewith
packet transmissionpatterns.

We also note that Univ1 is unusualcomparedto the
other tracesin that it representsa compositemadeout of
19 independentlycapturedtraces,eachof which utilized
per-connectionsamplingto recordapproximately1/19thof
the total TCP (andUDP) traf�c (the only availableway to
capturetraf�c in thatenvironmentwithout massive losses).
Eachof thesesub-tracesspanned300 seconds,and were
recordedoneafteranother. To derive resultsfrom thecom-
positetrace,we either add up per-subtrace�gures (when
computingaggregates),or take maximaacrossthem(when
assessingper-connectionworst-casebehavior).

B Sizinga SegmentHash

First, a segmenthashmust containa 8-byte collision-
resistanthashof thecontentsof thecorrespondingTCPseg-
ment.Next, we needto associatea rangeof sequencenum-
berswith eachhash.We cando soby explicitly storingthe
endingsequencenumberasa 2-byteoffset from the start-
ing sequencenumber, andimplicitly determiningthestart-
ing sequencenumberby assumingit comes1 octet after
theendingsequencenumberof theprevioussegmenthash
(or from thecumulativeacknowledgmentsequencenumber
in the connectionrecord,for the �rst segmenthash).With
sucha scheme,we alsoneedto introducedummysegment
hashesfor any “holes” in thesequencespacefor which we
have not received any data.The overheadof suchdummy

segmenthashesis expectedto be low becauseconnections
rarelyhave morethanonesuchhole at a time [20]. Third,
we cantracktheageof a segment(requiredby theeviction
policies,seex6)with millisecondprecisionusingatwo-byte
timestamp.Finally, we needa pointer to the next segment
hash.We assumesuchpointersrequire3 bytes,asour data
structures�t comfortablyin the 16 MB rangethat we can
addressusing24-bitpointers.Addingthesenumbersup,we
�nd thateachsegmenthashconsumes15bytes.

C Sizing the ConnectionTable

For eachdirectionof a connection,we needto storea
3-byte pointer to the start of the segmenthashlist of the
connection,anda3-bytepointerto theretransmissionbuffer
spacefor theconnection(nil if theconnectiondoesnotneed
one).Wealsoneed4 bytesto storethecumulativeacknowl-
edgmentsequencenumberfor that direction,as this pro-
videsthebasisfor therelativesequencenumberusedin the
�rst hashof the segmenthashlist. To appendnew hashes
to thehashlist quickly without traversingtheentirelist, we
alsomaintaina3-bytepointerto theendof thehashlist and
a4 bytesequencenumberof thelastbyteseensofar. Thus,
eachdirectionconsumes17bytes.

If thenormalizeris working on both directionsof data,
we need34bytesasdescribedabove,plusthe12-bytecon-
nectiontuple(sourceanddestinationIP addressesandport
numbers,4+4+2+2bytes),plus somespaceto hold book-
keepinginformation (averageclearingtime of hashesand
averagesegmentsizeperconnection;seex6), whichwe as-
sumethatwith carefulchoiceof unitsandencodingrequires
2 morebytes,a total of 48 bytes.Note that we storestate
for both directionsof the connectionin the sameconnec-
tion record,eventhoughouralgorithmstreateachdirection
separately.


