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Abstract

Online sales of counterfeit or unauthorized products
drive a robust underground advertising industry that in-
cludes email spam, “black hat” search engine optimiza-
tion, forum abuse and so on. Virtually everyone has en-
countered enticements to purchase drugs, prescription-
free, from an online “Canadian Pharmacy.” However,
even though such sites are clearly economically moti-
vated, the shape of the underlying business enterprise
is not well understood precisely because it is “under-
ground.” In this paper we exploit a rare opportunity to
view three such organizations—the GlavMed, Spamlt
and RX-Promotion pharmaceutical affiliate programs—
from the inside. Using “ground truth” data sets includ-
ing four years of raw transaction logs covering over $170
million in sales, we provide an in-depth empirical anal-
ysis of worldwide consumer demand, the key role of in-
dependent third-party advertisers, and a detailed cost ac-
counting of the overall business model.

1 Introduction

Much like the legitimate Internet economy, advertising
is a major driver for the “underground” criminal econ-
omy as well. For all their variety, spam, search-engine
abuse, forum spam and social spam—as well as the bot-
nets, fast-flux networks and other technical infrastruc-
ture that enable these activities—are all simply low-cost
advertising platforms that monetize latent consumer de-
mand. Consequently, an emerging research agenda has
developed around understanding the economic structure
of these businesses, both to understand the scope and
drivers for the problem [8, 9, 13], as well as to help pri-
oritize interventions [14, 15]. Unfortunately, while clever
inference and estimation techniques can illuminate a few
of the key questions, much remains unclear. This is be-
cause, as a rule, there is little “ground truth” data in the
field for either validating such results or to provide finer-
grained analytics that can be obtained via inference.
This paper provides a rare counter-point to this rule.
Under a variety of serendipitous circumstances (largely
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driven by competition between criminal organizations),
a broad corpus of ground truth data has become avail-
able. In particular, in this paper we analyze the content
and implications of low-level databases and transactional
metadata describing years of activity at the GlavMed,
Spamlt and RX-Promotion pharmaceutical affiliate pro-
grams. By examining hundreds of thousands of orders,
comprising a settled revenue totaling over US$170M,
we are able to provide comprehensive documentation on
three key aspects of underground advertising activity:

Customers. We provide detailed analysis on the con-
sumer demand for Internet-advertised counterfeit phar-
maceuticals, covering customer demographics, product
selection (including an examination of drug abuse as a
driver), reorder rates and market saturation.

Advertisers. We quantitatively detail the role of third-
party affiliate advertisers (both email/forum spammers
and SEO-based advertisers), the dynamics of their labor
market, their ability to drive revenue and the distribution
of their commission income. This analysis includes the
operators of many of the best-known botnets including
MegaD, Grum, Rustock and Storm, and we document in-
dividual advertisers generating over $10M in sales.

Sponsors. We derive an empirical revenue and cost
model, including both direct costs (sales commissions,
supply, payment processing) and indirect costs (hosting,
domain registration, program advertisements). We also
provide insight and validation about the most significant
overheads for the operators of such programs.

This is an unusual research paper. We introduce no
new artifact, we develop no new inference technique,
we deploy no new measurement infrastructure. We do
none of these things because we don’t need to; we
have the actual data sets that we would otherwise try
to measure, infer or estimate. Thus, while there are sig-
nificant methodological challenges that we must over-
come (mainly around the forensic reverse engineering
of database schemas and their semantics), ultimately the
contribution of this paper is in its results. However, we
believe these are both unique and significant, with impli-
cations for best addressing this variety of Internet abuse.



2 Background

Abusive Internet advertising has existed virtually as long
as the Internet itself. In addition to well-defined adver-
tising channels such as sponsored search [11, 12], rogue
advertisers make use of a broad range of vectors to at-
tract customer traffic including email spam [1, 6, 14, 17],
search engine manipulation [7, 13, 23], forums and blog
spam [19, 24] as well as online social networks [4, 22].
Due to pressure against these tactics, few legitimate mer-
chants will engage such advertisers and thus rogue adver-
tising and rogue products tend to go hand in hand. For
example, in one recent report on email spam, Syman-
tec estimated that 80% of all such messages shilled for
“prescription-free” pharmaceuticals [21].

However, the structure of this activity has changed sig-
nificantly over the last decade. In particular, market spe-
cialization has largely eliminated the independent “soup-
to-nuts” advertiser who previously handled the entirety
of the sale process [16]. Instead the rise of the affil-
iate program, or “partnerka”, model has separated the
role of the advertiser, paid on commission to attract cus-
tomer traffic, from the sponsor who in turn handles Web
site design, payment processing, customer service and
fulfillment [18]. This evolution is not unique to abu-
sive advertising; indeed, large legitimate merchants such
as Amazon also sponsor affiliate programs as a means
of advertising. However, it has been deeply internalized
within the underground ecosystem including the pay-per-
install [3], FakeAV [20], pornography [25], pharmaceuti-
cals [2], herbal supplements [14], replica [14] and coun-
terfeit software markets [9], among others.

Counterfeit pharmaceuticals represent a typical ex-
ample. Here a range of sponsoring affiliate programs
provide drugstore storefronts, drug fulfillment (typically
via drop shipping from India), payment processing, cus-
tomer service and so on. Independent advertisers, or af-
filiates, in turn promote the program (e.g., by using bot-
nets to send spam email or manipulating search engine
results) and are paid a commission on each sale that re-
sults from a click on one of their ads. Commissions range
from 30%—-40% of gross revenue, typically paid via a
quasi-anonymous online money transfer service such as
WebMoney or Liberty Reserve.

This business model has two key advantages for the
advertiser: focus and mobility. Without needing to at-
tend to issues such as Web site design, payment pro-
cessing, customer service, fulfillment and so on, the ad-
vertiser is free to focus single-mindedly on the task of
attracting customer traffic to these sites. Indeed, this
functional specialization has supported the creation of
ever more sophisticated botnets for email delivery or
“black hat” search engine optimization, and many of the
largest botnets are directly involved in advertising the
programs in this paper (Rustock, MegaD, Grum, Cut-

wail, Storm, Waledac and others). The second advantage
of this model, mobility, is that the loosely coupled nature
of their relationship with affiliate programs allows an ad-
vertiser to switch programs at will (or even support mul-
tiple programs at once). This low “switching cost” pro-
vides bargaining power for the effective advertiser (in-
deed, we witness high-sales advertisers able to use this
threat to drive higher commissions). More importantly,
it reduces an advertiser’s exposure to business continuity
risk. If a particular affiliate program should shut down,
advertisers can still monetize their investments (e.g., in a
botnet) by advertising for a different sponsor.

However, the benefits of this separation are strong for
the sponsoring affiliate program as well. By outsourcing
advertising they free themselves from direct exposure to
the criminal risks associated with large-scale advertising
enterprises (e.g., mass compromise of computers and on-
line accounts). Second, because advertisers are paid on a
commission basis, they also outsource “innovation risk”.
Program sponsors need not predict the best way to at-
tract customer traffic at a given point in time. Instead
hundreds of advertisers innovate independently; if many
of them fail, so be it. Since advertisers are only paid com-
missions on successful sales, a sponsor will only end up
paying for effective advertising strategies and need not
distinguish among strategies a priori.

Against this background, online pharmaceutical sales
is one of the oldest and largest affiliate program markets.
This market supports tens of affiliate programs and, as
we will see, thousands of independent advertisers (affili-
ates) and hundreds of thousands of customers. However,
while the mechanics of this business model are well-
described in recent work [2, 14, 18], the dynamics of
the actors and the underlying constants that define the
cost structure (and hence the vulnerabilities in the busi-
ness) are not well understood at all. Indeed, even simple
questions such as “How big is sales turnover?”” are imper-
fectly understood. For example, Kanich et al. used one
method to estimate that the combined turnover across
seven leading pharmacy programs (constituting two-
thirds of affiliate brands advertised in spam) is roughly
86,000 orders per month [9]. However, Leontiadis et al.
use a different technique to arrive at a much larger esti-
mate suggesting over 640,000 orders per month [13].

In this paper, we answer this and many other such
questions precisely by focusing in depth on three phar-
maceutical affiliate programs: GlavMed, Spamlt and
RX-Promotion. These organizations have been in busi-
ness for five years or more. Together, they represent
many tens of storefront “brands” (including the ubiqui-
tous “Canadian Pharmacy”) and, according to the data
from our prior measurement studies, these programs
have been advertised in over a third of all spam email
messages [14].



3 Authenticity and Ethics

Our use of “found data” creates two new concerns that
we address here: authenticity and ethics.

First, it is useful to provide some rough context con-
cerning the circumstances leading to the release of these
data sets. As explained in the previous section, GlavMed
and RX-Promotion are both long-operating pharmaceu-
tical affiliate programs based in Russia. However, for a
variety of reasons, enmity developed between owners in
each program, revealed anecdotally through “sniping” on
underground forums, claims of denial-of-service attacks
and ultimately to the hacking of each other’s infrastruc-
ture sites. Perhaps inspired by the “online leak” meme,
popularized recently by Wikileaks and others, elements
of these two organizations (or parties sympathetic to
their positions) gained access to information about each
other’s operations and then made portions of this data
available: sometimes publishing very broadly on under-
ground forums and file-sharing sites, and other times dis-
tributing to a variety of journalists, e-crime researchers,
law enforcement agencies as well as a broad range of un-
derground actors.

Through these channels we obtained access to three
transactional data sets: the complete dump, covering four
years, of the GlavMed and Spamlt back-end database
(comprising transactions, payments and so on) and
a year of more restricted transactional data for the
RX-Promotion program. We also received two metadata
corpuses: detailed archived chat logs from the program
operator for sites operated by GlavMed and Spamlt, as
well as financial data concerning the revenue and cost
structure for the RX-Promotion program. For further
context and back-story about this data, we refer readers
to the “Pharma Wars” series by Brian Krebs [10].

3.1 Authenticity

Given that we did not gather the information ourselves
and the adversarial nature by which the data became
available, an obvious question is how to evaluate its accu-
racy and authenticity: how do we know that our sources
did not fake the data?

While we cannot establish clear provenance beyond
all possible doubt, we observe a range of strong sup-
porting evidence. First, we observe that the data sets are
large and detailed (over 2M sales records, with over 140
linked tables, coupled with several GB of related meta-
data). These attributes do not entirely discount the pos-
sibility that they could be grossly fraudulent, but it sug-
gests that the costs of creating such a forgery would be
significant.

Second, we consider questions of internal and cross-
consistency. The transactional data sets have complex
schemas (covering orders, potentially many payment

transactions per order, commissions to advertisers, sub-
sequent payouts, and so on) and we find direct concor-
dances between the different elements (e.g., if we sum
the settled sales for a particular affiliate it typically re-
lates directly to the size of the payout to that affiliate).
We also find concordances between the transactional data
and the metadata. For example, we found multiple chat
logs directing a GlavMed/Spamlt employee to make a
payment to a particular affiliate that is then matched by
an identical payout record in the associated transactional
database. Similarly, the monthly revenue for shipped
products for RX-Promotion is consistent with the set-
tled revenue from its payment processor in the same pe-
riod. Finally, during the period covered by all three trans-
actional data sets we had placed multiple product or-
ders from each of the associated programs [9, 14]. We
find each and every one of our orders in the appropriate
database with the correct data.

While this evidence cannot comprehensively prove the
absence of fraud,! given the strong concordances and the
absence of any evidence supporting the forgery hypoth-
esis, we believe the greater likelihood is that these data
sets are authentic and accurate. We proceed with this as-
sumption going forward.

3.2 Ethics

The other fundamental issue concerns the ethics of us-
ing data that was, in all likelihood, gathered via illegal
means. Here there are two kinds of questions. The first
is a high-level question concerning whether the nature of
how the data was originally gathered should prima facie
proscribe all subsequent uses of it. This question is not
new and it manifests in a range of fields. For example,
should a political scientist be proscribed from analyzing
the contents of the Pentagon papers (or the more contem-
porary Wikileaks data) in reasoning about U.S. foreign
policy? Similarly, should researchers avoid using widely
publicized stolen password data (e.g., from the Anony-
mous/Lulzsec leaks) when studying the strength of user-
selected passwords? We justify our own choice to take
such steps by reasoning about harm.

We observe that this data is already broadly available
and the knowledge of its existence, its association with
the GlavMed, Spamlt and RX-Promotion organizations,
and some of the over-arching contents (e.g., total rev-
enue, etc.) have already been widely and publicly docu-
mented. Consequently, we cannot create any new harm
simply through association with these entities or repeat-
ing these findings.

To manage any remaining harms we institute a number

!For example, while we believe comprehensive forgery would have
been cost prohibitive given the size and richness of these data sets, a
forger might have selectively altered only certain records and updated
dependent schemas to be consistent.



Program Period Affiliates Customers  Billed orders  Revenue
GlavMed Jan 2007 — Apr 2010 1,759 584,199 699,428 $73Mm
Spamlt Jun 2007 — Apr 2010 535,365 704,164 $85M
RX-Promotion  Oct 2009 — Dec 2010 59,769 — 69,446 71,294 $12m

Table 1: Summary of the affiliate program data used in the analysis. Orders are rounded to the nearest thousand, revenue to the
nearest million U.S. Dollars. Affiliates and customers are listed after de-duplication and billed orders and revenue reflect only those
orders whose payment transactions completed (both processes are described in Section 4.1).

of controls in our work focused on the individual stake-
holders. First and foremost, and in accordance with our
institution’s human subjects review process, we protect
customer confidentiality since, of all parties described in
the data, they are most vulnerable. To this end, we com-
mitted to modify the raw data sets to anonymize person-
ally identifiable customer data such as their name, ad-
dress and the PAN component of their credit card in-
formation (though in a way that we are able to asso-
ciate multiple orders from the same customer). For the
remaining stakeholders, program employees, affiliates,
suppliers and payment processors, we use a similar stan-
dard in publishing our work. In each of these cases the
persons or organizations operate using handles or code
names that are not clearly identifiable (e.g., “brainstorm”
or “gl”) without the use of additional data sources. In
some cases (e.g., payment processors, suppliers) we have
become aware of the likely true names of these orga-
nizations (typically through reading the metadata) but
we restrict ourselves to using these non-identifiable code
names since the true names do not enhance our analysis.
We do not name program employees and we typically
discuss affiliates in aggregate, with an exception being
the top affiliates whom we distinguish in this paper using
only their online handles.

4 Derived Data

Using “found data” also introduces a range of method-
ological challenges, ranging from reverse engineering
schemas to resolving ambiguities in the data. In this sec-
tion we describe the data sets (summarized in Table 1)
and explain how we derived the additional contextual re-
lations used in our analysis.

4.1 GlavMed and Spamlt

The first two data sets are PostgresSQL database dumps
of the operational databases for the GlavMed and Spamlt
programs, including all schemas, data, and trigger func-
tions, but no other code external to the database. The
GlavMed database begins November 2005 and ends
early May 2010, of which we use the period spanning
all of 20072009 and the first four months of 2010.>

2Since our goal is accuracy and not completeness, we purposely ex-
clude the first 14 months of the data set because it is both “poisoned”

GlavMed and Spamlt are sister programs run by the same
organization and, indeed, both use the same database
schema. In fact, it appears that Spamlt was “forked”
from the GlavMed database on June 19, 2007: all records
before that date are identical in both databases, while
records after that date are distinct. Leaked chat logs
of the program operators suggest that this split was
related to the owner’s contemporaneous acquisition of
Spamdot.biz, a popular closed spammer forum of that
period. In part through this forum, the Spamlt program
nominally catered to a select group of affiliates relying on
email and other forms of spam, while GlavMed remained
open to a broader range of advertisers who primarily ad-
vertised via search engine optimization techniques.?

A detailed description of the data and its associated
schema, consisting of over 140 tables in each database,
is outside the scope of this paper. However, we perform
most of our analysis using five tables: shop_sales de-
scribing each order, shop_transactions recording at-
tempts to bill (or refund) the order via a payment service
provider, shop_customers recording customer infor-
mation, shop_affiliates recording information about
each affiliate, and shop_affiliates_income_2 record-
ing affiliate commissions for each sale. We also relied on
instant message chat logs of the operators of GlavMed
and Spamlt to aid our understanding and validate our hy-
potheses about the meaning and use of various tables.

However, the GlavMed and SpamlIt databases are fun-
damentally operational in nature, and not naturally de-
signed for the kind of broad analysis that are the goal
of this paper. Thus, we now describe the additional data
processing required to produce necessary relations (e.g.,
such as identifying unique customers).

4.1.1 Customers

In an ideal world, each customer record would represent
a unique customer and include accurate demographic in-
formation for our analysis (age, sex, and either country
or U.S. ZIP code). The reality, hardly unique to our data
set, is less obliging: In addition to many test accounts

with transactions for other kinds of products, including $500K in
counterfeit software sales, and makes inconsistent use of the database
schemas that become standard in the later portion of the date range.

3This distinction is not absolute, however; domains advertised by
GlavMed affiliates have appeared in email spam.



used by the store operators, a large number of customer
records are generated by irate users venting their frustra-
tion with the deluge of spam advertising the program.*
Thus, for the purpose of this study, we consider only
customers who have successfully placed an order (more
specifically, those whose credit card or other payment
mechanism was successfully billed, as described later),
which reduces the number of customer records by 21%
in the GlavMed data set (from 875,457 to 690,590) and
39% in the Spamlt data set (from 1,145,521 to 693,319),
the latter clearly attracting more abuse.

De-duplication. An additional problem is that, unless
the customer uses a previously assigned customer num-
ber to explicitly log in, each repeat order would result in
a new customer record. To identify repeat customers, we
de-duplicate the remaining customer records by coalesc-
ing those whose name, billing address and email address
are identical, reducing the number of unique customers
to 584,199 in GlavMed and 535,365 in Spamlt. For ad-
dress matching, we used the common Visa/MasterCard
Address Verification System (AVS) predicate, which re-
lies on street number and ZIP code only. Both names and
email address matches were case insensitive, and we al-
lowed first and last names to be transposed.

Demographics. Our analysis relies on customer demo-
graphic data consisting of the customer’s country or U.S.
ZIP code, as well as their self-reported age and sex. The
country and ZIP code are necessary for proper order ful-
fillment, and therefore are generally reliable. However,
customers optionally provide age and sex data when or-
dering, so it is not always present and it is subject to
misreporting. Only 41% of GlavMed orders and 38% of
Spamlt orders included this information, and we cannot
validate it since customers could easily dissemble. In-
deed, we found that a larger than expected number of
users reported birth dates of January 1, February 2, and
so on (these being some of the easiest dates to report via
the interface). However, these anomalies are a small mi-
nority and we proceed under the assumption that the data
is generally correct (eliminating these cases does not sub-
stantively change the results reported in Section 5.1.3).

4.1.2 Affiliates

As with customers, affiliate records also require de-
duplication. However, here the duplication is not a mere
artifact of the interface, but is frequently an intentional
action. Affiliates frequently register under multiple iden-
tities, either to modulate their perceived earnings (affili-
ate programs commonly provide “top” lists showing the
affiliates with the highest earned commissions) or to gain

4This frustration was well captured by the many regular expres-
sions in the operators’ customer blacklist, e.g., (. *)SP (A+)M(.*) and
(.*x)F(U+)CK(.%).

access to additional referral commissions that are pro-
vided on sales generated by new affiliates referred into
the program.> To address these issues, we de-duplicate
affiliates as follows. For all affiliates with over $200 in
revenue we link those who share an email address, ICQ
number® or “identified commission payments”. We con-
sidered a commission payment to be identified if it rep-
resents over 75% of an affiliate’s revenue and includes
unique payment account information (such as a Web-
Money, Fethard Finance, or ePassporte account or an
identified GlavMed payment card). The notion of identi-
fied payments was necessary to avoid incorrectly associ-
ating affiliates who use the commission payments system
to pay third parties (e.g., by asking for small payouts to
a third-party WebMoney purse).

4.1.3 Transaction Outcomes

In the GlavMed and Spamlt data sets, each customer
sales record in turn drives the creation of one or more
transaction records which reflect an attempt to transfer
money to or from a customer (as identified by a credit
card or Automated Clearing House (ACH) identifier) via
a third-party payment service provider. When a trans-
action is successful the response_status field in this
record is zero (we validated these semantics by exam-
ining both raw payment processing error messages and
associated SQL triggers in the databases).

However, for a host of reasons transactions are fre-
quently declined. Indeed, over 25% of all transaction at-
tempts decline in both the GlavMed and Spamlt data sets.
In these cases, new transactions may be generated, pos-
sibly using different payment service providers. In some
cases, large order amounts are billed into two smaller
transactions. Overall, 91% of sales are able to complete
a payment transaction.

Finally, a transaction may be refunded, either par-
tially or fully. An additional complexity arises from cur-
rency conversion because customer payments are inter-
nally valued in U.S. Dollars, but can arrive in Euros,
Pounds and several other currencies. When refunds ar-
rive in native currency, we locate the original transaction
and calculate the dollar refund value on a pro-rated ba-
sis against the original value in the native currency. All
revenue numbers reported in the analysis refer to the total
amount billed, before any refunds against the transaction.
Refunds are shown separately in Table 3.

Note that having this ground truth data allows us to
calibrate biases in previous methods for estimating rev-
enue. In particular, we revisit our “purchase pair” tech-

3 As an incentive to attract affiliates, program sponsors will typically
offer their affiliates a 5% commission on the future sales of any new
affiliate they bring into the program.

6ICQ is one of the oldest widely-deployed IM chat systems, and is
very popular in Russia and CIS states.



nique that infers order turnover via customer order num-
ber advancement and then conservatively estimates the
average order size to gauge overall revenue [9]. Across
four years, we find that a significant number of order
numbers never appear in the database due to either fil-
tering for customer fraud or shopping cart abandonment
(between 13-28% for Spamlt and 7-17% for GlavMed).
The lower number of absent orders for GlavMed is likely
because the search engine vector used by its affiliates
generates less antipathy among consumers. In both cases,
8—12% of the orders that do appear in the database are
ultimately declined and do not ship. Consequently, true
turnover is between 8% (low of GlavMed) and 35% (high
of Spamlt) less than predicted by the “purchase pair”
technique. However, since the average successful order
size is between $115 (GlavMed) and $135 (Spamlt),
revenue estimates basd on an average sale of $100 are
roughly in-line with true revenue (within 6% overall for
GlavMed and 13% overall for Spamlt).

4.2 RX-Promotion

Our third data set concerning transactions from the
RX-Promotion program is far more limited. It only cov-
ers a single year of data from January to December of
2010, consisting of a single extracted view summarizing
each sale during the period made by U.S. customers. In
addition, roughly one week of data is missing (around
the last week of April 2010). Consequently, this trans-
actional data will strictly understate the turnover from
RX-Promotion.’

Each sales record includes information about the cus-
tomer (name only), the status of the order, its contents,
the total price as well the amount paid to the supplier,
shipper and the affiliate who generated the sale. Our anal-
ysis includes only orders with the status value “shipped”,
which make up 77% of all sales records (“declined” was
the next largest category at 14%).

Since the RX-Promotion data set does not include
crisp customer identifiers, we use two approximations for
identifying multiple orders belonging to the same cus-
tomer. The conservative approximation of 69,446 cus-
tomers only links sales records together if a customer
explicitly logs into the site using a previously assigned
customer ID. However, we note that this measure strictly
overestimates the number of customers since many users
prefer to place subsequent orders by entering in their in-
formation again. Alternatively, one can group customers
that share the same first and last name (normalized for

7Based on our measurements of both the GlavMed and SpamIt data
sets, our own previous study of the Eva Pharmacy program [9], and in-
ference from the RX-Promotion metadata, we are confident that U.S.
customers represent between 75% and 85% of total turnover. In ad-
dition, the missing week of data from April should cause our data to
underestimate annual orders by an additional 2%.
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Figure 1: Weekly sales volume for each of the programs.

capitalization), resulting in 59,769 customers. This ap-
proach will accurately capture multiple orders from the
same user, but at the expense of potentially aliasing users
who happen to share the same first and last names. Thus,
the true number of unique customers is likely between
the two estimates, but to avoid aliasing issues we use the
larger conservative estimate in our analyses.

Finally, we also make use of seven months of over-
lapping metadata that includes detailed spreadsheets ac-
counting for month-by-month costs and cash flow. This
data does not have any of the previous limitations and
captures the financial performance of the program pre-
cisely and in its entirety.

5 Analysis

Using these data sets, we now provide a detailed assess-
ment of the affiliate program business model. From the
standpoint of the program sponsor, we consider four key
aspects of the business enterprise in turn: customers, af-
filiate advertisers, costs and payment processing.

5.1 Customers

Neither online pharmacies nor their advertisers generate
capital on their own. These activities thrive only because
they exploit latent customer demand for the products on
offer. It is this customer purchasing that drives the entire
ecosystem and thus this is where we begin: how many
purchases, for what, by whom and, perhaps, why?
Overall, as shown in Table 1, 584,199 unique cus-
tomers placed orders via GlavMed during the measure-
ment period and 535,365 placed orders via Spamlt; of
these approximately 130K appear in both. RX-Promotion
is a smaller program and covers a shorter time period,
with somewhere between 59,769 and 69,446 distinct cus-
tomers placing orders. In turn these customers gener-
ated almost 1.5M orders, varying from week to week as
shown in Figure 1. Note that the spike in May 2007 for
GlavMed is an artifact corresponding to the short period
after GlavMed had purchased Spamlt, but before they
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Figure 2: Cumulative number of new customers.

had forked the databases in June 2007 (Section 4.1). Af-
ter the fork, GlavMed has very steady growth in orders
until mid-2009, even surpassing Spamlt, and then starts
to decline. Orders to Spamlt plateau for 2008—-2009, sim-
ilarly declining in mid-2009.% RX-Promotion order vol-
umes are considerably more dynamic, for reasons we
will explain later, with totals varying between 1-2 thou-
sand per week across the year of data.

5.1.1 First-time Customers

However, these million plus customers and their pur-
chases do not necessarily constitute the entirety of this
market, but only the portion that has been serviced to
date by these particular programs. This raises the ques-
tion: How saturated is the market for counterfeit pharma-
ceuticals? To evaluate this, Figure 2 shows the cumula-
tive number of unique customers seen in each program
per week over the measurement period. Thus, changes in
slope indicate changes in the rate of new customer ac-
quisition. From these trends it is clear that that the affil-
iate programs are attracting new customers at a steady
rate over time, and that the market does not appear
to be saturating at all. In particular, sister programs
GlavMed and Spamlt attract new customers at nearly the
same rate (3,367/week and 3,569/week on average) while
RX-Promotion, a smaller program, attracts customers at
a slower, but still constant rate (1,429/week on average).
The stability of this growth over time provides some ex-
planation for why spammers continue to blast email in-
discriminately to all Internet users over time: they are
still mining a rich vein of latent customer demand.

8This decline undoubtedly has many roots including increasing
pressure that mounted on Spamlt due to its high visibility (e.g., the
principal owner of SpamlIt was identified by Russian Newsweek as the
World’s Biggest Spammer), shutdowns of large botnets operating as af-
filiates (e.g., the MegaD botnet, which we observed spamming for sites
associated with Spamlt affiliate “docent”, ceased operating in Novem-
ber of 2009), and inter-program competition (e.g., starting in 2010,
we see a roughly 15% reduction in the number of active affiliates in
the Spamlt program and we witness one large affiliate, “anonymouse”,
leaving SpamIt and moving to RX-Promotion during this period).

5.1.2 Repeat Customers

New customers, however, are not the whole story. The
graphs in Figure 3 show total program revenue per week
broken down into two components: revenues from first-
time customers and revenue from repeat orders from ex-
isting customers. What we see is that repeat orders are an
important part of the business, constituting 27% and 38%
of average program revenue for GlavMed and Spamlt,
respectively. For RX-Promotion revenue from repeat or-
ders is between 9% and 23% of overall revenue.

Overall, revenue from repeat customers steadily in-
creases over the years for GlavMed and Spamlt, and
holds steady even when orders and overall revenue de-
cline in mid-2009. The situation is more dynamic for
RX-Promotion with a pronounced dip in program rev-
enue in the middle of 2010 that impacts new and repeat
customers both. This dip corresponds to the period when
RX-Promotion lost its payment processing services for
scheduled drugs.® Indeed, if we only consider the period
after August 2nd, repeat order revenue averages between
12% and 32%.

This data highlights a counterpoint to the conventional
wisdom that online pharmacies are pure scams: simply
taking credit cards and either never providing goods or
providing goods of no quality. Were this hypothesis true,
we would not expect to see repeat purchases—clear signs
of customer satisfaction—in such numbers. Anecdotally,
we have placed several hundred such orders ourselves
and, while we cannot speak to the quality of the products
we received, we have almost always received a product
in return for our payment [9, 14].

5.1.3 Product Demand

Beyond measuring overall demand, we are particularly
interested in determining what makes up this demand:
which drugs are being purchased, and does this provide
clues about why this market is preferred.

In an effort to reach all customer niches, each of the
programs carries thousands of products. To reason about
this multitude of drugs, we classified the bulk of the
products into broad categories based on our best assess-
ment (necessarily subjective) of the drug’s use: erectile
dysfunction, pain/inflammation, male enhancement (not
ED), mental health, sleep, obesity and other.

Using this classification, customer demand for spe-
cific kinds of drugs in the different programs is striking.
As with the previous time series graphs, Figure 4 shows
weekly revenue for the three affiliate programs over time,

9 Associated metadata suggests that RX-Promotion’s payment ser-
vice provider (PSP) had arranged for merchant accounts at an Icelandic
bank to be used for RX-Promotion controlled drug payments. However,
on May 10th 2010, a complaint by Visa caused the bank to shut down
these accounts and thus processing for controlled substances was cur-
tailed until August 2nd when the PSP established new accounts for this
purpose with Azeri banks.
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Figure 4: Weekly order revenue shown by drug type.

but here each of the top five revenue-earning drug cat-
egories is colored distinctly. For GlavMed and Spamlt,
the jokes about spam are spot on: “erectile dysfunction”
(ED) purchases dominate their revenue. Customers do
purchase other notable drugs, but they represent a small
fraction of revenue over time for these programs.

In contrast, revenue from pain/inflammation or-
ders matches revenue from ED in RX-Promotion.
RX-Promotion has a markedly different formulary from
GlavMed and Spamlt, prominently offering products
that GlavMed and Spamlt do not sell. Specifically,
these include scheduled drugs for pain (Oxycodone, Hy-
drocodone, Vicodin, etc.), mental health (Adderal, Ri-
talin, etc.), and sleep (Valium, etc.), all of which have
high abuse potential. !

These examples suggest that there may in fact be a
range of distinct reasons why different drugs are popu-
lar via this medium. Table 2 summarizes order volume
and program revenue for different groups of drugs sold to
customers by the three affiliate programs. Here we merge
our original set of categories into three groups that cor-
respond to different customer motivations for purchas-
ing drugs. The first group includes erectile dysfunction
(ED), male enhancement, and related products (includ-
ing fakes such as “Herbal Viagra”). These drugs, some-

10The Controlled Substances Act in the U.S. defines five drug
“schedules”, or classifications, according to various criteria such as po-
tential for abuse. Scheduled drugs require prescriptions and have heavy
financial and/or criminal penalties for illegal sale.

times called “lifestyle” drugs, do not address chronic or
acute illness. While they are relatively easy to obtain
under prescription, seekers may prefer the online chan-
nel for reasons of embarrassment or price.!! The sec-
ond group includes drugs that have the potential to be
seriously abused, and includes addictive drugs such as
opiates, depressants, stimulants, etc. For many of these
drugs, customers run substantial legal risk in purchasing
them without prescription, and presumably run this risk
because of a strong desire or need. The third group in-
cludes drugs for treating chronic or acute illnesses. Since
these drugs carry no strong abuse risk, nor represent a
clear cause for social discomfort, we presume that their
purchase is motivated by economics: lower direct drug
costs (which can be substantial) and the absence of indi-
rect costs (for a doctor’s visit). In each category, the table
also lists the top categories or specific products.
Reflecting Figure 4, the ED group dominates items
ordered and revenue to the program, particularly for
GlavMed and Spamlt. For RX-Promotion, though, drugs
with the potential for abuse are high-revenue or-
ders. Although they comprise just 14% of orders for

"'The per-item drug price offered by such programs is frequently
less than 20% of that offered by legitimate retailers. For example, the
median price for 10 tablets of 100mg Sildenafil Citrate was $42.57 on
GlavMed and $23.40 at RX-Promotion. By contrast, according to data
at drugs. com, legitimate brand Viagra in the same amount sells for
$193.99. Note that these prices do not account for shipping, which can
add $15 to $30 per order.



GlavMed Spamlt RX-Promotion
Product Orders Revenue Orders Revenue Orders Revenue
ED and Related 580K (73%) $55M (75%) 670K (79%) $70M (82%) 58K (72%) $5.3M (51%)
Viagra 300K (38%) $28M (38%) 290K (34%) $31M (36%) 33K (41%) $2.7M (27%)
Cialis 180K (23%) $19M (26%) 190K (22%) $23M (27%) 18K (22%) $1.9M (19%)
Combo Packs 49K (6.1%) $3.9M (5.4%) 110K (14%) $8.4M (9.8%) 5100 (6.4%) $350K (3.4%)
Levitra 32K (4.1%) $3.2M (4.4%) 35K (4.2%) $3.9M (4.5%) 1200 (1.5%) $150K (1.5%)
Abuse Potential 48K (6.1%) $4.5M (6.1%) 64K (7.6%) $6.2M (7.3%) 11K (14%) $3.3M (32%)
Painkillers 29K (3.7%) $2.4M (3.3%) 53K (6.3%) $4.7M (5.5%) 10K (13%) $3.0M (29%)
Opiates — — — — 8000 (10%) $2.7M (26%)
Soma/Ultram/Tramadol 20K (2.5%) $1.8M (2.4%) 46K (5.5%) $4.1M (4.8%) 1000 (1.3%) $150K (1.5%)
Chronic Conditions 120K (15%) $9.5M (13%) 64K (7.6%) $5.2M (6.1%) 8500 (11%) $1.3M (13%)
Mental Health 23K 2.9%) $2.1M 2.9%) 16K (1.9%) $1.4M (1.7%) 6000 (7.4%) $1.1M (11%)
Antibiotics 25K (3.2%) $2.1M (2.9%) 16K (1.9%) $1.4m (1.6%) 1300 (1.6%) $97K (0.9%)
Heart and Related 12K (1.5%) $770K (1.1%) 9700 (1.2%) $630K (0.7%) 390 (0.5%) $35K (0.3%)
Uncategorized 48K (6.0%) $4.0M (5.5%) 47K (5.6%) $3.9M (4.6%) 2400 (3.0%) $430K (4.2%)

Table 2: Product popularity in each of the three programs. Product groupings and categories are in italics; individual brands are
without italics. Opiates are a further subcategory of Painkillers, and include Oxycodone, Hydrocodone, Vicodin, and Percocet.

RX-Promotion, they account for nearly a third of pro-
gram revenue, with the Schedule-II opiates—only avail-
able at RX-Promotion—accounting for a quarter of rev-
enue. Indeed, during the period when RX-Promotion had
working credit card processing for controlled meds, sales
of Schedule II, IIT and IV drugs produced 48% of all rev-
enue! The fact that such drugs are over-represented in re-
peat orders as well (roughly 50% more prevalent in both
RX-Promotion and, for drugs like Soma and Tramdol, in
Spamlt) reinforces the hypothesis that abuse may be a
substantial driver for this component of demand.

5.1.4 Demographics

Although ED drugs account for the majority of business
for affiliate programs, focusing on the remaining prod-
ucts reveals remarkably pronounced age and sex trends
among customers.

Focusing on customers reporting age and sex infor-
mation, Figure 5 shows the percentage of all items or-
dered as a function of age, sex, and detailed product cat-
egory for GlavMed and Spamlt (excluding ED products,
as they would overwhelm the graph). The left half of
each graph shows results for women, and the right half
shows results for men. The y-axis is the self-reported age
of customers, and the x-axis is the percent of all items
these customers ordered. For each age the graphs show
stacked horizontal bars, with segments for the top ten
non-ED product categories.

Both age and sex purchasing patterns emerge from
this visualization. For example, male GlavMed cus-
tomers in Figure 5(a) purchase male pattern baldness
products (peaking between ages 20-30) and male en-
hancement products (peak 45-50), while women pre-
dominantly purchase obesity (peak 40—45) and reproduc-

tive health products (peak 25-30).12 Mental health and
pain/inflammation products are roughly equally popular
for men and women, with an older age bias for men.

In contrast to GlavMed, just a few categories predomi-
nate for Spamlt in Figure 5(b): pain/inflammation, infec-
tion, and mental health for both men and women, male
enhancement for men. Other categories more popular in
GlavMed, such as acne and male pattern baldness, are
smaller. One explanation is that the differences in prod-
uct popularity correlates with the vector used to adver-
tise the different affiliate programs. Since GlavMed is
more likely to be involved in search engine optimiza-
tion (SEO) oriented advertising, they have an opportu-
nity to target narrower markets (e.g., by manipulating
search results for keywords correlated with specific prod-
uct categories). By contrast, spam is an indiscriminate
advertising medium and customers clicking on spam-
advertised links are predominantly taken to storefronts
advertising ED products. Thus, for these customers to
buy other products would require additional initiative to
search within the site.

5.1.5 Geography

While both affiliate programs are located in Russia, most
of their customers are not. Based on customer ship-
ping addresses, we can determine that, across GlavMed
and Spamlt programs, customers from the United States
dominate at 75% of orders, with Canada, Australia, and
populous countries in Western Europe following in sin-
gle digits. Emphatically, Western money fuels these af-

2Interestingly, male customers also purchase the estrogen drug Clo-
mid, which we have come to understand may be explained by body
builders who commonly abuse the drug to counter some of the side-
effects of steroids.



| - Male Enhancement
r Heart

Infection

Obesity

ctive Health
1

% Items

(a) GlavMed

% Items

al T,
Nerntal Health  Mental Health
ale Pattern Baldness

Age
Hormones {85 Hormones
1801 Heart
Obesity

Pain ]

—
Male Pattern Baldness
Acne

T 1
1
% ltems % ltems

(b) Spamlt

Figure 5: Items purchased separated into product category and customer age. The left half of each graph show orders from women,
and the right half shows orders from men. Customers restricted to those who self-report age and sex.

filiate programs with the U.S., Europe, Canada and Aus-
tralia constituting 97% of all orders, consistent with the
breakdown previously observed in [9].13

5.2 Affiliates

While customer purchasing drives the online pharmaceu-
tical ecosystem, affiliates are the ones who attract and
deliver the customers—and their money—to the online
pharmacies. Affiliates operate by commission, receiving
a significant fraction (typically 30-40%) of each cus-
tomer purchase that reflects the substantial risk they as-
sume in their aggressive advertising activities. Next we
analyze the role affiliates play in making online pharma-
ceutical programs successful as a business.

As discussed in Section 4.1.1, we merge separate ac-
counts in the GlavMed and Spamlt databases that belong
to the same affiliate. After account merging, during the
2007-2010 measurement period 1,037 affiliates were ac-
tive in GlavMed and 305 in Spamlt. Lacking detailed ac-
count profile information in RX-Promotion, we consider
each account a separate affiliate. With this assumption,
during the smaller one-year period for RX-Promotion
415 affiliates were active.

5.2.1 Program Revenue

GlavMed and RX-Promotion are open affiliate programs,
and as such they actively advertise and recruit new affil-
iates to join their programs (with the public advertising
focused on SEO-based advertising vectors). Spamlt, on

3This previous study also identified substantive differences in the
make-up of drugs purchased in the U.S. vs. other Western countries
(with U.S. customers driving a disproportionate fraction of demand for
non-ED meds). While we still observe this pattern in the SpamlIt data
(with the fraction of non-ED meds in U.S. customer orders being 3.8 x
larger than for Europe and Canada), it is absent in GlavMed customers,
suggesting that the advertising vector plays a key role in this effect.
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Figure 6: Distribution of affiliate contributions to total program
revenue for each program.

the other hand, is a closed program—focused specifically
on email spam—where affiliates join by invitation (Sec-
tion 4.1). These models influence the kinds of affiliates
in a program, the impact they have on generating revenue
for a program, as well as the commissions they earn.
Although the programs contain hundreds to thousands
of affiliates, most affiliates contribute little to the over-
all revenue of the programs. Figure 6 shows the CDFs
of affiliate contributions to total program revenue for the
three affiliate programs. The x-axis is the percent of af-
filiates, sorted from highest to lowest revenue they gen-
erate for the program, and the y-axis is the percent of
total program revenue. The graph shows that just 10% of
the highest-revenue affiliates account for 75-90% of total
program revenue across the three affiliate programs; for
GlavMed and RX-Promotion in particular, the remaining
90% of affiliates bring in just 10—15% of total revenue.
In the end, the most important affiliates for a program
are just a small fraction of all affiliates. From a business
perspective, programs can focus their attention and en-
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Figure 7: Cumulative contribution of new affiliates over time to
the three-year total program revenue. Each week adds the con-
tribution to total program revenue made by the new affiliates

that appear that week.

ergy on the top performing affiliates. Alternatively, from
an intervention perspective, undermining the activities of
just a handful of affiliates would have a considerable af-
fect on a program’s bottom line: undermining the top 3—
10 affiliates would impact 25-40% of program revenue.
Moreover, there is evidence that these high-revenue
affiliates are not simply lucky, but represent the best-
established and experienced advertisers. Figure 7 shows
that it is the oldest affiliates who contribute most to
weekly program revenue on an ongoing basis. For both
programs, the curves show the cumulative contribution
to total program revenue over time for new affiliates.
For the new affiliates that appear each week, we incre-
ment a running sum with the total revenue those affili-
ates generate for the program—revenue generated from
the moment they join until the end of the measurement
period. For instance, the affiliates that generate revenue
in the first week account for nearly 10% of all revenue
for the entire three years of business. The dashed lines
show the contributions to total revenue by affiliates that
have joined on year intervals, emphasizing that the older
affiliates are important for generating revenue over time.
The affiliates that have appeared by the start of 2008 to-
gether have contributed to 53% and 69% of the total pro-
gram revenue at the end of April 2010 for GlavMed and
Spamlt, respectively. The young affiliates that join after
2009, though, contribute less than 10% of total revenue.

5.2.2 Affiliate Commissions

Since only a small fraction of affiliates account for much
of the business, many affiliates earn small commissions.
Indeed, the median annualized affiliate commissions for
GlavMed, Spamlt, and RX-Promotion are just $292,
$3,320, and $428, respectively. This skew dovetails with
suggestions that spam-based advertising may be a labor
“lemon market” [5]. On the other hand, the most success-
ful affiliates are able to derive substantial income through
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their advertising. Indeed, the top five affiliates were able
to earn over $1M for themselves in a twelve-month pe-
riod (and a dozen exceeded $500K).'* Virtually all of
these earnings result from sales commissions with only
a minor share deriving from referral commissions (i.e.,
referral commissions are not a major source of income).

Figure 8 reveals a more nuanced picture of affiliate
commissions. For each program, the graph shows a PDF
of annualized commissions across all affiliates: the x-axis
is the annualized commission earned by an affiliate, and
the y-axis is the fraction of all affiliates that earned a
given commission. We calculate the commission for an
affiliate using the total customer sales linked to the af-
filiate multiplied by the commission rate of the affiliate,
plus any referral commissions. Sales commission rates
range from 15-45%, with 30-40% being the most com-
mon (generally high-revenue affiliates receive the high-
est commission rates).!> The “dots” on the PDFs denote
the median annualized commissions for that program.

For the open programs GlavMed and RX-Promotion,
the majority of affiliates earn very low annualized com-
missions. The peaks of the PDFs range between $20-
$200 a year for GlavMed, and $20-$2,000 a year for
RX-Promotion. The closed program Spamlt, however,
shows a bimodal distribution, with a mass of “poor” af-
filiates earning small commissions (mode around $500)
and another mass of “rich” affiliates earning large com-
missions (mode around $30,000), but still with many af-
filiates earning over $100,000 a year.

As another perspective, on an ongoing basis the ac-
tive affiliates in Spamlt, a closed program, each gen-
erate three times more revenue than active affiliates in

4Note that Figure 8 does not involve extrapolating, but is based on
taking the best four consecutive quarter’s earnings for each affiliate and
thus gains accuracy at the potential expense of right-censoring.

5Note that not all programs reward commissions uniformly over all
drugs. For example, RX-Promotion typically discounts commissions
by 10% on controlled drugs, so an affiliate receiving 40% on the sale
of Viagra may only receive 30% on the sale of Oxycodone.
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GlavMed and RX-Promotion, both open programs. Fig-
ure 9 shows the average weekly revenue generated by
active affiliates. For each week, we total the revenue
generated by the affiliates that were active in attracting
customers that week, and divide by the number of ac-
tive affiliates. This metric is surprisingly stable over time
and strongly correlates with the nature of the affiliate
program. In both GlavMed and RX-Promotion, the av-
erage weekly revenue per affiliate is around $2,000. In
Spamlt, though, the average weekly revenue per affili-
ate ranges between $5,000-$7,000. Open programs fo-
cus on increasing the total number of affiliates, but the
vast majority have little impact on total revenue. Instead,
by focusing on quality affiliates, the closed nature of the
Spamlt program is much more effective at attracting pro-
ductive affiliates and avoiding unproductive ones.

Focusing only on these most productive affiliates, we
would intuitively expect them to also be the operators of
the largest spamming botnets. However, even a cursory
examination of the data shows that there is considerable
more complexity at work. For example, while the oper-
ators of the prodigious Rustock botnet (cosma2k, bird,
and advl) indeed receive large commission payments
(over $1.9M), botnet operators do not appear to dominate
the top earners. Indeed, two of the largest botnet opera-
tors, docent (operator of MegaD) and severa (operator of
Storm and Waledac) only received modest payments of
$308K and $169K, respectively, for directly advertising
Spamlt sites.'®

There are a number of potential reasons for these re-
sults. First, we are only privy to sales for these par-
ticular affiliate programs and thus, if a botnet devotes
much of its resources to another program, those earnings
are outside our analysis. Moreover, while some botnets
are largely monopolized by their owners, in many other
cases the botnets are rented to provide service for third

16We identify botnet operators through metadata, documented more
fully in the many articles in the “PharmaWars” series [10], and corrob-
orated based on which affiliates receive money for domains known to
be advertised via particular botnets.
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parties. For example, the second most profitable affili-
ate, scorrp2, earned close to $3M while advertising do-
mains that we witnessed emerging from a range of bot-
nets including MegaD, Cutwail and Xarvester. Adding to
the confusion, in a number of cases botnet code is sold
between parties and, thus, what some researchers may
identify as a single botnet may in fact reflect multiple
distinct infrastructures. Finally, we also note spamming
is not the only profitable advertising vector. Indeed, the
largest overall earner, webplanet, appears to have earned
$4.6M using Web-based advertising instead. Fully unrav-
eling the complexities of these relationships and why cer-
tain affiliates are more successful than others remains an
open question.

5.3 Costs

Affiliate programs operate a complex business. As such,
they have a range of costs and overheads to cover and
only a fraction of their revenue translates to profit. Using
a combination of transactional and metadata, we next re-
construct both direct and indirect costs for the programs.
We also explore in more detail the cost structure of ful-
fillment (drug markup and shipping).

5.3.1 Direct Costs and Gross Margin

Direct costs are costs attributable to individual sales.
While advertising is normally considered an indirect
cost, affiliate programs pay for advertising as a direct
cost of a sale, so we consider affiliate commissions to
be a direct cost in this context. In addition, direct costs
include the supplier costs for the products themselves,
shipping them to customers, the fees charged by banks
and credit card processors for processing customer credit
card transactions, and customer refunds.

However, of these quantities only commissions are
completely unambiguously encoded across all transac-
tional data sets; RX-Promotion also includes a measure
of the supplier cost and a field indicating the type of ship-
ping (from which the shipping cost can be reverse engi-
neered). The situation with GlavMed and Spamlt is more
complex. Starting on August 8, 2008 both databases in-
clude fine-grained information about shipping and sup-
ply cost for each order. For periods before this, we are
forced to extrapolate. Refunds can be calculated directly
in the SpamlIt and GlavMed data sets; for RX-Promotion,
we infer refunds based on orders with a cancelled sta-
tus. Finally, processing charges can vary among pay-
ment processors, currencies, card brands and over time.
However, in examining a large number of recorded fees
(found in the chatlogs) over the full period these fees
range between 7-12% in practice, so as an approxima-
tion we use 10%.

Putting this data together, Table 3 itemizes the gross
revenue and direct cost breakdown for GlavMed and



GlavMed & Spamlt

RX-Promotion

2007 2008 2009 2010 2010
Gross revenue $27.3m $60.1M $67.7M $18.0M $12.8M
Direct costs $17.2M (63.1%) $42.9Mm (71.4%) $45.6M (67.3%) $12.1M (67.1%) $9.9M (77.1%)
Commissions $7.9M (28.9%) $23.0M (38.3%) $24.9M (36.8%) $6.6M (36.7%) $3.9M (30.2%)
Suppliers (goods)* $1.9m (7%) $4.3M (7.2%) $4.2M (6.2%) $1.1M (6.1%) $1.0M (7.6%)
Suppliers (shipping)b $3.1M (11.4%) $7.6M (12.6%) $7.8M (11.5%) $2.1M (11.7%) $1.5M (11.5%)
Processing® $2.7M (10%) $6.0M (10%) $6.8M (10%) $1.8M (10%) $1.3M (10%)
Refunds $1.6M (5.9%) $2.0M (3.3%) $1.9M (2.8%) $0.5M (2.6%) $1.0M (7.8%)
Gross margin $10.1M  (36.9%) $17.2M (28.6%) $22.1M (32.7%) $5.9M (32.9%) $2.9M (22.9%)

¢ Average supplier costs used to estimate missing supplier costs for 35% of goods.
b Average shipping costs used to estimate missing shipping costs for 60% of orders.

¢ Processor costs range between 7% and 11% of sales revenue.

Table 3: Gross revenue, direct costs and resulting gross margin for the GlavMed and SpamlIt programs combined.

Spamlt (combined) and RX-Promotion on a yearly ba-
sis. Not surprisingly (given average affiliate commissions
of 30—40%) direct costs consume the majority of rev-
enue. Note that, due to holdback charges, the gross mar-
gin number likely overstates cash flow by around 10%,
and may in fact overstate revenue as well (if holdback
charges are not released). Payment processors comport-
ing with “high risk” merchants such as these univer-
sally hold back a portion of net proceeds to handle fu-
ture chargebacks and fines. From examining the logs,
a 10% holdback of up to 180 days is common and, in
reviewing discussions about holdbacks, the operators of
GlavMed/Spamlt routinely operate under the assumption
that this money may never be made available.

5.3.2 Indirect Costs and Net Revenue

Indirect costs are costs that are not generally attributable
to individual sales. For online pharmacies, indirect costs
are incurred for marketing (i.e., advertising the affiliate
program on popular blogs and forums to attract new affil-
iates), for IT (i.e., registering domains for affiliates to use
in URLs that link to storefront pages, as well as server
and hosting costs), for administrative costs (i.e., staff
salaries), customer service, bank fines and “lobbying”.
By also calculating indirect costs, we can then estimate a
program’s net profit—its proverbial “bottom line.”

However, indirect costs are difficult to extract from
transaction data since they are necessarily indirect. Thus,
for this analysis we focus in particular on RX-Promotion
for which we have highly detailed metadata comprising
the raw monthly balance sheets (in spreadsheet form)
for seven months of revenue. The full spreadsheet is too
large to reproduce here, but we have extracted the equiv-
alent direct costs that we calculated from transactional
data in Table 3, and aggregated indirect costs in key ar-
eas. We summarize the resulting balance sheet in Table 4,
reflecting seven months of revenue between March and
September in 2010.

The direct costs taken from the balance sheet data
are highly similar to the transactional equivalents, dif-
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RX-Promotion
March — September 2010

Gross revenue $7.8m
Direct costs $5.5M (70.8%)
Commissions $3M (38.1%)
Suppliers® $1.4Mm (17.6%)
Processing $1M (13.2%)
Other direct $148.3k (1.9%)
Indirect costs $1004K (12.8%)
Administrative $197K (2.5%)
Customer service $124K (1.6%)
Fines $107K (1.4%)
IT expenses $202K (2.6%)
Domains $114K (1.5%)
Servers, hosting $66K (0.8%)
Selling expenses $315k (4%)
Marketing $105k (1.3%)
Lobbying $157k (2%)
Other indirect $134K (1.7%)
Net revenue $1.3m (16.3%)

¢ Costs of goods and shipping are combined.

Table 4: Balance sheet for RX-Promotion detailing
indirect costs.

fering primarily due to differences in the make-up of
commission tiers during this seven-month period and the
greater precision available for payment processing over-
heads. Overall indirect costs represent almost 13% of
gross, split among a range of different overheads. Note
that the $157K lobbying charge is concentrated in two
large payments which may be related to conflict between
RX-Promotion and GlavMed/Spamlt. Overall, the net
revenue for this period—the profit returned to the affil-
iate program owners—is just 16.3% of gross revenue.
This value is not uniform from month to month, how-
ever. For example, during the period when processing
for controlled drugs was lost, RX-Promotion simultane-
ously lost revenue, incurred large fines, and had to pay
greater average commissions (since the commissions for
controlled drugs were discounted 10%) leading to a net



loss for at least one month. By contrast, during the very
best month (September) net revenue exceeds 30%.

We do not have equivalent indirect cost data for
GlavMed or Spamlt, but we are able to infer a subset
of these overheads. The operators used a special affiliate
(affiliate_id value 20) to manage the working capital
of each. The Affiliate 20 account received referral com-
missions from all affiliates who did not have a referring
affiliate designated explicitly. During the measurement
period, Affiliate 20 earned $2.7M. Operating expendi-
tures, as well as some affiliate payouts, were deducted
from this account.

Starting May 2009, the comment field of each pay-
out began including a short description of the payment.
A payment for a banner advertisement (recruiting affili-
ates), for example, would be listed as described as “ban-
ner GM - gofuckbiz.com”. Although free-form, the com-
ment text typically used a small number of phrases. Us-
ing a manually generated list of regular expressions, we
identified several indirect costs during the period from
May 2009 to April 2010. These costs include marketing
($153K, 0.2% of revenue), domain purchasing ($511K,
0.8% of revenue) and servers/hosting ($247K, 0.4% of
revenue). Interestingly, it appears that marketing and
servers/hosting are similar costs between the two pro-
grams (suggesting they are largely fixed costs) but do-
main purchasing appears to track revenue (presumably
since greater advertising volume requires more domain
turnover due to blacklisting).

Finally, we also have anecdotal data in the form of
chat logs between the lead operator and the owner of
GlavMed/Spamlt. These logs state that overall net rev-
enue fluctuated between 10% and 20%, agreeing struc-
turally with the RX-Promotion data.

Thus, we believe that 10-20% is likely to reflect a typ-
ical net revenue for successful pharmaceutical programs.
While this is smaller on an earnings-per-sale basis than
the commissions awarded to individual affiliates, it is
a more profitable enterprise when the affiliate program
is successful. For example, the largest Spamlt affiliate
might make $2M in a year, but in that same year the pro-
gram itself is likely to clear over $10M in profit.

5.3.3 Markup

After commissions, supply costs for the programs are
one of the largest expenses. Using the categories from
Figure 2, ED contains by far the most popular products
purchased, and also has the highest markups of more than
15 to 20 times the supply cost. The average markup of
Viagra in GlavMed and Spamlt, for instance, translates
to a customer price 25 times cost. Markups in the Abuse
and Chronic categories are considerably smaller, ranging
between 5-8 times supply cost. Interestingly, the ship-
ping cost is a loss leader for GlavMed/Spamlt since they
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charge a flat fee per order (orders with more than one
item result in supplier shipping costs higher than col-
lected shipping fees) and offer free shipping for orders
over $200. In fact, for the orders for which we have fine-
grained product and shipping cost data, the supplier costs
of delivering the drugs (8.5M) actually exceeded the costs
of the drugs delivered.

5.4 Payment Processing

Finally, affiliate programs must arrange for reliable pro-
cessing of customer payments. In a sense, obtaining re-
liable payment processing services may be the most im-
portant function of the affiliate program, since it is the
only mechanism by which all other efforts can be mone-
tized. Previously, our group identified that a small num-
ber of banks were critical to virtually all online pharma-
ceutical sales [14]. However, the means by which those
banks were accessed has never been well documented.

In fact, in the “high-risk” payment market, merchant
processing is frequently handled by independent Pay-
ment Service Providers (PSPs) who manage the rela-
tionships with acquiring banks and provide Web-based
payment gateway services to clients.!” While users of
these services may have a contractual relationship with
the bank, in other cases PSPs may “front” their own
merchant accounts on behalf of their clients (a form of
identity laundering called “factoring” and typically dis-
allowed by card association rules). Merchants in turn can
mitigate some of their own risk by working with multi-
ple providers; this strategy not only provides redundancy,
but each provider may place limits on transaction vol-
umes (e.g., to fit within the underwriting risk limits on
their overall merchant portfolio) and may have different
services they are willing to offer (e.g., MC, Visa, Amex,
eCheck, etc.) for different product categories (e.g., herbal
vs. prescription vs. controlled drugs).

In the case of RX-Promotion the affiliate program en-
joyed a partnership with a large ISO/PSP and thus this
entity handled virtually all of their processing needs.
GlavMed and Spamlt, by contrast, did not work with
any single provider, but no less that twenty-one distinct
providers over the lifetime of our data sets. However,
these providers differ considerably in what services they
are used for, the volume of transactions they are able to
handle and how long-lived they are. In fact, almost half
of these providers are never used to process significant
transaction volumes (mostly likely due to risk controls).

[lustrating this point, Figure 10 graphs the transaction
volume of GlavMed/Spamlt handled by different pay-
ment service providers over time. The y-axis identifies

"We use the term “payment service provider” here in a generic
sense, and the organizations involved may be some combination of
proper PSPs, account brokers, merchant servicers, ISO/MSPs with
third-party servicers, etc.
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Figure 10: Payment transactions over time by payment ser-
vice provider. The colored volume of each circle corresponds
to the transaction volume in a month for a particular terminal
(color indicating payment method), with terminals grouped by
providers.

the top nine providers (using a designator taken directly
from the database or an abbreviation thereof) while the
remaining providers are aggregated together under the
ellipsis. Each circle in the graph represents the number
of transactions processed via a particular ferminal in a
month, with terminals belonging to a particular provider
grouped together based on time of first use.'® In any
given circle, the color red indicates MasterCard transac-
tions, blue is for Visa, yellow for other credit cards (pri-
marily Amex), and green for eCheck.

There are a number of striking observations one can
draw from this figure. First is the clear dominance of
Visa processing. Aggregating across both GlavMed and
Spamlt, Visa transactions represent almost 67% of all
revenue, followed by MasterCard with 23% and Amer-
ican Express with 6% (with the remainder concentrated
in eCheck transactions through the ACH system). While
part of this discrepancy is likely due to demand—Visa
is the most popular payment card brand—this difference
also reflects a supply issue as well. For reasons not en-
tirely clear, it has traditionally been far easier for online
pharmaceutical programs to obtain payment processing
services for Visa than for MasterCard or Amex. Indeed,

18 A terminal is effectively an interface point for sending payment
transactions, corresponding to a particular merchant account. Note that
while some terminals are for general purpose use, others service a par-
ticular function such as providing a compatible base currency (e.g., the
terminal named “It-euro-visa” provides European Visa transactions) or
handling rebills (e.g., “gl-rebill-m”).
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we find that during periods in which MasterCard pro-
cessing was available, Visa/MasterCard revenue percent-
ages stabilized at around 63%/30%, respectively, for both
GlavMed and Spamlt.

Second, a relatively small number of payment service
providers dominate the transaction volume (in particu-
lar GL, LT and LV). Together these three providers are
responsible for 84% of all revenue for GlavMed and
Spamlt. Many of the other providers are active for very
short lifetimes, and with very low volumes, before they
are either abandoned or, more typically, they are unwill-
ing to continue business with the program operators.

Finally, there are also clear patterns indicative of prob-
lems with particular providers over time. For example,
for each terminal a sudden drop in volume and rise in de-
clines (not shown) is typically a precursor to that termi-
nal being abandoned. Some of these cases clearly reflect
changes in long-term business relationships: in March
of 2008, for instance, there is a clear transition mov-
ing the largest volume of Visa processing between LV
and LT; similarly, American Express processing moves
from AFF to SN during the same period. In the last five
months of 2010 it appears that GlavMed/Spamlt experi-
enced significant setbacks in processing capability, with
LT processing only minor volumes (forcing them to push
a higher volume of transactions through GL). These find-
ings provide additional support and context for our pre-
vious findings that the financial aspect of the counter-
feit pharmaceutical ecosystem is among the most fragile
components [14].

6 Conclusion

This paper provides an unprecedented view inside the
economics of modern pharmaceutical affiliate programs:
an enterprise that ultimately capitalizes a wide array
of infrastructure services including botnets, malware,
bullet-proof hosting and so on. Among the results of
this work, we have shown that the customer market
is large and far from fully tapped, with repeat orders
playing a key role in mature programs. We have also
seen that a small number of big affiliates can dominate
the revenue equation and that disrupting these partic-
ular affiliates would have disproportionate damage on
the whole program. Finally, even very large programs
such as GlavMed/Spamlt depend on a handful of pay-
ment service providers to reliably monetize their activ-
ities, reinforcing the observation that financial services
are a “weak point” in the value chain. Surprisingly, while
affiliate programs can drive substantial sales, their costs
are significant and ultimately net revenues are modest,
typically under just 20% of sales. This finding again sug-
gests that such organizations are fragile to economic dis-
ruptions of even a modest scale.
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