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Focusingon threekey questionsmay perhapsbesthelp to
explainthedifficultiesinvolvedin modelingandsimulatingthe
Internetto make thechangesneededfor its expansion.First,
why aresimulationsnecessaryfor developingandevaluating
proposedadditionsto theInternetarchitecture?

Researchon proposedchangesto the Internetis ongoing.
The Internetis not a staticentity, but is undergoingconstant
change,with the developmentof new link-level technologies
suchaswirelessandsatellitelinks, new infrastructuresinvolv-
ing Web cachingandcontentdistribution networks, andnew
applicationssuchasNapsterandstreamingmultimedia.

In addition, constant development of existing Internet
protocols-like transmissioncontrolprotocol(TCP), the Inter-
netroutingprotocol(IP),andthedomainnameservice(DNS)-
arenecessaryto addressthesenew developmentsin theinfras-
tructure,to meetnew threatsfrom denial-of-serviceattacks,or
simply to meetthechallengesof scaleastheInternetexpands
in sizeandfunctionality.

Someresearchon theseproposedchangescanbedonewith
analysis,experimentsin testbeds,or small-scaledeployment
in thecurrentInternet.But simulationsareessentialasa tool
for exploring proposalsin diverseenvironmentsor in large-
scaletopologies.They arealsoneededto exploreproposalsin
environmentsthat have not yet beenrealizedin the Internet,
but thatmightbein thefuture.

A secondquestionis: how muchdo we understandabout
modelingthejnternetfor suchresearch?

In somesimulations-say, for exploring the ramificationsof
addingrouterA or link B to a particulartopology-all that is
neededis to modela specifictopology, with theprotocolsand
traffic mix characteristicof thatnetwork. Herediscrete-event,
analytic or hybrid simulationsaddressedin the main article
mayproveuseful.

Still, for exploring a protocolto be deployed in the global
Internet,thereis no suchthing asa typical topologyor traf-
fic mix. Theglobal Internetis characterizedby heterogeneity
andchange,not only in termsof topologyandtraffic, but also
in termsof routerschedulingandqueuemanagementmecha-
nisms,transportprotocols,Web-cachinginfrastructures,appli-
cations,andotherareas.

This meansthatclaimsof a typical topologywith a typical
traffic mix anda typical packet drop ratearepitfalls that are

betteravoided,to be replacedby a goalof reflectingthe het-
erogeneityof theglobalInternet.

Fortunately, several invariantpropertiesof the Internetcan
berelieduponin modeling,alongwith a growing setof tools,
suchastopologygeneratorsandtraffic generators.For exam-
ple, traffic generatorscan be usedto generatea traffic load
characteristicof the”mice” and”elephants”of currentInternet
traffic, wherethemicearesmall transfers(say, a simpleWeb
page)andtheelephantsarethelargeones(say, downloadinga
videofile).

Oneinvariantof Webtraffic is that,while mostof thetrans-
fersaremice,theelephantsaresufficiently largethat thebulk
of the packets in the Internetare from the elephants.Other
invariantpropertiesthatcanbe usedin modelingthe Internet
includethe24-hourfluctuationscharacteristicof Internettraf-
fic aswell asthemodelingof sessionarrivalsfrom individual
usersasindependentevents.

Thethird key questionis: whichmodelingissuesareinher-
entlyproblematic?

Obviously, no onecanpredict the future. Thus,we don’t
know whetherto explore our proposedchangesin an envi-
ronmentwith or without thenewestInternetprotocol,version
6 (IPv6), or with or without explicit congestionnotification
(ECN),or with or without IP multicasttraffic, or evenwith or
without Napster. Thebestthatwe cando is to make educated
guessesaboutotherpotentialchangesin theInternetthatmight
interactwith our own proposedchange,andto investigatethe
potentialinteractions.

Theotherproblematicissueis that of traffic dynamicsand
protocol interactionsrelatedto issuesof scale. Clearly we
can’t run experimentson testbedsthe size of the global In-
ternet.Usingcurrentsimulationtechnology, wecan’t simulate
networksof thatsize,either. And, evenif we couldscale,we
would not have the propertools to interpretthe resultseffec-
tively. Addressingissuesof scaleremainsoneof thesimula-
tion andmodelingissuesyet to betackled.
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