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“I was drivin’ through the misty rain
Searchin' for a mystery train
Boppin' through the wild blue

Tryin' to make a connection with you”
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Textbook DNS Usage

|.2.3.4 Client Resolver

A www.icir.org?

www.icir.org=1.2.3.4
SYN

~—

SYN+ACK

FIN+ACK

l
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Previous Work
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Dataset From
Case Connection Zone

| 1Gbps|

‘z 100 homes‘

9.2M DNS Transactions
ISP

Google 12.9%

OpenDNS 9.4%

Cloudflare 3.9%

Allman
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11.2M App. Transactions




Methodology: Pairing

|.2.3.4 Client Resolver

www.icir.org=1.2.3.4

www.psg.com=4.3.2. |

www.isi.edu=2.4.6.8

SYN
SYN+ACK . DN-Hunter
o Bermudez, et.al.
l . IMC 2012
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Methodology: Blocking

|.2.3.4 Client Resolver

Blocked

SYN
How do we

determine
whether a

connection is
“blocked’?

Not Blocked SYN
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Methodology Blockmg
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Allman

DNS Record Origin

We'll now use our two primitives—pairing and

blocking—to catagorize application transactions
based on where the corresponding DNS
information comes from



No DNS

|.2.3.4 Client Resolver

® /.2% of conns.

® 82% are p2p

® the remaining
cases seem to

largely represent
hard-coded IPs

FIN+ACK

Allman 10



Prefetched

|.2.3.4 Client Resolver

Not Blocked
(> 100msec)

First conn. to use SYN

DNS lookup

Allman |



Prefetched

|.2.3.4 Client Resolver

® /.8% of conns.
(875K conns.)

e 3.1MDNS

lookups never
used

® ~22% of
SYN speculative
lookups are
used

Allman |2



Local Cache

|.2.3.4 Client Resolver

SYN
Both Not Blocked
connections (> 100msec)
pair with
same DNS
lookup SYN
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Local Cache

|.2.3.4 Client Resolver
SYN ® 42 9% of conns.
® 22.2% of conns.
using local
cache use
SYN expired records!

Allman 14



Shared Resolver Cache

~ minRTT

Allman

|.2.3.4 Client Resolver

SYN

® 26.3% of connections

® (Cache hit rate: =63%

Blocked
(<= 100msec)

|5



Auth Resolution Required

Allman

|.2.3.4 Client Resolver ADNS

Blocked

............................ (<= 100msec)

SYN

i

® |5.7% of connections

® we cannot determine how many
lookups the resolver does

® likely still benefits from caching

|6




DNS Record Origin

% Connections

No DNS
57.9% of conns.
Local Cache . have no direct
DNS costs
Prefetched
Shared Resolver
Cache | 42.1% of conns.
Auth Resolution don’t have needed
Required | DNS information
on hand

Allman |7



Absolute DNS Cost

/5th perc 20msec

z7% < |00msec

DNS Lookup Duration (sec)
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Relative DNS Cost

|.2.3.4 Client Resolver

SYN+ACK T

FINYACK = ——Dlsssssssssssssfasnnnnnnnnannnns

l DNS7% =100xD /T
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Relative DNS Cost

1

al T N |
DNS is <= 0%
o6+ for =92% of the

CDF

transactions
Y B A
— DNS is <= 1% for ~80% of
! Median: 0.03% -7 N
the application transactions
O . . R | . . R | . ! R |
0.01 0.1 1 10

DNS Percentage
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® We say application connections requiring a DNS
lookup experience “significant DNS cost” when
both the following criteria are met:

® DNS lookup duration > 20msec

® DNS percentage contribution > |%

Allman 21



DNS Cost

DNS Duration

<= 20msec > 20msec

./ - g v N
= 1% € 64.0 € 159
<— o \ . ‘ : ‘ . 4 ‘
D N S N \:‘N e, »_"—"" R \:ﬂ s, ~,ﬁ_',,~:.."‘i
N - i e il

Percent > 1% { 86 )

o
e

647% of transactions 277 of transactions show
show an insignificant DNS il an insignificant DNS cost
cost using both criteria using one criteria

<9% of transactions show

an significant DNS cost
using both criteria
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Also In The Paper ...

® More methodological details

® including ethical considerations in appendix

® Analysis as a function of resolver

® |SP vs. Google vs. OpenDNS vs. Cloudflare

® Brief analysis of how to improve DNS further

Allman
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Questions! Comments?
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Mark Allman, mallman@icir.org
https://www.icir.org/mallman/
@mallman_icsi
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