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            ------------------------------------------------

           | Opcode |  Filename  |   0  |    Mode    |   0  |

            ------------------------------------------------


                       Figure 5-1: RRQ/WRQ packet
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            2 bytes     string    1 byte     string   1 byte
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           | Opcode |  Filename  |   0  |    Mode    |   0  |

            ------------------------------------------------


                       Figure 5-1: RRQ/WRQ packet


if (length < 2)

	 	 goto trunc;

opcode = GET_BE_U_2(bp);

cp = tok2str(op2str, "tftp-#%u", opcode);

ND_PRINT(", %s", cp);

/* Bail if bogus opcode */

if (*cp == 't')

	 return;

bp += 2;

length -= 2;


switch (opcode) {


case RRQ:

	 	 if (length == 0)

	 	 	 goto trunc;

	 	 ND_PRINT(" ");

	 	 /* Print fileame */

	 	 ND_PRINT("\"");

	 	 ui = nd_printztn(ndo, bp, length, 

                           ndo->ndo_snapend);

	 	 ND_PRINT("\"");

	 	 if (ui == 0)

	 	 	 goto trunc;

	 	 bp += ui;

	 	 length -= ui;


	 	 /* Print the mode - RRQ and WRQ only */

	 	 if (length == 0)

	 	 	 goto trunc;	 /* no mode */

	 	 ND_PRINT(" ");

	 	 ui = nd_printztn(ndo, bp, length, 

                           ndo->ndo_snapend);

	 	 if (ui == 0)


	 	 	 goto trunc;

bp += ui;

length -= ui; print-tftp.c

https://tools.ietf.org/html/rfc1350
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RFC 1350                    TFTP Revision 2                    July 1992


            2 bytes     string    1 byte     string   1 byte

            ------------------------------------------------

           | Opcode |  Filename  |   0  |    Mode    |   0  |

            ------------------------------------------------


                       Figure 5-1: RRQ/WRQ packet


if (length < 2)

	 	 goto trunc;

opcode = GET_BE_U_2(bp);

cp = tok2str(op2str, "tftp-#%u", opcode);

ND_PRINT(", %s", cp);

/* Bail if bogus opcode */

if (*cp == 't')

	 return;

bp += 2;

length -= 2;


switch (opcode) {


case RRQ:

	 	 if (length == 0)

	 	 	 goto trunc;

	 	 ND_PRINT(" ");

	 	 /* Print fileame */

	 	 ND_PRINT("\"");

	 	 ui = nd_printztn(ndo, bp, length, 

                           ndo->ndo_snapend);

	 	 ND_PRINT("\"");

	 	 if (ui == 0)

	 	 	 goto trunc;

	 	 bp += ui;

	 	 length -= ui;


	 	 /* Print the mode - RRQ and WRQ only */

	 	 if (length == 0)

	 	 	 goto trunc;	 /* no mode */

	 	 ND_PRINT(" ");

	 	 ui = nd_printztn(ndo, bp, length, 

                           ndo->ndo_snapend);

	 	 if (ui == 0)


	 	 	 goto trunc;

bp += ui;

length -= ui; print-tftp.c

200 LOC total

https://tools.ietf.org/html/rfc1350
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/* Opcode */


  opcode = tvb_get_ntohs(tvb, offset);

  proto_tree_add_uint(tftp_tree, hf_tftp_opcode, tvb, offset, 2, opcode);

  col_add_str(pinfo->cinfo, COL_INFO,

              val_to_str(opcode, tftp_opcode_vals, "Unknown (0x%04x)"));

  offset += 2;


  /* read and write requests contain file names

     for other messages, we add the filenames from the conversation */

  if (opcode!=TFTP_RRQ && opcode!=TFTP_WRQ) {

    if (tftp_info->source_file) {

      filename = tftp_info->source_file;

    } else if (tftp_info->destination_file) {

      filename = tftp_info->destination_file;

    }


    ti = proto_tree_add_string(tftp_tree, hf_tftp_destination_file, tvb, 0, 0, filename);

    proto_item_set_generated(ti);

  }


  switch (opcode) {


  case TFTP_RRQ:

    i1 = tvb_strsize(tvb, offset);

    proto_tree_add_item_ret_string(tftp_tree, hf_tftp_source_file,

                        tvb, offset, i1, ENC_ASCII|ENC_NA, wmem_file_scope(), &tftp_info->source_file);


    /* we either have a source file name (for read requests) or a

       destination file name (for write requests)

       when we set one of the names, we clear the other */

    tftp_info->destination_file = NULL;

    

    col_append_fstr(pinfo->cinfo, COL_INFO, ", File: %s",

                    tvb_format_stringzpad(tvb, offset, i1));


    offset += i1;


    i1 = tvb_strsize(tvb, offset);

    proto_tree_add_item(tftp_tree, hf_tftp_transfer_type,

                        tvb, offset, i1, ENC_ASCII|ENC_NA);


    col_append_fstr(pinfo->cinfo, COL_INFO, ", Transfer type: %s",

                   tvb_format_stringzpad(tvb, offset, i1));


    offset += i1;


    tftp_dissect_options(tvb, pinfo,  offset, tftp_tree,

                        opcode, tftp_info);


 break;
 packet-tftp.c
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/* Opcode */


  opcode = tvb_get_ntohs(tvb, offset);

  proto_tree_add_uint(tftp_tree, hf_tftp_opcode, tvb, offset, 2, opcode);

  col_add_str(pinfo->cinfo, COL_INFO,

              val_to_str(opcode, tftp_opcode_vals, "Unknown (0x%04x)"));

  offset += 2;


  /* read and write requests contain file names

     for other messages, we add the filenames from the conversation */

  if (opcode!=TFTP_RRQ && opcode!=TFTP_WRQ) {

    if (tftp_info->source_file) {

      filename = tftp_info->source_file;

    } else if (tftp_info->destination_file) {

      filename = tftp_info->destination_file;

    }


    ti = proto_tree_add_string(tftp_tree, hf_tftp_destination_file, tvb, 0, 0, filename);

    proto_item_set_generated(ti);

  }


  switch (opcode) {


  case TFTP_RRQ:

    i1 = tvb_strsize(tvb, offset);

    proto_tree_add_item_ret_string(tftp_tree, hf_tftp_source_file,

                        tvb, offset, i1, ENC_ASCII|ENC_NA, wmem_file_scope(), &tftp_info->source_file);


    /* we either have a source file name (for read requests) or a

       destination file name (for write requests)

       when we set one of the names, we clear the other */

    tftp_info->destination_file = NULL;

    

    col_append_fstr(pinfo->cinfo, COL_INFO, ", File: %s",

                    tvb_format_stringzpad(tvb, offset, i1));


    offset += i1;


    i1 = tvb_strsize(tvb, offset);

    proto_tree_add_item(tftp_tree, hf_tftp_transfer_type,

                        tvb, offset, i1, ENC_ASCII|ENC_NA);


    col_append_fstr(pinfo->cinfo, COL_INFO, ", Transfer type: %s",

                   tvb_format_stringzpad(tvb, offset, i1));


    offset += i1;


    tftp_dissect_options(tvb, pinfo,  offset, tftp_tree,

                        opcode, tftp_info);


 break;
 packet-tftp.c
990 LOC total
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EventHandlerPtr f;


if ( orig )

	 	 {

	 	 int cmd_len;

	 	 const char* cmd;

	 	 StringVal* cmd_str;


	 	 line = util::skip_whitespace(line, end_of_line);

	 	 util::get_word(end_of_line - line, line, cmd_len, cmd);

	 	 line = util::skip_whitespace(line + cmd_len, end_of_line);


	 	 if ( cmd_len == 0 )

	 	 	 {

	 	 	 // Weird("FTP command missing", end_of_line - orig_line, orig_line);

	 	 	 cmd_str = new StringVal("<missing>");

	 	 	 }

	 	 else

	 	 	 cmd_str = (new StringVal(cmd_len, cmd))->ToUpper();


	 	 vl = {

	 	 	 ConnVal(),

	 	 	 IntrusivePtr{AdoptRef{}, cmd_str},

	 	 	 make_intrusive<StringVal>(end_of_line - line, line),

	 	 };


	 	 f = ftp_request;

	 	 ProtocolConfirmation();


	 	 if ( strncmp((const char*) cmd_str->Bytes(),

	 	 	      "AUTH", cmd_len) == 0 )

	 	 	 auth_requested = std::string(line, end_of_line - line);


	 	 if ( detail::rule_matcher )

	 	 	 Conn()->Match(zeek::detail::Rule::FTP, (const u_char *) cmd,

	 	 	               end_of_line - cmd, true, true, true, true);

	 	 }

else { … }


EnqueueConnEvent(f, std::move(vl));

return ForwardStream(length, data, orig);
 FTP.cc

http://FTP.cc
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EventHandlerPtr f;


if ( orig )

	 	 {

	 	 int cmd_len;

	 	 const char* cmd;

	 	 StringVal* cmd_str;


	 	 line = util::skip_whitespace(line, end_of_line);

	 	 util::get_word(end_of_line - line, line, cmd_len, cmd);

	 	 line = util::skip_whitespace(line + cmd_len, end_of_line);


	 	 if ( cmd_len == 0 )

	 	 	 {

	 	 	 // Weird("FTP command missing", end_of_line - orig_line, orig_line);

	 	 	 cmd_str = new StringVal("<missing>");

	 	 	 }

	 	 else

	 	 	 cmd_str = (new StringVal(cmd_len, cmd))->ToUpper();


	 	 vl = {

	 	 	 ConnVal(),

	 	 	 IntrusivePtr{AdoptRef{}, cmd_str},

	 	 	 make_intrusive<StringVal>(end_of_line - line, line),

	 	 };


	 	 f = ftp_request;

	 	 ProtocolConfirmation();


	 	 if ( strncmp((const char*) cmd_str->Bytes(),

	 	 	      "AUTH", cmd_len) == 0 )

	 	 	 auth_requested = std::string(line, end_of_line - line);


	 	 if ( detail::rule_matcher )

	 	 	 Conn()->Match(zeek::detail::Rule::FTP, (const u_char *) cmd,

	 	 	               end_of_line - cmd, true, true, true, true);

	 	 }

else { … }


EnqueueConnEvent(f, std::move(vl));

return ForwardStream(length, data, orig);
 FTP.cc

335 LOC total

http://FTP.cc
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Dissecting Protocols Is Hard

Must be robust

Lots of “crud” in real-world networks

Cannot trust input

Must be efficient

100,000s of concurrent connections

Incremental, stateful processing with low latency & memory usage

Must be complete

Leaving out parts of the protocol means blind spots

Protocols can be really complex (looking at you, SMB …)

5

...SYN SYN ACK ACK ACK ACK FIN FIN...

(… and no fun)
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8 of 11 3.0.x updates 

fixed dissector issues!



Can we make it easier to 

develop robust dissectors?
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(… and maybe even
 share the

m??)
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There are powerful tools for generating  
parsers from declarative specifications.

exp: NUM           { $$ = $1;      }

     | exp '+' exp { $$ = $1 + $2; }

     | exp ‘-' exp { $$ = $1 - $2; }

     | exp ‘*' exp { $$ = $1 * $2; }

     | exp ‘/' exp { $$ = $1 / $2; }

yyparse() Host 
ApplicationYacc

These parsers aren’t suitable for Zeek, unfortunately.


No support for concurrent, incremental processing

No support for domain-specific idioms
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class binpac::

ConnectionAnalyzer Zeek

binpac

type ClientHello(rec: HandshakeRecord) = record {

    client_version: uint16;

    gmt_unix_time : uint32;

    random_bytes  : bytestring &length = 28;

    session_len   : uint8;

    session_id    : uint8[session_len];

    dtls_cookie   : case client_version of {

        DTLSv10, DTLSv12 -> cookie : ClientHelloCookie(rec);

        default          -> nothing: bytestring &length=0;

    };

    […]

} TLS v3 Client Hello    (Source: Zeek’s TLS analyzer) 



A yacc for Protocols (2006)

11

class binpac::

ConnectionAnalyzer Zeek

binpac

type ClientHello(rec: HandshakeRecord) = record {

    client_version: uint16;

    gmt_unix_time : uint32;

    random_bytes  : bytestring &length = 28;

    session_len   : uint8;

    session_id    : uint8[session_len];

    dtls_cookie   : case client_version of {

        DTLSv10, DTLSv12 -> cookie : ClientHelloCookie(rec);

        default          -> nothing: bytestring &length=0;

    };

    […]

} TLS v3 Client Hello    (Source: Zeek’s TLS analyzer) 

However, BinPAC solves the challenge only partially.


Remains limited to syntax, cannot express logic

Still needs custom C++ for logic & integration


Remains limited to application protocols & connection structure

Lacks support for higher-level idioms



New Zeek Project: Spicy Parser Generator

12



New Zeek Project: Spicy Parser Generator

12

High-level scripting language for writing 

robust & efficient protocol dissectors

https://github.com/zeek/spicy

https://github.com/zeek/spicy


New Zeek Project: Spicy Parser Generator

Declarative syntax, with hooks for imperative logic

Facilitates writing robust, stateful dissectors without a single line of C/C++

12

High-level scripting language for writing 

robust & efficient protocol dissectors

https://github.com/zeek/spicy

https://github.com/zeek/spicy


New Zeek Project: Spicy Parser Generator

Declarative syntax, with hooks for imperative logic

Facilitates writing robust, stateful dissectors without a single line of C/C++

Built-in support for domain-specific idioms

Types, byte ordering, reassembly, protocol detection (v2), error recovery (v2) 

12

High-level scripting language for writing 

robust & efficient protocol dissectors

https://github.com/zeek/spicy

https://github.com/zeek/spicy


New Zeek Project: Spicy Parser Generator

Declarative syntax, with hooks for imperative logic

Facilitates writing robust, stateful dissectors without a single line of C/C++

Built-in support for domain-specific idioms

Types, byte ordering, reassembly, protocol detection (v2), error recovery (v2) 

Facilitates composition and reuse

Dissectors can imported, extended, and layered

12

High-level scripting language for writing 

robust & efficient protocol dissectors

https://github.com/zeek/spicy

https://github.com/zeek/spicy


New Zeek Project: Spicy Parser Generator

Declarative syntax, with hooks for imperative logic

Facilitates writing robust, stateful dissectors without a single line of C/C++

Built-in support for domain-specific idioms

Types, byte ordering, reassembly, protocol detection (v2), error recovery (v2) 

Facilitates composition and reuse

Dissectors can imported, extended, and layered

Agnostic of host application

Generates safe C++ dissector code with simple API for easy integration

Employs application-specific glue generators for integration logic
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High-level scripting language for writing 

robust & efficient protocol dissectors

https://github.com/zeek/spicy
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            ------------------------------------------------
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            2 bytes     string    1 byte     string   1 byte

            ------------------------------------------------

           | Opcode |  Filename  |   0  |    Mode    |   0  |

            ------------------------------------------------


                       Figure 5-1: RRQ/WRQ packet


module TFTP;


public type ReadRequest = unit {

    opcode:   uint16;

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";


    on %done { print self; }

}; tftp-rrq.spicy

https://tools.ietf.org/html/rfc1350
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public type ReadRequest = unit {
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            ------------------------------------------------
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                       Figure 5-1: RRQ/WRQ packet


# cat rrq.dat | spicy-driver tftp-rrq.spicy

module TFTP;


public type ReadRequest = unit {

    opcode:   uint16;

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";


    on %done { print self; }

}; tftp-rrq.spicy

https://tools.ietf.org/html/rfc1350
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RFC 1350                    TFTP Revision 2                    July 1992


            2 bytes     string    1 byte     string   1 byte

            ------------------------------------------------

           | Opcode |  Filename  |   0  |    Mode    |   0  |

            ------------------------------------------------


                       Figure 5-1: RRQ/WRQ packet


# cat rrq.dat | spicy-driver tftp-rrq.spicy

[$opcode=1, $filename=b"rfc1350.txt", $mode=b"octet"]

module TFTP;


public type ReadRequest = unit {

    opcode:   uint16;

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";


    on %done { print self; }

}; tftp-rrq.spicy

https://tools.ietf.org/html/rfc1350
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module TFTP;


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, ACK = 4, ERROR = 5 };


public type Packet = unit {

    opcode: uint16 &convert=Opcode($$);


    switch ( self.opcode ) {

        Opcode::RRQ -> rrq: ReadRequest;

    };


   on %done { print self; }

};


type ReadRequest = unit {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};

tftp-switch.spicy
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# cat rrq.dat | spicy-driver tftp-switch.spicy

module TFTP;


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, ACK = 4, ERROR = 5 };


public type Packet = unit {

    opcode: uint16 &convert=Opcode($$);


    switch ( self.opcode ) {

        Opcode::RRQ -> rrq: ReadRequest;

    };


   on %done { print self; }

};


type ReadRequest = unit {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};

tftp-switch.spicy
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# cat rrq.dat | spicy-driver tftp-switch.spicy

[$opcode=Opcode::RRQ, $rrq=[$filename=b"rfc1350.txt", $mode=b"octet"]]

module TFTP;


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, ACK = 4, ERROR = 5 };


public type Packet = unit {

    opcode: uint16 &convert=Opcode($$);


    switch ( self.opcode ) {

        Opcode::RRQ -> rrq: ReadRequest;

    };


   on %done { print self; }

};


type ReadRequest = unit {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};

tftp-switch.spicy
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module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };

};


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, 

                     ACK = 4, ERROR = 5 };


type Request = unit(is_read: bool) {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};


type Data = unit {

    num:  uint16;

    data: bytes &eod;

};


type Acknowledgement = unit {

    num: uint16;

};


type Error = unit {

    code: uint16;

    msg:  bytes &until=b"\x00";

};
 tftp.spicy

35 LOC
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# cat rrq.dat | spicy-dump tftp.spicy


module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };

};


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, 

                     ACK = 4, ERROR = 5 };


type Request = unit(is_read: bool) {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};


type Data = unit {

    num:  uint16;

    data: bytes &eod;

};


type Acknowledgement = unit {

    num: uint16;

};


type Error = unit {

    code: uint16;

    msg:  bytes &until=b"\x00";

};
 tftp.spicy

35 LOC
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# cat rrq.dat | spicy-dump tftp.spicy


module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };

};


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, 

                     ACK = 4, ERROR = 5 };


type Request = unit(is_read: bool) {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};


type Data = unit {

    num:  uint16;

    data: bytes &eod;

};


type Acknowledgement = unit {

    num: uint16;

};


type Error = unit {

    code: uint16;

    msg:  bytes &until=b"\x00";

};
 tftp.spicy

35 LOC

# cat rrq.dat | spicy-dump tftp.spicy


TFTP::Packet {

  op: RRQ

  rrq: TFTP::Request {

    filename: rfc1350.txt

    mode: octet

  }

}
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module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };

};


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, 

                     ACK = 4, ERROR = 5 };


type Request = unit(is_read: bool) {

    filename: bytes &until=b"\x00";

    mode:     bytes &until=b"\x00";

};


type Data = unit {

    num:  uint16;

    data: bytes &eod;

};


type Acknowledgement = unit {

    num: uint16;

};


type Error = unit {

    code: uint16;

    msg:  bytes &until=b"\x00";

};
 tftp.spicy
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module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };

};


type Opcode = enum { RRQ = 1, WRQ = 2, DATA = 3, 

                     ACK = 4, ERROR = 5 };
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    tftp.spicy \

    --parser TFTP::Packet \

    --plugin_version 0.0.1 \

    --plugin_want_major 3 --plugin_want_minor=3 \

    --wireshark_include_dir=/usr/local/include/wireshark \

    --wireshark_library_dir=/usr/local/lib \

    --output spicy.so


# cp spicy.so /usr/local/lib/wireshark/plugins/3-3/epan
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module TFTP;


public type Packet = unit {   

    op: uint16 &convert=Opcode($$);

    switch ( self.op ) {

        Opcode::RRQ   -> rrq:   Request(True);

        Opcode::WRQ   -> wrq:   Request(False);

        Opcode::DATA  -> data:  Data;

        Opcode::ACK   -> ack:   Acknowledgement;

        Opcode::ERROR -> error: Error;

        };
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on TFTP::Packet::%print {

    switch ( self.op ) {

        case TFTP::Opcode::RRQ:   return "%s" % self.rrq;

        case TFTP::Opcode::WRQ:   return "%s" % self.wrq;

        case TFTP::Opcode::DATA:  return "%s" % self.data;

        case TFTP::Opcode::ACK:   return "%s" % self.ack;

        case TFTP::Opcode::ERROR: return "%s" % self.error;

        default:                  return "<unknown message>";

    }

}


on TFTP::Request::%print {

    return "%s Request, File: %s, Transfer type: %s"

        % ((is_read ? "Read" : "Write"), self.filename, self.mode);

}


on TFTP::Data::%print {

    return "Data Packet, Block: %u" % self.num;

}


on TFTP::Acknowledgement::%print {

    return "Acknowledgement, Block: %u" % self.num;

}


on TFTP::Error::%print {

    return "Error, Code: %u" % self.code;

} tftp.spicy, continued
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# cp spicy.so /usr/local/lib/wireshark/plugins/3-3/epan
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Could Spicy enable open source 
communities to share dissectors?
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https://github.com/zeek/spicy

https://docs.zeek.org/projects/spicy

#spicy on the Zeek Slack

https://github.com/zeek/spicy
https://docs.zeek.org/projects/spicy


We are interested in feedback!

22

Older, but mostly still valid, Spicy paper: http://www.icir.org/robin/papers/acsac16-spicy.pdf

https://github.com/zeek/spicy

https://docs.zeek.org/projects/spicy

#spicy on the Zeek Slack

http://www.icir.org/robin/papers/acsac16-spicy.pdf
https://github.com/zeek/spicy
https://docs.zeek.org/projects/spicy

