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How Much $$ Do Spammers Make?
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Spam conversion experiment

Instrumented ~1.5% of Storm’s total output (2008)

E-card Campaigns

Pharmacy

Campaign | postcard April Fool
Worker bots 31,348 17,639 3,678
Emails 347,590,389 83,665,479 38,651,124

Duration 19 days [/ days 3 days
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The Spammer’s Bottom Line

. 28 purchases in 26 days, avg. “sale” ~$100
Total: $2,731.88, $140/day

- But: interposed on only ~1.5% of workers:

$9,500/day (OR: 8,500 new bots per day)

$3.5M/year (back of envelope - be very careful!)
- Though if selling Viagra via Glavmed affiliation, cut is 40%

. Storm: service provider or integrated operation?
Retail price of spam ~$80 per million
. Pharmacy spam would have cost 10x the profit!

Strongly suggests Storm operates as an
iIntegrated operation rather than a reseller



The Underground Economy
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My Documents

& ProAgent ¥2.0 Public Edition

Send Menu Options

v|iSend Passwords || Give a fake error message

Send CD-Keys || Melt server on install

Send KeyLog Disable AntiVirus Programs

Send System Information Clear Windows XP Restore Points
Send Address Book [ ] Protection for removing Local Server
Send URL History

Send Processes Log

Server lcon Bind with File
You can choose any icon for server | Bind with File You can bind server with any files

. you want
@ [ ¥ Choose |con | [ & Select File To Bind ]

Motification [

Your e-mail address which you will to receive information from
Pradgent.

Decryptor [ Remove Server

-~

L About Ls Buy Undetectable L Help

J

E-Mail: bomberman@yahoo.com Test

ProAgent - Professional Agent Copyright © 2005 SIS-Team

[ Create Server

Recycle Bin

i/ start| | 63 proagent H5()Hk 9:56 AM



Spy Instructors Software
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Commerclal Programs

Freeware Programs

New Generation Software

L

Custom Speclal Programs

Phgunt - Puatusmnd Aguat ooy ¥ T8 8 e l‘l;:'—.::l::— ~ SOIUtlorB"‘
« ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.
SIS-IExploiter v2.0 ProAgent v2.1

¢ It Is an ultimate solution for monitoring spouses, children,
employees, or anyone else!

« ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Editien...

lirk hara tn dnwnlnad PraAnant w2 1 Puhlis Fdltian AntiDote v1.2 SIS-Do!vl!Ioader Vlr_tual K.y._’o.ard



allBots Inc.
Social Networking Bots

GOOD News!!! We have something more for you! Yes, we havejust integrated CAPTCHA Bypas all of
our bots.

Winsock (Multi-threaded) Bots
@ an Affiliate and M@ Click here for 30+ MySpace Bots

Accounts Creator
{You Just Need To Type In The CAPTCHA: To Create Accounts)

Social Networks

1 - f PayPal |
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager t $18095  $140.00

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager Paeral

(Winsock) 53&1:95— 3320.00
YouTube Accounts Creator ! Pﬂﬁ' $33006-  $95.00
Friendster Accounts Creator _ m‘r m £95.00
Hi5 Accounts Creator ! naeraI $120.06- $95.00
T anTilarld A oo o et oo [ m’ J

(All Bots Work In A Eumrmtmml Mnnne:r 'IheyGaﬂmanend]l'lsanmesAnd SenanendRequﬂts, Mmaﬁ., Comment: Automatically)
**Chaining Feature** I3 Available On All Bots for All Networks Except Facebook



eno Marasun AkkayHToB #1 B PyHeTe: Mpoaaxa AkkayHToB v PeaupexTtos ¢ MrioseHHoi4 [locTaskoin

JB varsmoacaywos srwpyer. |

() & hups://buyaccs.com T < B~ Google Q) n m 118 ]

Haw MaraswvH akKayHTOB paj NpeanoXuTb aKKayHTbl Pas/iMyHbiX MOYMTOBbIX cny»6 1 6ecnaarHbix

Bu g H c c S .com XOCTHMHIroB Ansa nbbix 3aaay. Bol nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.

CEPBMC PETMCTPALIMN AKKAYHTOB Takxe A0CTynHa ycnyra 3anuMeBa peaupektos Ha Pochta.ru, Cwahi.net 1 Ocatch.com uTo sBnseTcs
YHUKaNbHOW YCNYrow - Bbl NO/yYyaeTe roToBble PeAUPeEKTbl B TEYEHUE Yaca nocne 3akasa.

Mpu nokynke akkayHToB MeHee 1000 wWTyK AEUCTBYET cneuvanbHbii Tapud.

www.FreedomScripts.org - paspaboTtka codta Ha 3aka3s

Mera Codt ans aopeees - Zerber
OpnobpsaTtop apysei - Mo Myup

Twidium - 6e3onacHbii ¥ NpodeccuoHanbHbii UHCTPYMEHT AN PACKPYTKW TBUTTEPA
HakpyTuTb ponnosepos B TBUTTE

3apaboTai Ha Npoaaxe aKKayHTOB

Kynutb akkayHTbl OAHOKNACCHUKOB
Kynutb akkayHTbl BKOHTakTe

§# Cenvac B npopaxe ? Hosoctn
Cnyxb6a Kon-so akkos LleHa 3a 1K akkayHTOB 06 Anp 2013

BpeMeHHO He NpoaaeM akKayHTbl

Mail.ru 117025 Ao 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4 Twitter.com

Mail.ru Mix 327199 0 10K: $5 | or 10K a0 20K: $4.5 | ot 20K: $4 éfn'::;:zz:a v akKayHTH
Facebook.com! Bcero $80 3a 1000 wr.

Mail.ru Second Hand 0 Ao 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3 Dewesne He 6bisaeT!

Mail.ru Mix S/H 15811 [0 10K: $4 | ot 10K o 20K: $3.5 | oT 20K: $3 07 ®es 2013

CeHCauMoHHas UeHa Ha aKKayHTbI
Yahoo.com. Tenepb OTAUYHbIE aKKaYHTbl CO

Yandex.ru 4758 0o 10K: $20 | ot 10K ao 20K: $19 | ot 20K: $18 BCEMM PErHCTPALMOHHBIMM AAHHBIMM N0 -
ueHe ort $7 32 1000 wr! L
Narod.ru 5315 Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50 M
NG den 20173 y



a eBay accounts for sale - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

@Back “gd |ﬂ @ :“J j-'-.-: Search ‘H;"\:f' Favorites @} s :{i
Address -’-E:http:,l',l'el:nayseller.cc,l' _*J =~ Go
\ =
Cnucok JOCTYIIHLIX aKKOB

CepBHC II0 MpOoAAKe AKKAYHTOB ayKIbIoHa eBay.

Hobdpeie 103epe! aykimioHa ¢Bay npennararoT BareMy EHMMAHHIO CEOH AKKAVHTBL
ITocTOAHHBIM KIMEHTAM H TEM, KT0 DepeT Donee 5 aKkkoB, pasimiEHbIe DOHYCHI M CKILIKH.
Bee akkayHTBI ¢ JOCTYIIOM K MBITY X0JJEpa.

BbI cami1 BBIOHpPACTE aKK (HECKOIBKO aKKOE) 13 crmicka. [oBopure mHe. OnmarniBacTe M IToIy4acTe.
Bee akku npeaBapHUTEIBHO MPOEEPAIOTCA TIEPE] MIPOJaKELL, B ¢Myuae, €¢I uTo-T0 He padboraet - 100% samera.

AKTHE/He aKTHB CMOTPIHTC CAMIT ITO HO3CP A, IIo akTHEHOCTIH He COPTHPVIHD, TaK KAk 5T0 O K00 CFEB@I{TIEHD.

Tarske B poayke opearoT akky PayPal. Iens1 pproureie. IlocToaHHO He IIpoaaro.

Ornnata o WHL

ITepea mokymKol caeayeT 00A3aTEIBHO 03HAKOMUTECA ¢ FAQ.
ITo paboTe ¢ TOBapOM He KOHCYIBTHPYHO.

Pabora uepes rapaHT cepBEHC IIPUBETCTEVETCA.

Mon mennI:

seller/oaep axxk go 10 pugor = 5§
seller/oaep axx 10-25 ¢ugon = 109
seller/oaep axk 25-50 dugon = 159
seller/oaep axk 6omaee S0 pumon = 25§



Welcome to PP24 | Please use Width Fluid to view full details

You balance is empty, please deposit money to buy paypals

SEARCH PAYPALS

YERIFY (+$0.10) TYPE (+$0.15) COUNTRY {(+$0.20) MAIL (+$0.20) BALANCE (+$0.20)

All Yerify ¥ All Type ¥ All Country ¥

SEARCH

AVAILABLE PAYPALS

Show | 50 % | entries Search:

PAYPAL EMAIL - VERIFY TYPE CARD BANK MAIL BALANCE FIRST NAME ADDRESS* COUNTRY  PRICE
- $6.42 Joanna Panama City USA $2.50
— $1.00 Regina Clifton Park USA $2.50
- $121.07 Ahigail Jefferson USA $15.00
$1,102.37 Gwynn Tallmadge LISA $45.00
- - $208.03 Michal Galloway USA $20.00

= $18.41 Courthey Gurhee USA $4.00

ralksmommy@yahoo.com Yes Premier
"eans1 23@yahoo.com Yes Premier

hsack@omail.com Yes Premier

[

“*e@gambit.net Yes Premier

e

| .stevenson@ogmail.com Yes Premier

SSS QSIS
CLSCLS

*hey_brueschi@yahoo.com Yes Premier
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“Axiom of Criminal Laziness”
Cybercrooks will to
sustain their current cash flow ...

... but will not look out strategically
beyond it to serve their long-term interests



Web Gang Operating in the Open

By RIVA RICHMOND
Published: January 16, 2012

Five men believed to be responsible for spreading a notorious
computer worm on Facebook and other social networks — and
pocketing several million dollars from online schemes — are hiding in
plain sight in St. Petersburg, Russia, according to investigators at
Facebook and several independent computer security researchers.

@, Enlarge This Image Lhe men live comfortable lives in St.
?! s o Petersburg — and have frolicked on
w7 luxuryvacations in places like Monte
- Carlo, Bali and, earlier this month,

| . BRI Turkey, according to photographs
' posted on social network sites — even

Mr. Droemer said the gang’s success was more attributable to workaday persistence and
willingness to adapt than technical sophistication. They could have spread Koobface to
many more PCs, he said. “They could have done a lot more technical things to make it
more perfect, more marvelous. But there was just no need to do it. They were just investing
as much to get the revenue they wanted to get.”
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YkpaiHu 3aBeplunna yeproBmii etan MkHapogHoi cneuyonepadii 3 npoTuail kKiGep3noynHHoOCTI
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5 October 2010

Bin 29 BepecHs no 2 xoBTHA u.p. Cnyxb6a 6e3neku YkpaiHu 3asepwmna CBil eTtan MixHapoaHoi cneuonepauii, sika
nposogunack y B3aeEMoAii 3 npasooxopoHHuMu opraHamu CLUA, Benukoi Bputanii i Koponisctea Higepnanau. Y pesynbtati
3narofXeHoi B3aEMOAIT NPUNUHEHO HE3aKOHHY AIANbHICTL YKPaiHCbKOro ocepeaky MiXHapPOAHOro 3N0YMHHOIO YrpynoBaHHSA, sike
34iCHIOBaN0 MacwTabHi KOMN'IOTEPHI 3N04MHKM, CNPSMOBAHI Ha BUKPAAEHHS i3 3aKOPAOHHUX GaHKIBCbKMX YCTAaHOB rPOLOBUX
KOWTiB y 0cO6NMBO BENUKUX PO3MiIpax 3 HACTYNHOK ixX neranisauieio.

[o AisnbHOCTI 3a3Ha4yeHoro yrpynoBaHHA nNpu4eTHi 6nm3bko 20 ocib - MewkaHuiB pisHUX perioHiB Ykpaiuu, n'sTepo 3 skux
6yno 3atpumaHo cnispobitHukamm CBb YkpaiHu.

3N04MHHA CXeMa BUrnsgana TakuM YMHOM: 310YMHUI 3AIMCHIOBANM ypaXXeHHS WKiANMBMM NporpaMHUM 3abesneyvyeHHsM
KOMN'IOTEPIB XEpPTB, 3 AKMX 3AIACHIOETLCH YNPaBNiHHA PO3paxyHKOBMMKM paxyHKamu, i BUMKpajanu nepcoHanbHi Koawu AocTyny.
BukopuctoByloun oTpumaHy iHdoOpMaUilo, 3N04YMHUI HE3aKOHHO nepepaxoByBanu BMKPaAeHi rpowi Ha paxyHKW YKpaiHCbKuUX
6aHKiBCbKMX ycTaHoB abo nepesBoAwWnM y roTiBKy Ha TepuTopii YKpaiHM 3 BMKOPWUCTAHHAM MiIXHAPOAHWUX ENeKTPOHHUX NNATKHUX
cucTem.

3a nonepeaHiMu ouiHKaMK, 3aBaaHi y Takui cnocib 36utku carawTs noHaa 40 mnu. gonapis CLUA.

OTpMMaHi KOWTW CNPsSIMOBYBanuMCbL Ha PO3BUMTOK NpoTMNpasBHoi AisnbHocTi O3, a Takox Ha npuabaHHa pyxoMmoro Ta
HEPYXOMOro MaliHa, asTOTPaHCNopTy, KOWTOBHMX TOBapiB NOBCAKAEHHOr0 NONUTY TOLLO.

Mia vyac nposeaeHHs cneuonepadii y ¢irypaHTie BUNy4eHo noTyxHe koMn'loTepHe obnagHaHHs, ke Cnyrysano 3HapsansM
3N104MHY, 3aranbHo BapTicTio 6nm3bko 100 Tuc. gonapis CLUA, rpowosi KOWTKH, KOWTOBHI peydi Ta 40pOrouiHHOCTI.

Bunyuexne obnagHaHHA CKEpPOBaHO Ha eKCNepTU3y, NiCNA 3aBepLlUeHHs AKoi Byae NopyLleHo KpUMiHanbHy cnpasy.

NMpec-yeHTp CBb Ykpaiun
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5 October 2010

From September 29 to October 2, Security Service of Ukraine completed its phase of international sting operation that was
carried out in cooperation with law enforcement agencies in the U.S., the UK and the Netherlands. As a result of coordinated
interaction stopped the illegal activities of the Ukrainian branch of the international criminal gang that carried out the large-scale
computer crime aimed at kidnapping of foreign banks funds on a large scale with subsequent legalization.

The activities of this group are involved about 20 people - inhabitants of different regions of Ukraine, five of whom were
detained employees of Security Service of Ukraine.

Criminal scheme looked like this: criminals committed defeat malware victim's computer, of which manages a checking
account and steal personal access codes. Using this information, the criminals kidnapped illegally transferred money to accounts
of Ukrainian banks in cash or transferred in Ukraine using international payment systems.

It is estimated that caused damage thus reaching more than 40 million.

The funds were directed to the development of illegal activities OCG, as well as the acquisition of movable and immovable
property, vehicles, valuable consumer goods and more.

During the special operation in the defendants removed the powerful hardware, which served as an instrument of crime,
worth about 100 thousand dollars, cash, valuables and jewelery.

Remote equipment taken to the examination, after which will be prosecuted.

Press SAT Ukraine
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M CBY cninbh HO3eMHUMM NapTHEPCbKUMM cneucnyx6amMmm BUKpUIa MidKHapoAHe 3/1I0MMHHE YrpynoBaHHA Xakepis

23 June 2011

About Security Service
of Ukraine Cnyxb6oto 6e3nekun YkpaiHu y koopauHauii 3 npaBooxopoHHumn opranamu CLUA, Benukoi Bputanii, Hinepnauais,
®paHuii, Himeuumuun, Kinpy Tta JNarsii (ycboro - 10 kpaid) NpPUNUMHEHO NPOTUNPaBHY AiANbHICTE MiXHapoAHOro
3N104MHHOMO YrpynoBaHHA Xakepis, OPraHizoBaHoro Ta KOOPAWHOBAHOro rpoMagsaHamu YKpaiHu nig NpuKpUTTAM NeranbHo
Ailo4oi  KOMEepUuiHOI CTPYKTYPM, $AKi LWNRXOM BMKOPUCTaHHA cneuianizopaHoro komn'ioTepHoro Bipycy «Conficer»
OTPUMYyBanNM AOCTYN A0 pPaxyHKiB B iHO3eMHMX GaHKIBCbKMX yCTaHOBax Pi3HMX KpaiH CBiTY, HE3aKOHHO 3HiManu 3 HMX
KOLWTK Ta NepeBoannu iX y roTisKy 3 BUKOPUCTAHHAM BaHKIBCbKUX paxyHKIB Ta MbKHapoAHUX NNaTKHUX CUCTEM.

OTpuMaHi y Takui Ccnocié KOWTWM NeranisoByBanucb WNAXOM NpuAbGaHHA PyXOMOro Ta HEpyxoMoro ManHa. 3a
nonepeaHiMM OUiHKaMK, BHACNIAOK NPOTMNPaBHOI AIANbHOCTI KNi€EHTaM GaHKiBCbKMX YCTaHOB 3aBAaHO WKOAW Ha CyMy
noxHaa 72 minbonun aonapis CLUA.

«3N0BMMCHUKK 3anycKanu Bipyc, WO Bpaxae KOMN'IOTEPHY TeXHiKy, i NpONOHYBanu aHTUBIPYCHY nporpaMy, B fiKin
MICTUBCS We OAMH BipycC, SIKWIA, Yy CBOK Yepry, A03BONSB OTPUMYBATW AaHi Npo nnaTtixHi 6aHkiBcbki kapTku nwoaen. Le
nepwa Takoro MacwTtaby onepauis y cdepi 60poTbbu 3 KiGEP3NOUMHHICTIO", - HAronNOCMB HaYanbHUK YNpasBniHHA
KOHTppoO3BigyBanbHoro 3abesnevexHs iHdopmauinHoi 6esnexku aepxasn Cb YkpaiHu Bitanin Xnesmnubkui.

21 4yepBHA U.p. OAHOYACHO Yy KinbkKOX KpaiHax ceiTy 6yno nposeaeHo noHaa 30 obwykis (B Ykpaiwi - 19).
IHO3eMHUMK napTHepCbkuMK cnyxbamu BunyyeHo 6nusbko 30 cepsepis, NPaBoOXOPOHHMMKM opraHamu JlaTsii 3aTpumaHo
2 ocobu. HaknapeHo apewT Ha noHaa 40 paxyHkis y 6aHkiBCbkux ycTaHosax JlaTsii Ta Kinpy.

Mia 4ac obwykis, nposeaeHnx cniBpobiTHMkamu CB YkpaiHW B XWUTNOBMX NPUMILLEHHRAX, WO Hanexartb
BCTAHOBMEHUM UYNEHAM 3M104MHHOMO YrpynoBaHHs Ta B OpPeHAOBaHUX HuMM odicax, BUNyveHo noHag 74 oauHuui
KOMN'OTePHOI TexHiku, 6nusbko 300 oaMHMUL eneKkTPoHHUX HociiB iHdopMauii, AoKyMeHTanbHi MaTepianu Ta rpowosi
KOLWITK.

Cnigummmn CB Ykpaiun y Kuesi, Xapkosi Ta JlyraHcbky AonuMTaHo 16 BCTaHOBNEHMX YYACHMWKIB MiXXHapoAHOro
3N0YMHHOrO YrpynoBaHHA, Y T.4. MOro opraHisaTopis Ta KOOpAWHATOPIB.

3a nonepeaHbLOK OLIHKOK BMNY4YeHOI KOMN'IOTEPHO! TexHiku Ha npeaMeTr 36epiraHHsa B Hil iHdopmMauii, wo
niaTeepAXYE NPOTUNPaBHY AifNbHICTL BCTAHOBNEHWX 0CI6, BCTaHOBNEHO, WO nporpamMHe 3abesneyeHHs, fike CTBOpeHe
(abo moaudikoBaHe) Ta BMKOPUCTAHE OKPEMMMM YNEHAMMW 3/10MMHHOrO YrpynoBaHHSA, BiAHOCUTBLCA A0 LWKIAAMBOro
nporpaMHoro 3abe3snevyeHHs.

Y cnigumx aisx, Wo nposagunuck Ha TepuTopii Ykpainu, B3snun yuyactb cneuianictu ®BP CLUA. 3a iHdopmauieo
odiuinHmnx npeacrasHukis ®BP, opraHisauis Ta pesynsTaTi cninbHOI onepadii oTpuManu BUCOKY ouinky Ypaay CLUA.

Crapwwi cneuiansHmini aredt ®6P CLLUA Hopman CaHpepc posnosis, wo ®BP po3scnigyBano uiw cnpasy npoTarom
TpbOX pokis. O6MiH4YMCL iHopmMauieo 3 CBY, cTtano 3po3yMino, wo cneucnyxbu 060x KpaiH po3cniayloTb 3N104MHHI Al TUX camux ocib.

"Be3 niatpumkm CBY He Baanocs 6 34iMCHMTM U0 cneuonepawin”, - ckasas BiH.

3a cnoBamu B. 0. kepiBHMka npeacrasHuutea O®BP CLUA B Ykpaini BpeHaa Cmita, kib6ep3nounmHHICTIO MOXe ByTW OXONNeHUi yBechb CBIT, | He MOXHa roBopuTH, WO YKpaiHa €
OAHIE€D 3 KpaiH, B AKiA XakepcTBo HanbinbwWw nowupexe.
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About Security Service
of Ukraine Cnyxb6oto 6e3neku Ykpaiuu y koopauHauii 3 npasooxoponHumu opraHammu CLUA, Benukoi Bputawii , Higepnawais ,
®paHuii , Himewunuw , Kinpy Ta Natsii ( ycboro — 10 kpaiH ) NPUNUHEHO NPOTUNPABHY AiSNbHICTL MIXHAPOAHOr0 3N104MHHOIO
yrpynoBaHHs XakepiB , OpPraHizoBaHoro Ta KOOPAWHOBAHOro rpoMaasHamu YKpaiHu nig NpUKPUTTAM NeranbHo Ajtoyol
KOMEpUiMHOI CTPYKTYpMW , SIKi WNSAXOM BMKOPUCTAHHA cneuianizoBaHoro komn ' wTepHoro sipycy « Conficer » oTpumysanu
AOCTYN A0 paxyHKiB B iHO3eMHMX 6aHKiBCbKUX ycTaHoBax pisHmx kpaiH world  unlawfully removed from their funds and

transferred them into cash using bank accounts and international payment systems.

Obtained in this way means being legalized through the acquisition of movable and immovable property. It is
estimated that as a result of illegal activities to customers of banks suffered damage worth over 72 million dollars.

"The attackers ran a virus that attacks computers, and offered anti-virus program, which contained another virus
which, in turn, allowed to obtain data on bank card payment people. This is the first of this scale operation in combating
cybercrime "- said Head of counterintelligence information security State Security Service of Ukraine Vitaliy Hlevytskyy.

June 21 this year simultaneously in several countries conducted more than 30 searches (in Ukraine - 19). Foreign
partner services seized about 30 servers Latvian law enforcement agencies arrested two persons. Seized more than 40
accounts in banks in Latvia and Cyprus.

During the searches conducted by the Security Service of Ukraine in premises belonging to the established members
of the criminal group and rented offices, seized more than 74 units of computer equipment, 300 pieces of electronic media,
documentary materials and cash.

Investigators Security Service of Ukraine in Kyiv, Kharkiv and Luhansk interviewed 16 participants established an
international criminal group, including the organizers and coordinators.

According to preliminary estimates seized computer equipment for the purpose of storage of information in it that
proves unlawful activities established by individuals, found that the software that created (or modified) and used by
individual members of the criminal group refers to malicious software.

In the investigation, carried out on the territory of Ukraine, attended by experts of the FBI. According to FBI officials,
organization and results Joint operations were commended the U.S. Government.

Senior FBI Special Agent Norman Sanders told the U.S. that the FBI investigated the case for three years.
Exchanging information with the Security Service, it became clear that the security services of both countries to investigate
the criminal acts of the same person.

"Without the support of the Security Service failed to make this special operation," - he said.

According to. about. head of the FBI offices in Ukraine Brenda Smith, cybercrime can be covered by the whole world, and we can not say that Ukraine is a country in which the
WHITE BOOK 2008 most common hacking.

He noted that similar offenses committed around the world.
Main Investigation Department of Security Service of Ukraine addressed the issue of criminal
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next stage of international special operations to combat cybercrime

5 October 2010

About Security Service
of Ukraine 3 From September 29 to October 2, Security Service of Ukraine completed its phase of international sting operation that was
. - arried out in cooperation with law enforcement agencies in the U.S., the UK and the Netherlands. As a result of coordinated

nteraction stopped the illegal activities of the Ukrainian branch of the international criminal gang that carried out the large-scale

- omputer crime aimed at kidnapping of foreign banks funds on a large scale with subsequent legalization.

2:':;2::3’0":' The activities of this group are involved about 20 people - inhabitants of different regions of Ukraine, five of whom were

| detained employees of Security Service of Ukraine.

| Criminal scheme looked like this: criminals committed defeat malware victim's computer, of which manages a checking

News account and steal personal access codes. Using this information, the criminals kidnapped illegally transferred money to accounts

Mass-Media . : of Ukrainian banks in cash or transferred in Ukraine using international payment systems.

Photo Gallery ) i 1 It is estimated that caused damage thus reaching more than 40 million.

: The funds were directed to the development of illegal activities OCG, as well as the acquisition of movable and immovable

/ b property, vehicles, valuable consumer goods and more.

7 WA\ SR . ) )
Cue s w S - Durina the special operation in the defendants removed the powerful hardware, which served as an instrument of crime,

thousand dollars, cash, valuables and jewelery.

quipment taken to the examination, after which will be prosecuted.
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The Power of Infiltration
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

@ Dropper Milking @ Execution & Traffic Recording Taffic @) Behavioral Classification

Binaries Summarles
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Running for five months, downloaded (“milked”) > 1M
binaries (9K distinct) from 4 different affiliate programs




Malware Family

Malware Extracted via “"Milking”

SmartAdsSolutions - = o
Asprox - ® ® © ® 0 O ® ® ® ® O
Palevo - > ( ( >
Palevo2 -
Sasfis -
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Grum - i S * S - e
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Cybercrime Meets
Political Manipulation



Russian election protests — Saturday 10 #Tp " y M ¢ ada1lbHAA

December 2011
» Largest political event of its kind since the fall of the USSR

[
» An estimated 50,000 people gathered in Moscow and 10,000 in #t h I
St Petersburg rI u m a

* They allege widespread fraud in Sunday's polls
* More than 1,000 arrests

* Protestors pledge to take to the streets again on December 24
* They want Sunday's election results annuled .
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26K Twitter accouts tweet 440K junk messages
to drown out discourse / coordination.




Geolocation of Logins

Nonspam Logins Spam Logins




eno Marasun AkkayHToB #1 B PyHeTe: Mpoaaxa AkkayHToB v PeaupexTtos ¢ MrioseHHoi4 [locTaskoin

JB varsmoacaywos srwpyer. |

() & hups://buyaccs.com T < B~ Google Q) n m 118 ]

Haw MaraswvH akKayHTOB paj NpeanoXuTb aKKayHTbl Pas/iMyHbiX MOYMTOBbIX cny»6 1 6ecnaarHbix

Bu g H c c S .com XOCTHMHIroB Ansa nbbix 3aaay. Bol nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.

CEPBMC PETMCTPALIMN AKKAYHTOB Takxe A0CTynHa ycnyra 3anuMeBa peaupektos Ha Pochta.ru, Cwahi.net 1 Ocatch.com uTo sBnseTcs
YHUKaNbHOW YCNYrow - Bbl NO/yYyaeTe roToBble PeAUPeEKTbl B TEYEHUE Yaca nocne 3akasa.

Mpu nokynke akkayHToB MeHee 1000 wWTyK AEUCTBYET cneuvanbHbii Tapud.

www.FreedomScripts.org - paspaboTtka codta Ha 3aka3s

Mera Codt ans aopeees - Zerber
OpnobpsaTtop apysei - Mo Myup

Twidium - 6e3onacHbii ¥ NpodeccuoHanbHbii UHCTPYMEHT AN PACKPYTKW TBUTTEPA
HakpyTuTb ponnosepos B TBUTTE

3apaboTai Ha Npoaaxe aKKayHTOB

Kynutb akkayHTbl OAHOKNACCHUKOB
Kynutb akkayHTbl BKOHTakTe

§# Cenvac B npopaxe ? Hosoctn
Cnyxb6a Kon-so akkos LleHa 3a 1K akkayHTOB 06 Anp 2013

BpeMeHHO He NpoaaeM akKayHTbl

Mail.ru 117025 Ao 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4 Twitter.com

Mail.ru Mix 327199 0 10K: $5 | or 10K a0 20K: $4.5 | ot 20K: $4 éfn'::;:zz:a v akKayHTH
Facebook.com! Bcero $80 3a 1000 wr.

Mail.ru Second Hand 0 Ao 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3 Dewesne He 6bisaeT!

Mail.ru Mix S/H 15811 [0 10K: $4 | ot 10K o 20K: $3.5 | oT 20K: $3 07 ®es 2013

CeHCauMoHHas UeHa Ha aKKayHTbI
Yahoo.com. Tenepb OTAUYHbIE aKKaYHTbl CO

Yandex.ru 4758 0o 10K: $20 | ot 10K ao 20K: $19 | ot 20K: $18 BCEMM PErHCTPALMOHHBIMM AAHHBIMM N0 -
ueHe ort $7 32 1000 wr! L
Narod.ru 5315 Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50 M
NG den 20173 y



Beyond Technical Security



Motivation




The “Failure” of Technical Security

 Decades of work on security principles,
mechanisms & detection have not led to a

secure Internet

 We defenders face structural disadvantages:
— Defenses public, attacker develops/tests in private

e Arms race where best case for defender is to “catch up”

— Attacker not tied to any particular technology;
cheaper for them to change than us

— Minimal deterrence
* [s there a different way to fight the war?
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Facebook.com! Bcero $80 3a 1000 wr.

Mail.ru Second Hand 0 Ao 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3 Dewesne He 6bisaeT!
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Narod.ru 5315 Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50 M
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MarasuH AxkkayHTos #1 B PyHere: MNpogaxa AxkkayHTos v PeaupexTos ¢ MrHoseHHou [locTasxkom

Merchant Period| #| Accts| Price
alexissmalley ' 06/12-03/13| 14| 13,000 $4
naveedakhtar' 01/13-03/13| 4| 2,044| $5
truepals’ 02/13-03/13| 3 820 $8
victoryservices' 06/12-03/13| 15| 15,819 $6
webmentors2009 10/12-03/13| 9| 9,006 $3-4
buuman™ 10/12-10/12| 1 75| $7
danyelgallu™ 10/12-10/12| 1 74 $7
denial93™ 10/12-10/12| 1 255 $20
formefor™ 09/12-11/12| 3|  408($2-10
ghetumarian™ 09/12-10/12| 3 320| $4-5
jackhack08" 09/12-09/12| 2 755|  $1
kathlyn™ 10/12-10/12| 1 74 $7
smokinbluelady™ 08/12-08/12| 1 275 $2
twitfollowers™ 10/12-10/12| 1 80 $6
twitter007" 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13| 14| 12,094| $4-7
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4
accs.biz* 05/12-03/13| 15| 17,984| $2-3
buyaccountsnow.com?  |06/12-11/12| 8| 7,999| $5-8
buyaccs.com"t 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizi 09/12-10/12| 3| 2,875 $5
buytwitteraccounts.infoi 10/12-03/13| 9| 9,200| $34
dataentryassistant.com? |10/12-03/13| 9| 5,498 $10
getbulkaccounts.com:c 09/12-09/12| 1| 1,000 $2
quickaccounts.bigcarteli 11/12-11/12 2| 1,501 $3
spamvilla.com* 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.com*|10/12-10/12| 1| 1,000 $7
Total 05/12-03/13|140|120,019|$1-20

& I (B}~ Google Q) @ !

NPeAnOXuTb aKKayHTbl Pa3fIMyHbIX MOYTOBBLIX CNyX6 1 6ecnaarHbix
1. Bbl nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.

Ba peanpektoB Ha Pochta.ru, Cwahi.net 1 Ocatch.com yTto siBnsercs

C(KayHTOB

.5 | oT 20K: $4
.5 | oT 20K: $4
.5 | oT 20K: $3
.5 | oT 20K: $3
19 | ot 20K: $18

50 | ot 20K: $50

? Hosoctn

06 Anp 2013

BpeMeHHO HE NPOAAEM aKKayHTbI

Twitter.com

15 Map 2013

OTANYHARA LeHa Ha aKKayHTbl
Facebook.com! Bcero $80 3a 1000 wr.

Jewesne He 6biBaeT!

07 ®es 2013

CeHcauuoHHasa UeHa Ha aKKayHTbI
Yahoo.com. Tenepb OT/IMYHbIE aKKaYyHTbl CO
BCEMMW perncrpauMoHHbIMM AAaHHbIMU NO

ueHe ot $7 32 1000 wrT!

NnA den 2013

N LA
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MarasuH AxkkayHTos #1 B PyHere: MNpogaxa AxkkayHTos v PeaupexTos ¢ MrHoseHHou [locTasxkom

Merchant Period| #| Accts| Price 2 T Ja)
alexissmalleyT 06/12-03/13| 14| 13,000 N
naveedakhtar® 01/13-03/13| 4| 2,044 $5| npeanoxuTb akKayHTbl pasnnuHbIX MOYTOBBIX CNYX6 1 GecnnarHbix
truepalsT 02/13-03/13 2 290 Rl * Bbl nonyyete akkayHTsl CPA3Y nocne onnarbl 3akasa yepes Webmoney.
eommorsso0s! |t oo e Screenname __ [ Enal
t 3 ; -

e menuors Trstram Aiken Trstramsse912 KareyKay34251@hotmail.com
zuum?nau . }8; g—}gj 12 Millicent Comolli | Millicentrpq645 | DanHald46927@hotmail.com

anye — T n
den?al9g3uu 10/12-10 /1; Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formeforl! 09/12-11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™ 09/12—-10/12! Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08™ 09/12—09/12| Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn™ 10/12-10/1F ola dingess olawhdingess TimeffTicnisha@hotmail.com
Smokinbluelagyu 08/12-08/13 brinda neff brindagtgneff ScujheShananan@hotmail.com }
twitfollowers 10/12-10112 UV — E—
twitter0071 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13| 14] 12,094] $4—7] “*"°* Do ponaen aKKayHTH
shivnagsudhakar® 06/12-06/12| 1| 1,002| $4
accs.biz? 05/12-03/13| 15| 17,984| $2-3
buyaccountsnow.com?  |06/12-11/12| 8| 7,999| $5-8
buyaccs.comi 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizi 09/12-10/12| 3| 2,875 $5
buytwitteraccounts.infoi 10/12-03/13| 9| 9,200| $34
dataentryassistant.comI 10/12-03/13| 9| 5,498| $10 :::::T":;"g':g';?::‘““" AaHHLIMK NO "
getbulkaccounts.com:c 09/12-09/12| 1| 1,000 $2| 50| or 20k: $50 e den 2014 y
quickaccounts.bigcartel* |11/12-11/12 2| 1,501 $3 S '
spamvilla.com? 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.com*|10/12-10/12| 1| 1,000 $7
Total 05/12-03/13[140[120,019[$1-20
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Mara3suH AkkayHTos #1 B PyHere: MNpoaaxa AxkayHTos v Peaupexktos ¢ MrHoseHHou [locTasxkom

Merchant Period| #| Accts| Price - —
| kaJ ¥ Google
alexissmalleyJr 06/12-03/13| 14| 13,000 $4 :
naveedakhtar® 01/13-03/13| 4| 2,044 $5| npeanoxuTb akkayHTbl paznuuHbIX NOMTOBBLIX CYX6 1 GecnnaTHbix
truep alsT 02/13-03/13 2 290 QR 1. Bbl nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.
Viclt)oryser"i‘;‘:)s(;rg ; (1)8; i ;:82; 13 Name Screenname Email
t 3 - -
e menuors Trstram Aiken Trstramsse912 KareyKay34251@hotmail.com
buuman 10M2-10/12pificent Comolli | Millicentrpa645 | DanHald46927@hotmail.com
danyelgallu® 10/12-10/12
denialo3!! 10/12-10/12 Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor™ 09/12-11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™ 09/12-10/12! Kiera Barbo Kierayvydb LindJose344@hotmail.com
jackhack08™ 09/12-09/12| Jeannine Allegrini | Jeanninewoqzg | OpheliaStar461@hotmail.com
kathlyn™ 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady" 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12, . oo wo = 1rubuLIY
twitter0071 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13[ 14| 12,094] $4—7| ““""" e poRaeN aKKayHTH
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4| .5 or 20k: $4 Twitter.com
accs.biz? 05/12-03/13| 15| 17,984 | $2-3| 5 or 20k: $4 éfn'::.:a:?;::a wa aKayHTH
buyaccountsnow.com?  |06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 3a 1000 wr.
b 1 .5 | ot 20K: $3 Jewesne He 6biBaer!
b 07 ®es 2013
CeHCauuoHHan ueHa Ha dKKayHTbI
b Yahoo.com. Tenepb OTAUYHbIE aKKaYHTbl CO
d BCEMMU pPErmcTpaumMoHHbIMKU AaHHbIMM NO .
ueHe ort $7 32 1000 wr! L
g NA den 2013 4
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X
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05/12-03/13

140{120,019 [$1-20




®e0o Buyaccs.com: Bulk Accounts with Instant Delivery After Payment. We Accept Paypal

‘ R e _
(@ ) & hups://buyaccs.com/en/ ' e (B~ Google Q) n m 118 |

If you need quality bulk accounts, you've come to the right place. You can get your accounts
Bu g H c c s .com immediately after your payment - there is no need to wait.

BUY BULK ACCOUNTS AT BEST PRICES All the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

06 Apr 2013
Twitter accounts are not available. We will

§4 For sale start selling them shortly.

Provider Quantity Rate for 1000 06 Apr 2013
Twitter accounts are not available. We will
Hotmail.com 449292 1K-10K: $5 | 10K-20K: $4.5 | 20K+: $4 start selling them shortly.
. , . _ _ 07 Feb 2013
Hotmail.com Verified 423418 1K-10K: $6 | 10K-20K: $5.5 | 20K+: $5 Added Instagram accounts at a great rate:
$50 per 1000.
Outlook.com Plus 9661 1K-10K: $4 | 10K-20K: $3.5 | 20K+: $3
04 Dec 2012
Gmail.com USA PVA 4340 1K-10K: $100 | 10K-20K: $95 | 20K+: $90 Just added Fully Profiled Twitter Accounts
at a great rate - $30 per 1000. Accounts
. . ) come with avatar, bio and random
Yahoo.com 14058 1K-10K: $8 | 10K-20K: $7.5 | 20K+: $7 background.
Yahoo.com USA 8688 1K-10K: $15 | 10K-20K: $15 | 20K+: $15 19 Nov 2012
Great prices for wholesale Twitter.com and T
Nokiamail.com 0 1K-10K: $10 | 10K-20K: $10 | 20K+: $9 Hotmail.com orders! ;
7



Merchant Reactions

€€ Al of the stock got suspended ... Not
just mine .. It happened with all of the

sellers .. Don't know what twitter has
done ... ' 4 4

Immediately after:

90% of purchased accounts suspended on arrival
2 weeks after:

0% of purchased accounts suspended on arrival
Strangely, no price changes!



“Click Trajectories™



Phases of the Spam Value Chain

a DNS Lookup
(A record)

o Spam Message

—

Prom: fvejleobacns.com DNS Lookup =

To: recipientfexanple.con 9 (NS record) r_eg . ru. ] P.mmwwm

Subject: VIRGRA ¥ 0fficiel site Domain Registrar Affiliate Program

ST IPRICF ONNF |\ V,SA Russia / Russia
®» 6% O @ Payment
& = o |
http://medicshopnerx.ru pdAzerrl‘gaibBankk medicshopnerx. ru
Grum Botnet n o DNS Server
Azerbaijan Cchin
@ click ina

Manufacturer

Advertising India

>
>

Realization I

Click support

medicshopnerx.ru (6] Pharmacy Express

Web Proxy/Server
Brazil

Affiliate Program




Feed Feed Received Distinct
Name Description URLs Domains
Feed A MX honeypot 32,548,304 100,631
Feed B Seeded honey accounts 73,614,895 35,506
Feed C MX honeypot 451,603,575 1,315,292
Feed D Seeded honey accounts 30,991,248 79,040
Feed X MX honeypot 198,871,030 2,127,164
Feed Y Human identified 10,733,231 1,051,211
Feed Z MX honeypot 12,517,244 67,856
Cutwail Bot 3,267,575 65
Grum 11,920,449 348
MegaD 1,221,253 4
Rustock 141,621,731 13,612,815
Other bots Bot 7,768 4
Total 968,918,303 17,813,952

Table I: Feeds of spam-advertised URLs used in this study. We
collected feed data from August 1, 2010 through October 31, 2010.



Affiliate Program URLs Volume Domains
Royal Software 2,291,571 1.48% 572
EuroSoft 694,810 0.31% 1,161
Auth. Soft. Resellers 65,918 <0.01% 4117
OEM Soft Store 19,436 <0.01% 1,367
Soft Sales 93 <0.01% 35
Software Total 3,071,828 1.79% 7,252

Looked at three categories:
Pharma, Replica, Software

Covered all the major affiliate

programs

Affiliate Program URLs Volume Domains
RX-Promotion 160,522,026 21.7% 10,586
Mailien 69,961,211 23.57% 14,444

Pharmacy Express 69,959,633 23.57% 14,381

ED Express 1,578 <0.01% 63
ZedCash (Pharma) 42,297,130 18.93% 6,981

Dr. Maxman 32,184,860 13.19% 5,641

Viagrow 5,222,658 3.57% 386

US HealthCare Inc. 3,196,538 1.42% 167

MaxGentleman 1,144,703 0.39% 672

VigREX 426,873 0.31% 39

Stud Extreme 71,104 0.05% 43

ManXtenz 50,394 <0.01% 33
GlavMed 28,313,136 7.84% 2,933
Online Pharmacy 17,266,034 5.07% 2,922
EvaPharmacy 12,798,999 7.91% 11,285
World Pharmacy 10,412,850 5.88% 691
PH Online 2,971,368 2.14% 101
Swiss Apotheke 1,593,532 0.21% 118
HerbalGrowth 265,131 0.19% 17
RX Partners 229,248 0.15% 448
Stimul-cash 157,537 0.07% 50
MAXX Extend 104,201 <0.01% 23
DrugRevenue 51,637 0.05% 122
Ultimate Pharmacy 44 126 0.02% 12
Greenline 25,021 <0.01% 1,766
Virility 23,528 0.01% 9
MediTrust 6,156 <0.01% 24
RX Rev Share 5690 <0.01% 183
Unknown Program 3,310 <0.01% 1,270
Canadian Pharmacy 1,392 <0.01% 133
RXCash 287 <0.01% 22
Stallion 80 <0.01% 2
Pharma Total 347,053,630 93.74% 54,142

Affiliate Program URLs Volume Domains
ZedCash (Replica) 13,264,108 4.29% 7,011
Ultimate Replica 10,464,930 3.35% 5,032
Distinction Replica 1,252,816 0.3% 130
Diamond Replicas 506,486 0.14% 1,307
Prestige Replicas 382,964 0.16% 101
Exquisite Replicas 620,642 0.32% 128
One Replica 21,318 0.02% 83
Luxury Replica 11,207 <0.01% 28
Aff. Accessories 3,669 <0.01% 187
Swiss Rep. & Co. 76 <0.01% 15
WatchShop 2,086,930 0.17% 547
Replica Total 15,351,038 4.46% 7,558




Bestsellers

All products

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvocet (Proxyvon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (® ROCHE)
Ativan (® Wyeth)
Klonopin (generic)
Valium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin
View all products

WEIGHT LOSS

Phentermine

How to order Shipping policy Order Status Refer a friend Testimonials F.A.Q.

Search products by name
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Order approved

Your transaction has been approved.

Your order ID: 138731

First name: Kirill

Last name: Levchenko

Card used with this order: 46*****2238
Total amount charged: $52.95

The following billing descriptor appear on your credit card statement:

medissue.com +12175686119

Tracking number will be sent on your email once medications will be shipped.

NOTE: Contact us about your order only through customers support system www.rxsup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --» Order status

Dear Kirill Levchenko, if you have any questions regarding your order, shipping, please contact us at:

Customers support system: www.rxsup24.com
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If we were to “snip” a link in this chain, which one
- would be the most disruptive for our least expenditure?
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Ehe New JJork Times

The Opinion Pages

EDITORIAL

Spammers and Their Bankers

In early 2004 Bill Gates claimed that “two years from now, spam will
be solved.” Today it amounts to 70 percent of all e-mail. Yet there
may be a chance to cut it back.

In March, spam volumes tumbled as United States marshals seized
computers at Internet hosting facilities that controlled Rustock, a

The good news is there may be other ways to disrupt spammers. The Times’s John Markoff
reported that computer scientists at two University of California campuses have found
another vulnerability: spammers’ banks.

To track the flow of information, the researchers made hundreds of purchases. Buying
Viagra from the Pharmacy Express group in Russia involved computers in Brazil, China
and Turkey. The Viagra came from India. But 95 percent of the purchases were handled
by three banks — in Azerbaijan, Latvia and St. Kitts and Nevis. This suggests that if banks
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YBaxaembie Bebmacrepa,
B cBA3M C COOBITUAMK NPOUN3OLUEALINMA B TEYEHWE NOCTEAHNX ABYX MECALEB, KOT4a noj yaap nonanu sce 6aHKOBCKUE U
NPOLeCcCUHIroBble CYETa KOMITaHWM, Mbl BbIHYXAEeHb COOBLNTD, YTO, MOCKONbKY A0 CerofHAWHEro AHA He yAanoch HAuTH JOCTaTOYHO
HafleXHOI o pelueHUA ANA NPoAoNXeHua paboTbl, a JOATrH Nepes NoCTaBLuKaMy ¥ NapTHePaMu NPOZOIXKAIOT PACTH, Mbl BbIHYXEHbI
MONHOCTbIO OCTAHOBUTL QYHKLMOHMPOBaHNE NapTHepcKo# nporpammbl Medinc.
Mbi 6binu pagsl paboTats C BamMy, SPY3bA, U HAM Xalb, YTO COTPYAHNYECTBO B paMKax JaHHOI o npoekTa 6onee HeBO3MOXHO.
B cnyuae, ecnu Ham ygacTca HauTH HaeXHOE, 110 HalleMy MHeHWIo, NPOLJeCCUHIoBoe pelueHne U Bo306HoBUTL paboTy, Bce BebmacTepa
NMonyyar yBefoMAeHNA Ha NMOYTOBbIE agpeca, yKa3aHHbIe NP PerucTpaymi.

Dear webmasters,

Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to
inform you, that functioning of the Medinc partnership program will be discontinued, as no reliable solution has been
found to keep it working, and the debts to suppliers and partners keep increasing.

We were happy to work with all of you, and we are very sorry that we can’t cooperate with you anymore within this
project.

If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification
sent to the address submitted during registration.
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fun ny duck L BAXHO: nepexop B pexxum "MAY3A"!
Peructpauuma: 23-05-2007 Yeaxaemble MapTHepol,

Coobuwenwit: 273
Kak Bbl MOrIM 3aMeTUTb, NocneaHne napy AHeﬁ Y Hac npoﬁneMbl C NMpoUECCHUHIOM. PeweHne Bonpoca "I'lOﬂBMCI'IO" B BO34YyXe, N NOKa He ACHbl OKOH4YaTesibHble CPOKUW ero paspelieHuns.

Mbl NPUHUMNMANbHO HE XOTUM cobupaTb "BeNTUHIM" 1 No cyTn paboTaTtb B 6aTU. Mbl TaK e He roToBbl PUCKOBaTb BAWMMMU A€HbraMi C MaNO3HaKOMbIMW U HE OYEHb CEpbe3HbIMM NOCpeAHNKaMn. Mo3ToMy C HAcToRALWero
MOMeHTa Becb [naBMea nepexoaut B pexwum "MAY3A". HuKakue HoBble 33Kasbl obpabaToiBaTbcs He ByayT A0 MOMEHTA pelleHnsA BONpoca C NPoLEeCCUHIoM. Bce yxe 3anpoleleHHble 3aKazbl 6yayT BbiNOAHEHbI, Kak U
cneayert.

Y6eaurenbHan nwcnﬁa BpeMEeHHO nepeBecTH cBoO# TEag!HK Ha Apyrue wonbi/NpoeKTbl.

bonbwe ACHOCTU U

6/29/2012

EnuKa, Ho B Nobom

Dear Partners,

LaTbCA KO MHe

As you may have noticed, in the last couple of days we've had[problems|
° ﬁ We don't have a solution yet, and there is no concrete @D

time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode..
ﬁ until the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.
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TrafficDrive &

KonécHblit naH . . . ,
Ceiyac NpaKTHYeCKy y BCeX NaPTHEPOK Kyya AeKNaiHOB, KaHLENOB W NEHAMHIOB, OT CaMUX NPTHEPOK HE CMABHO 33BUCHT WMX0, NPOCMATPHBAETCA 001LARA NeyankHan KapTiHa, efyyan Buza nanuT HananMom ((

Perncrpauts: 10.05.2010 Mo npo6neMHeIM CTPaHaM BalLe MMCEL, Ha Nape NapTHepoK Xopolo ecnk 50% npoxoauT

Coobuenruit: 493
Babno: $57210

0‘

“Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a
general sad picture, fucking Visa is burning us with napalm (for problematic
countries, it's totally fucked, on a couple of programs you're lucky if you get
50% through).”



