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How Much $$ Do Spammers Make?





Spam conversion experiment

Instrumented ~1.5% of Storm’s total output (2008)

Pharmacy 
Campaign

E-card Campaigns

Postcard April Fool

Worker bots 31,348 17,639 3,678

Emails 347,590,389 83,665,479 38,651,124

Duration 19 days 7 days 3 days



Spam pipeline

5

83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Effects of Blacklisting    
(CBL Feed)

Unused

Effective

Other 
filtering

Response rates by country

Two orders        
of magnitude

No large aberrations 
based on email topic

Spam filtering software
• The fraction of spam delivered into user inboxes 

depends on the spam filtering software used
Combination of site filtering (e.g., blacklists) and content 
filtering (e.g., spamassassin)

• Difficult to generalize, but can use test accounts for 
specific services

Fraction of spam sent that was delivered to inboxes

Site needs to be up hours to 
days to reap real users 
rather than just crawlers



The Spammer’s Bottom Line
• 28 purchases in 26 days, avg. “sale” ~$100

¨ Total: $2,731.88, $140/day
• But: interposed on only ~1.5% of workers:

¨ $9,500/day (OR: 8,500 new bots per day)
¨ $3.5M/year (back of envelope - be very careful!)

• Though if selling Viagra via Glavmed affiliation, cut is 40%
• Storm: service provider or integrated operation?

¨ Retail price of spam ~$80 per million
• Pharmacy spam would have cost 10x the profit!

¨ Strongly suggests Storm operates as an 
integrated operation rather than a reseller



The Underground Economy

















“Axiom of Criminal Laziness”

Cybercrooks will work energetically to 
sustain their current cash flow …

… but will not look out strategically
beyond it to serve their long-term interests







2010: Ukrainian Secret 
Service documents a “bust”





2011: Ukrainian Secret Service 
documents another bust



Equipment confiscated in 2011 bust



Equipment confiscated in 2010 bust



Equipment confiscated in 2010 bust
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The Power of Infiltration



Infiltration 
opportunity
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

Reverse engineering the downloader 
protocol allows shamelessly aggressive 
downloading of PPI Badness



Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

Run binaries in 
controlled environment 
to characterize activity



Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

Associate activity 
with different 
malware families



Running for five months, downloaded (“milked”) > 1M 
binaries (9K distinct) from 4 different affiliate programs

Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install



The majority 
of the world’s 
top malware 
appeared in 
the “milk”
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Malware Extracted via “Milking”

Date



A handful of 
specimens were 
“old news”

1 week

20+% had yet 
to be seen

Malware that 
targets Europe

Exclusive 
to USA Omnivore

Avg. PPI specimen 
“lifetime”: 11 days

Most specimens took 
days to have broad 
anti-virus recognition



Cybercrime Meets
Political Manipulation



#триумфальная
(#triumphal)

26K Twitter accounts tweet 440K junk messages 
to drown out discourse / coordination.



Geolocation of Logins

Nonspam Logins Spam Logins

56% 1%

26K accounts purchased from spam-as-a-service program.  
Part of a lot of 975K. 





Beyond Technical Security





The “Failure” of Technical Security
• Decades of work on security principles, 

mechanisms & detection have not led to a 
secure Internet

• We defenders face structural disadvantages:
– Defenses public, attacker develops/tests in private

• Arms race where best case for defender is to “catch up”

– Attacker not tied to any particular technology;
cheaper for them to change than us

– Minimal deterrence

• Is there a different way to fight the war?





Spent ~$5K to 
purchase 120K fake 

Twitter accounts from 
27 merchants



Developed classifiers to match 
all accounts registered from 

the same template



Worked with Twitter to assess classifier:
• Precision:  99.9942%
• Recall: 95%

Detected “millions” of accounts …





Merchant Reactions

“ All of the stock got suspended ... Not 
just mine .. It happened with all of the 
sellers .. Don't know what twitter has 
done ... ”

¡ Immediately after:
§ 90% of purchased accounts suspended on arrival

¡ 2 weeks after:
§ 50% of purchased accounts suspended on arrival

¡ Strangely, no price changes!



“Click Trajectories”



Phases of the Spam Value Chain

If we were to “snip” a link in this chain, which one 
would be the most disruptive for our least expenditure?



Crawled URLs seen in a 
torrent of email spam



Looked at three categories:
Pharma, Replica, Software

Covered all the major affiliate 
programs



Purchases allowed 
tracing of credit 
card processing and 
“fulfillment”











If we were to “snip” a link in this chain, which one 
would be the most disruptive for our least expenditure?



No hosting bottleneck --
long tail



Small number of registrars 
over-represented in spam

But … many alternatives, 
low switching cost, slow 
intervention, and long tail



Bingo

Azerigazbank

Saint Kitts

DnB Nord



3 banks hosted
95+% of all sales

Azerigazbank

Saint Kitts

DnB Nord





Dear webmasters,

Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to 
inform you, that functioning of the Medinc partnership program will be discontinued, as no reliable solution has been 
found to keep it working, and the debts to suppliers and partners keep increasing.

We were happy to work with all of you, and we are very sorry that we can’t cooperate with you anymore within this 
project.

If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification 
sent to the address submitted during registration.



6/29/2012

Dear Partners,

As you may have noticed, in the last couple of days we've had problems 
with processing. We don't have a solution yet, and there is no concrete 
time when it will be resolved.
…….
From this point forward, GlavMed is switching to a "PAUSED" mode. No 
new orders will be processed until the processing issue is resolved. 
……..
We urge you to temporarily switch your traffic to other shops/projects.



“Right now most affiliate programs have a mass of declines, cancels and 
pendings, and it doesn't depend much on the program imho, there is a 
general sad picture, fucking Visa is burning us with napalm (for problematic 
countries, it's totally fucked, on a couple of programs you're lucky if you get 
50% through).”


