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Figure 3. Example of our initial marking scheme. The packet travels from the attacker A to the victim
V across the routers R1 to R5. Each router uses the TTL value of the packet to index into the IP
identification field to insert its marking. In this example we show a 1-bit marking in a 4-bit field for

simplicity.
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The probability that the client can connect after £ tries
1S:
P( connect after k tries)
= 1 — (1 — P(connect after 1 try))¥
=1—-(1-(1—-¢)")"

the required number of connection attempts 1s:

L log(1 — P(connect))
log(1 — (1 —€;)?)

A nice feature of this formula 1s that the expected number
of connection attempts depends logarithmically on the con-
nection probability, which indicates that even for large ¢;,
a determined client can get a connection after a moderate
waiting time.




