
User Populations

LOW-RATE
DISTRIBUTED 

BRUTEFORCERS

LEGITIMATE
USERS

   SINGLETON
   BRUTEFORCERS

Characteristics overlap between legitimate users and bruteforcers

Have past history of 
successful logins

Forgotten usernames/ 
passwords

Distributed across networks;  
the network being monitored 
sees only a few hits

Have a high rate of logins 
compared to distributed
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• Site-wide parameter
– Global Failure Indicator 

(GFI)
• Site-wide number of 

failed logins per batch 
of n logins 

• GFI well-modeled as 
Beta–binomial
– Binomial with beta-

prior on probability of 
success 

Aggregate Site Analyzer
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Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected

If we just used this term, we’d have an 
ordinary random walk around the origin 



Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected

Including this term biases the 
random walk negatively …



Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected

… and this term makes sure it 
never goes below the X axis



Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected

Putting it together, we have a one-sided 
random walk that will make (short) excursions 
upwards from zero, but always returns …



Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected

… unless the process changes and failures become 
more likely, such that µ' > µ + k, in which case the 
random walk steadily climbs upward!



Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected
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Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 
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k! 3 !Parameter!based!on!magnitude!of!change!
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Aggregate Site Analyzer
Monitoring for Change (CUSUM Algorithm) 

€ 

C0 = 0
Cn =max(0,Cn−1 + Xn − µ − k)

!!

€ 

Xn −Random!variable!(GFI)
µ! 3 !Mean!under!normal!behavior
k! 3 !Parameter!based!on!magnitude!of!change!
!!!!!!!to!be!detected
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Evaluation

Total number of attacks 99
Number of false attacks 9

Determined by Attack Participants Classifier

Number of attack hosts 9,306
Number of false attack hosts 37

Attack Participants Classifier

Aggregate Site Analyzer

Determined by future successful activity/
Site Incident Database



Characterization of Attacks 
Overlap of attack sources over different attacks
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90 attacks constituted a total of 35 attack campaigns
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Attack Campaign Stealthiness

• Point-wise Host detector (0/35) 
(On average 2 attempts per local machine per hour

• Point-wise Network detector 
(31/35 – Partially detectable)

High-rate hourly activity in total number of failed attempts / 
# of local hosts contacted

• Undetectable by any point-wise detector (4/35)

Two of the campaigns succeeded in breaking-in; one undetected by the site
One stealthy attack specifically targeted LBNL (valid usernames)

DETECTION COMPARISON



















IP Header Side Channel
4-bit

Version
4-bit

Header
Length

8-bit
Type of Service

(TOS)
16-bit Total Length (Bytes)

16-bit Identification
3-bit
Flags 13-bit Fragment Offset

8-bit Time to 
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Payload

ID field is 
supposed to be 
unique per IP 
packet.

One easy way to 
do this: increment
it each time system 
sends a new 
packet.



SYN-ACK

Spoofed



SYN-ACK

Upon receiving RST, 
Patsy ignores it and does 
nothing, per TCP spec.



SYN-ACKSpoofed



SYN-ACK



SYN-ACK


