GET/HTTPN A
Host: tencent-attack.com

GET/HTTPN.A
Host: tencent-victim.com
Host: tencent-attack.com

Squid
Ciert s o Tt
Cache)

GET/HTTPM A GET/HTTPA A
Host: block.com Host: block.com
Host: allow.com Host: allow.com ;
Client EGET g
(Firewall) (Server)
host: allow.com host: block.com
(a) Preference of multiple Host headers.
GET/HTTPAM A GET/HTTPN A
Host: akamai-victim.com Doesnt: matter
Doesnt: matter Host: akamai-attack.com
Host: akamai-attack.com Host: akamai-victim.com
Akamai - uid
Client (CON) *| v o)

host: akamai-victim.com host: akamai-attack.com

(c) Exploiting “flipped” forwarding.

GET nonhttp://protectenabled.com/ HTTP/1.1
Host: protectdisabled.com

GET nonhttp://protecteabled.com/ HTTP/1.1
Host: protectdisabled.com

Attacking payload Attacking payload
Fastly Nginx
Client (CDN) (SONQf)
host:protectdisabled.com host: protectenabled.com

(e) Schema of absolute-URI.

host: tencent-victim.com

(b) Multiple Host headers combined with preceding space.

host: tencent-attack.com

GET/HTTPN A
Host: akamai-attack.com
Host: akamai-victim.com

GET http//akamai-victim.comy HTTP/1.1
Host: akamai-attack.com

Akamai
(CDN)

Squid
(Transpar

Client

host: akamai-victim.com host: akamai-attack.com

(d) Absolute-URI with Host header.

GET/HTTPN1A
Host: protectenabled.com

Attacking payload

GET any//protectenabled.com/ HTTP/1.1
Host: protectdisabled.com

CloudFlare
(CDN)

Others

Client

host:protectdisabled.com

(f) Interpreting absolute-URI, forwarding Host header.

host: protectenabled.com
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