Lecture Outline

Reminder: guest lecture Friday by Bill Marczak

— Zoom link w/ password emailed out tonight
— If you encounter difficulties, rendezvous via Piazza

Finish botnet discussion: Pay-per-install (PPI)
Project &
Anonymity:

— Brief look at Tor’s evolution
* Plus a “teachable moment”



Pay-Per-Install (PPI)



So far, Torpig has been distributed to its victims as part of Meb-
root. Mebroot 1s a rootkit that takes control of a machine by replac-
ing the system’s Master Boot Record (MBR). This allows Mebroot

Mebroot has no malicious capability per se. Instead, it provides
a generic platform that other modules can leverage to perform their
malicious actions. In particular, Mebroot provides functionality to
manage (install, uninstall, and activate) such additional modules.
Immediately after the initial reboot, Mebroot contacts the Mebroot
C&C server to obtain malicious modules (5). These modules are



Insights from the Inside:
A View of Botnet Management from Infiltration

Chia Yuan Cho®, Juan Caballero'®, Chris Grier®, Vern Paxson*®, and Dawn Song®
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Abstract 2009. While much of our measurement drew upon our
earlier work in reverse-engineering MegaD’s C&C pro-

Recent work has leveraged botnet infiltration techniques to track  tocol [11] and the cryptographic routines that obfuscate
the activities of bots over time, particularly with regard to it [12], we also developed additional methods for gath-
spam campaigns. Building on our previous success in reverse-| ering information about the hotnet We discovered that
engineering C&C protocols, we have conducted a 4-month in-| |we could use “Google hacking” to locate additional C&C
filtration of the MegaD botnet, beginning in October 2009. Our)  gervers based on fingerprinting the web pages they sup-

An inside view of FireEye’s takedown. On Nov. 6,
2009, FireEye launched a coordinated effort to take down
MegaD. The takedown was widely lauded as successtul
since MegaD’s spam trickled to a halt. However, 16 days

later 1ts share of the world’s spam exceeded its 4% pre-
takedown level and by Dec. 13 i1t had climbed to 17% [6].
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Statistic

GangstaBucks.com - it pays on time!
We pay for all installs!

Gﬁ' Sta@Bucks ..
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Project Presentations: Logistics

Held last two weeks of regular Semester
— I'll finalize assignments by this weekend

Aim for

Split presentation w/ partner ~50/50

Schedule practice talk w/ me 3+ days prior
— Should be fully drafted and timed

Post short context summary to Piazza the
morning before

— Assume the class has read it



Project Presentations: Content

* Introduction framing

— A thoughtful tour of the problem space
* This is the #1 value take-away for your fellow students

— What you tackled, why it's significant
— Assume audience has read your Piazza summary

« Sketch of related work sufficient to appreciate
contribution

— Will also address some “why didn’t you try X?”
questions

— Frame how have undertaken
evaluations in this space



Project Presentations: Content, con't

* Your strategy for pursuing your research
— Explain technical undertaking / challenges
— Explain evaluation methodology

 Frame the “data”
— What does it cover
— What does it not cover
— What you know about /

— If you're doing a security analysis, the “data” is
your visibility into what you're analyzing
* E£.g. source code, black-box binaries, papers




Project Presentations: Content, con't

* \What unexpected issues arose?
— Emphasize lessons learned, not just surprises

« Can provide valuable take-aways for other work
* Preliminary results

— Bring out what is significant
— Persuade us

— llluminate limitations

 What remains
— For your work
— Implications / open questions for future work



Presenting Effectively: Slides

Think creatively

Make use of color
Avoid serif fonts

Avoid overly busy slides
Avoid “wall of bullets” on slide after slide

Use animations to engage your audience

— Keep them from peeking ahead, deciding they
got it, and tuning out

— Focus their attention by
/ downplaying non-points




Presenting Effectively: Voice

Do not read your slides
— ProTip: short phrases force fill-ins

Do not read your speaker notes
— ProTip: try not having any (you won’t have any!)

Find & deliver genuine energy/enthusiasm

Vary your tone

— Glitches are an , hot a problem:
respond in the moment

Find a conversational pace
(Don’t worry about audience eye contact!)




Project Reports

* Treat the class Projects web page as a
— CFP = Call For Papers
— Formatting, deadline requirements are serious

— Read and deliver on the Writing Pointers
* https://www.icir.org/vern/cs261n/writing.html
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AV Vendor Confirmed ThreatSeeker Catches

Jan 2009 - Jun 2009
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Percentage of Global Spam - Classified as Spam or Containing Virus
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Flows / day
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Figure 1: Histogram: Given an IP address, how many blacklisted domains use that IP address as
a name server?
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Figure 6: Total memory usage of traffic moni-
toring system.
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Trace % Speculatively executed tasks

FB2009 1.22
FB2010 2.04
CC-b 1.01
CCl.e 1.4
Trace % of tasks that straggled even when they executed locally
FB2009 26.4
FB2010 39.2
CC.b 55
CCle 56
Trace % of speculatively executed tasks that were killed
FB2009 77.9
FB2010 88.6
CC.b 74.4
CC.e 48.8
Trace killed
FB2009 57.57
FB2010 87.12
CC.b 97.4
CCle 83.96
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Highly distracting central gap
Just what do the authors want
us to take away from this?
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