http|Og | HTTP request/reply details

FIELD TYPE DESCRIPTION

ts time Timestamp of the HTTP request

uid & id Underlying connection info > See conn.log
trans_depth count Pipelined depth into the connection
method string HTTP Request verb: GET, POST, HEAD, etc
host string Value of the Host header

uri string URI used in the request

referrer string Value of the “Referer” header

user_agent string Value of the User-Agent header
request_body_len  count Uncompressed content size of Orig data
response_body len count Uncompressed content size of Resp data
status_code count Status code returned by the server
status_msg string Status message returned by the server
info_code count Last seen 1xx info reply code by server
info_msg string Last seen 1xx info reply message by server
tags set Indicators of various attributes discovered
username string Username if basic-auth is performed
password string Password if basic-auth is performed
proxied set Headers indicative of a proxied request
orig_fuids vector File unique IDs from Orig

RULJB4OHQ D Pvidator File names from Orig
orig_mime_types  vector File types from Orig
resp_fuids vector File unique IDs from Resp

UHVSB40OHQD Réttor File names from Resp

resp_mime_types vector File types from Resp

cllent_h1eader vector The names of HTTP headers sent by Orig
_names

server_l;meader vector The names of HTTP headers sent by Resp
_names

cookie_vars? vector Variable names extracted from cookies
uri_vars? vector Variable names extracted from the URI

'If policy/protocols/http/header-names.bro is loaded

2If policy/protocols/http/var-extraction-uri.bro is loaded

conn. |Og IP, TCP, UDP, ICMP connection details

ts

uid
id.orig_h
id.orig_p
id.resp_h
id.resp_p

proto
service

duration

orig_bytes

resp_bytes

conn_state
local_orig
local_resp

missed_bytes
history
orig_pkts
orig_ip_bytes
resp_pkts

resp_ip_bytes

tunnel_parents

orig_12_addr
resp_I2_addr
vlan

inner_vlan

time 7LPHVWDPS RI WKH 4UVW SDFNH
VW UL Q JUnique ID of the connection
DGGU 2ULJLQDWLQJ HQGSRLQW V -3 D

2ULJLQDWLQJ HQGSRLQW V 7&3 ¢

SRUW "Ry —203 FRGH
DGGU 5HVSRQGLQJ HQGSRLQW V -3 DGG

5HVSRQGLQJ HQGSRLQW V 7&3 8
RU -&03 FRGH

SURWR 7UDQVSRUW OD\HU SURWRFRO R
VWULQJ'HWHFWHG DSSOLFDWLRQ SURWEF
LOQWHUYORQQHFWLRQ OHQJWK

2ULJ SD\ORDG E\WHV IURP VHTX
QXPEHUV LI 7&3

5HVS SD\ORDG E\WHV I[URP VHT>
QXPEHUV LI 7&3

VWULQJ&RQQHFWLRQ a6Mhlog HcoMtstate
ERRO -V 2ULJ LQ 6LWH ORFDOBQHWV"

SRUW

count

count

ERRO -V 5HVS LQ 6LWH ORFDOBQHWYV'
count 1IXPEHU RI E\WHV PLVVLQJ GXH WEF

&RQQHFWLRQ VWDWH KLVWRU\
V Hbinn.log > history

count 1XPEHU RI 2ULJ SDENHWYV

1XPEHU RI 2ULJ -3 E\WHV
YLD -3 WRWDOBOHQJWK KHDGHI

count 1XPEHU RI 5HVS SDFENHWYV

1XPEHU RI 5HVS -3 E\WHV
YLD -3 WRWDOBOHQJWK KHDGHI

If tunneled, connection UID
Rl HQFDSVXODWLQJ SDUHQW V

VWULQJ/LQN OD\HU DGGUHVV RI WKH RU
VWULQJ/LQN OD\HU DGGUHVV RI WKH UH
int 7KH RXWHU 9/$1 IRU WKLV FRQQI
int 7KH LQQHU 9/$1 IRU WKLV FRQQF

VWULQJ

count

count

set



SS||Og | SSL handshakes

FIELD
ts

uid & id
version

cipher

curve
server_name
session_id

resumed

last_alert
next_protocol

established
cert_chain’
cert_chain_fuids’
client_cert_chain’

client_cert_chain_
fuids’

subject’

issuer’
client_subject’
client_issuer’
validation_status?
ocsp_status?

ocsp_response?

notary?

TYPE DESCRIPTION
time Timestamp when SSL connection detected
Underlying connection info > See conn.log
string 66/ YHUVLRQ WKDW WKH VHUYHU
string SSL cipher suite that the server chose
string Elliptic curve server chose if using ECDH/
ECDHE
string Value of Server Name Indicator SSL extension
string 6HVV_LRQ -'" R*HUHG E\ FOLHQW 11
resumption
ERRO Flagthat indicates the session was resumed
string Last alert that was seen during the connection
string Next protocol server chosg usiqg application
layer next protocol extension, if seen
ERRO :DV WKLY FRQQHFWLRQ HVWDEOLYV
vector &KDLQ RI FHUWL4FDWHY R*HUHG
vector File UIDs for certs in cert_chain
vector &KDLQ RI FHUWL4FDWHY R*HUHG
vector File UIDs for certs in client_cert_chain
string 6 XEMHFW RI WKH ; FHUW Re<HU
string 6XEMHFW RI WKH VLJQHU RI WKH
string 6XEMHFW RI WKH ; FHUW ReHU
string 6XEMHFW RI WKH VLIJQHU RI WKH
string &HUWL4FDWH YDOLGDWLRQ UHVXO
string OCSP validation result for this handshake
string OCSP response as a string
Cert
Notary:: $ UHVSRQVH IURP WKH —-&6—- FHU'
Response

‘-1l EDVH SURWRFROV VVO 40HV EUR LV ORDGHG

-1 SROLF\ SURWRFROV VVO YDOLGDWH FHUWYV EUR LV
#-] SROLF\ SURWRFROV VVO QRWDU\ EUR LV ORDGHG

d NsS. |Og | DNS query/response details

FIELD
ts

uid & id
proto

trans_id

rtt

query
qclass

qclass_name
qtype
gtype_name
rcode

rcode_name

AA
TC

RD

RA

answers

TTLs
rejected
auth’
addl'

TYPE DESCRIPTION

time Timestamp of the DNS request

Underlying connection info > See conn.log

proto Protocol of DNS transaction—TCP or UDP
ELW LGHQWL4HU DVVLIJQHG E\
count

responses match
interval Round trip time for the query and response
string Domain name subject of the query
count Value specifying the query class
strin Descriptive name of the query class

& (e.g., C_INTERNET)
count Value specifying the query type
strin Descriptive name of the query type
& (e.g. A, AAAA, PTR)
count Response code value in the DNS response
strin Descriptive name of response code
& (e.g., NXDOMAIN, NODATA)
bool Authoritative answer:

T = server is authoritative for the query
bool Truncation: T = the message was truncated
bool Recursion desired:

T = recursive lookup of query requested

Recursion available:
bool . )

T = server supports recursive queries

5HVHUYHG 4HOG VKRXOG EH ]JHL
count

and responses

List of resource descriptions in answer
vector

to the query
vector Caching intervals of the answers
bool Whether DNS query was rejected by server
set Authoritative responses for the query
set Additional responses for the query

'If policy/protocols/dns/auth-addl.bro is loaded



ssh. |ng HEBINR " O%E*+)

ts ot -2 4),& - OV L%+ HSI23" *11&)I(+,+2,+(
uid & id 47 (+57-78123" " +2,-371-"43!-ISee conn.log
version 23:7, ##$) _ &;351<+5)-3"1=>135!7)

auth_success A33) B(L0HE ) 1224047 )+ 2 (4,45 - +(
direction (-5+2,-3"  D"A3:"(!35!3:,A3:" (123" "+2,-3"

client )58 #39,185+1),5-7 81953 _ | +I26-+",

server )58 #39,185+) 581953 _ | 1) +5<+5

cipher_alg )58 /%+17+83,-&,+(1+"2570,-371&835-,% -
mac_alg )58 /%41 483,8, + (EFGE)-8°-* 8118835~ % -
Compression_alg )58 /%7 +83,4,+(123 - 054))3"14i835 % .
kex_alg ).5-"8 J%+17+83,-&,+ (1*+T1+H2%& " 8+1&i835-,% -
host_key_alg )58 /1) +5<451)1963) 14711835 % _

host_key ).5-"8 7KH VHUYHU V KRVW NH\ 4QJH
remote_location’ 323&‘”_ g KITLIQENI S 3404 (03,

'If policy/protocols/ssh/geo-data.bro is loaded

smb_mapping.log | svs mappings

FIELD TYPE  DESCRIPTION
ts time Time when the tree was mapped
; ) Unigue ID of the connection the tree
uid string
was mapped over
. D of the connection the tree was
id conn_id
mapped over
path sting  Name of the tree path
) The type of resource of the tree
service string

(disk share, printer share, named pipe, etc)
QDWLYHB 40 HBWing W H PFile system of the tree

If this is SMB2, a share type wil be included.

mOd bUS|Og | PLC requests (ICS)

FIELD TYPE DESCRIPTION

ts time Timestamp of the PLC request

uid &id Underlying connection info > See conn.log
func string Function message that was sent
exception string Exception if there was a failure

SyS|Og . | Og Syslog messages

ts time Timestamp when syslog message was seen

uid &id Underlying connection info > See conn.log
trans-

proto port_ Protocol over which the message was seen
proto

facility string  Syslog facility for the message

severity string  Syslog severity for the message

Ca ptu re_IOSS . |Og | Packet loss estimate

FIELD TYPE  DESCRIPTION
ts time Timestamp of the end of the measurement
ts_delta Tt r;l‘:alz::eriel.n;HUHQFH IURP SUHYLRXV
peer string Name of the Bro instance reporting loss
ACKs seen without seeing the data being
gaps count e
acks count  Total number of TCP ACKs
percent_loss double  Estimate of loss: gaps/acks

tu n nE| . |Og | Details of encapsulating tunnels

FIELD TYPE  DESCRIPTION

ts time Timestamp tunnel was detected

uid &id Underlying connection info > See conn.log
tunnel_type string The type of tunnel (e.g, Teredo, IP)

action string The activity that occurred (discovered, closed)

dce_rpc. |Og " Y68 O+ -10,115))&25)

FIELD TYPE  DESCRIPTION
" %1S 3'18)%&1415°61785+068S1505+ 96188445+
#3% Y642 H<=SISHISGINBHIZH+$%
% @ i?t;‘;;;i:’::;;}\)lBC%=4($!'5!$+'4*'+%!
= 410664191 3156119 8316$<=8) 06196196831
& “S%$69&(  6$)4*+)SID'5I$9468%6! 63)4*4)3!
T8 ANSSHEI%S) T (IFSH=((G
0*%+,8* 6642 ISLU%SIAUSI+EIS
“%,-$1 )62 -+ +O6H&1SI(*HS1=4156+11%8
(1 )62 14868 H)SE+ HUBSI28((

Smtp . |Og SMTP transactions

ts time 7LPHVWDPS ZKHQ PHVVDJH ZDV .
uid &id Underlying connection info - See conn.log
trans_depth count Transaction depth if there are multiple msgs
helo string, Contents of the HELO header

mailfrom string. Contents of the MAIL FROM header

rcptto set Contents of the RCPT TO header

date string Contents of the DATE header

from string Contents of the FROM header

to set Contents of the TO header

cc set Contents of the CC header

reply_to string Contents of the ReplyTo header

msg id string Contents of the MsgID header

in_reply_to string Contents of the In-Reply-To header

subject string Contents of the Subject header

x_originating ip  addr
4UVWBUHFHL $tiiGg
VHFRQGBUHF MtkiNgH G

Contents of the X-Originating-IP header
&RQWHQWYV RI WKH 4UVW SHFHLY
&RQWHQWYV RI WKH VHFRQG SHF}

last_reply string. /IDVW VHUYHU WR FOLHQW PHVVL
path Y HF W R WMessage transmission path, from headers
user_agent string  Value of the client User-Agent header

tls bool Indicates the connection switched to TLS

fuids Y HF W R (ile unique IDs seen attached to message
is_webmail’ bool -1 WKH PHVVDJH ZDV VHQW YLD .

'If policy/protocols/smtp/software.bro is foaded

Snmp|Og SNMP messages

Timestamp when the message was

ts time 4UVW VHHQ

uid &id 8QGHUO\LQJ FRQQEGWORKELQIR
duration LQWHUYDI®PH EHWZHHQ WKH 4UVW DQG O
version VWULQJ6103 YHUVLRQ Y Y F Y
community VWULQyTKH FREPXQLWL VWULQY RI Wi 4
— FRX QW LXEEHUIRTTRWSRTXHVW FHWIH [

get_bulk_requests

get_responses

set_requests.
display_string

FRXQW 1XPEHU RI *HW%XONSHTXHVW SD

FRXQW 1XPEHU RI *HW5HVSRQVH 5HVSRG
FRXQW 1XPEHU RI 6HWSHTXHVW SDFNHWV

VWULQJ$ VIVWHP GHVFULSWLRQ RI 5HVS

ra d IUS. |Og RADIUS authentication attempts

ts time Timestamp of the authentication attempt
uid & id Underlying connection info > See conn.log

The username of the user attempting
username string N

to authenticate

The MAC address of the client
mac string "

(e.g., for wireless)
remote_ip addr The IP address of the client (e.g., for VPN)
connect_info string  Additional connect information, if available
result string  Whether the attempt succeeded o failed

S| p. IOg | SIP analysis

FIELD TYPE DESCRIPTION
ts time Timestamp when the request happened
uid & id Underlying connection info > See conn.log
method string Verb used in the SIP request (INVITE, etc)
uri string URI used in the request
date string Contents of Date: header from client
request_from string Contents of request From: header"
request_to string Contents of To: header
response_from  string Contents of response From: header'
response_to string Contents of response To: header
reply_to string Contents of Reply-To: header
call_id string, Contents of Call-ID: header from client
seq string Contents of CSeq; header from client
subject string Contents of Subject: header from client
response_path e Server message transmission path,
extracted from headers
user_agent string Contents of User-Agent: header from client
status_code count Status code returned by the server
status_msg string Status message returned by the server
warning string Contents of Warning: header
request_body_len  count Content-Length: header from client
I’::"""sefmdyf count Content-Length: header from server
content_type string Content-Type: header from server

d n p3 |Og | Distributed Network Protocol (ICS)

FIELD TYPE DESCRIPTION

ts time Timestamp of the DNP3 request

uid &id Underlying connection info > See conn.log

fc_request string The name of the request function message
string

fc_reply The name of the reply function message

Inte”Og | Hits on indicators from intel framework

thp|Og | DHCP lease activity

FIELD TYPE  DESCRIPTION

ts time Timestamp of the DHCP lease request

uid & id Underlying connection info > See conn.log
mac sting  Client's hardware address

assigned_ip addr Client's actual assigned IP address
lease_time interval 1P address lease time

nOtlce|Og | Logged notices

FIELD TYPE DESCRIPTION

ts time Timestamp of the notice

uid & id Underlying connection info > See conn.log
fuid string JLOH XQLTXH -'
40HBPLPHBW\Sihg File type, as determined by Bro's signatures
4OHBGHVF  string

SURWR proto Transport protocol

note string The type of the notice (e.g. SSL::Weak_Key)
PVJ string Human readable message for the notice
sub string Sub-message for the notice

VUF addr Source address

dst addr Destination address

s port Associated port, if any

n count Associated count or status code

SHHUBGHVFU string Name of the node that raised this notice

actions set Actions applied to this notice

VXSSUHVVBIRUQW HU YLBr@gth of time dupes should be suppressed

LI WKLV QRWLFRFDOBRULJ bool

$GGLWLRQDO FRQWH[W IRU WKHIHQBE\WHYV count

f| IeS |Og | File analysis results

FIELD TYPE DESCRIPTION
ts time Timestamp when file was first seen
IXLG string. 8QLTXH LGHQWL4HU IRU D VLQ

W[BKRVWV  set
U[BKRVWYV  set
FRQQBXLGV set

Host(s) that sourced the data
Host(s) that received the data
&RQQHFWLRQ 8-'V RYHU ZKLF
$Q LGHQWL4FDWLRQ R fileidstaV R

'"HSWK RI 40H UHODWHG WR VF
(e.g. HTTP request depth)

arce string

pth count

QDO\JHUV  set Set of analyzers attached during file analysis

_PHBW\SH string File type, as determined by Bro's signatures
JHQDPH string Filename, if available from source analyzer
ration interval  The duration that the file was analyzed for

Did the data originate locally?
:DV WKH 40H VHQW E\ WKH 2U|
1XPEHU Rl E\WHV SURYLGHG WR 4

Total number of bytes that should
FRPSULVH WKH 40H

/BRULJ bool

RWDOBE\W Hééunt

-VVLQJIBE\W kbunt Number of bytes in file stream missed

Out-of-sequence bytes in the stream due

Y HU Sy to overflow

count

1edout bool If the file analysis timed out at least once

JUHQWBIXLGtring Container file ID this was extracted from

I5/shal string. 0' 6+$ KDVK RI WKH 40H
racted sting  Local filename of extracted files, if enabled
tropy double  Information density of the file contents

6HW WR WUXH LI WKH 40H EHL
R+ VR WKH ZKROH 40H ZDV QR

The number of bytes extracted to disk

WUDFWHGBBOOWR «

{WUDFWHG B vdu

URSSHG  bool If the src IP was blocked
HPRWHEB  geoloca 3 3 Gpwp DERXW WKH KRVWV
ation? tion

| EDVH 40HV KDVK PDLQ EUR LV ORDGHG

| ERVL AAUV UIWIINEW BRI A E1ID 1V ADRALA

ker'berOS |Og Kerberos authenticatic

ts time
uid &id

Timestamp for when activity occt

Underlying connection info > See

request_type

FIELD TYPE  DESCRIPTION i d |
" " client rdp. Og | Remote Desktoy
ts time Timestamp of the intelligence hit service
uid &id Underlying connection info - See conn.log success FIELD TYPE  DESCRIP
fuid string ‘f7KnH 8-'IRU D 40H DVVRFLDWHG z error_code ts time Timestamg.
any — uid string Unique ID
40HBPLPHBW\Sthg S PLPH W\SH LI WKH KLW LV UHOC d The conner
40HBGHVF  string SGGLWLRQDO FRQWH[W IRU 40H from id omnid o ddressest
seenindicator  string  The intelligence indicator ol cookie “win Cookie valt
seen.indicator cipher % (username
BWAS H string The type of data the indicator represents forwardable Status rest
) ) result string  between R
seen.where string KHUH WKH GDWD ZDV GLVFRYHUI renewable and GCC st
seen.node string 1DPH RI WKH QRGH WKDW GLVFRYH ey security_protocol  string Security pr
sources set Sources which supplied data for this match ; ! keyboard layout  sring  Keyboard
client_cert_fui
client_build string  ROPclient
server_cert_
subject client_name string  Name ofcl
b fil I ) severcerct R string ProductID
SMD_TIles.I0g  ‘hwoLov rQ 60% 40+ -

ts time 7LPH ZKHQ WKH 40H ZDV 4UVW G Software Iog | software frame
_ \
Q FIELD TYI DESCRIPTION
id FRQQBLG' RI WKH FRQQHFWLRQ WKH 40H ts time 7LPHVWDPS RI W
fuid VWULQJBQLTXH —' RI WKH 40H (E® DGGU -3 DGGUHVV UXC
. SMB::
action $FWLRQ WKLV ORJ UHFRUG UHSU 3RUW RQ ZKLFK
$SFWLRQ host p port (for servers)
3DWK SXOOHG IURP WKH WUHH W Software:
path VWULQI W ybQVIHUUHG WR RU IURP software_type Type 7\SH RI VRIWZDL
name VWU L Q JFilename if one was seen
name VW UL Q JName of the software
size FRXQW 7RWDO VL]H RI WKH 40H
" Software:
-1 WKH UHQDPH DFWLRQ ZDV VHE version HUVLRQ RI WKH
prev_name VWULQI ki 40H V SUHYLRXV QDPH 9HUVLRY
. SMB:: $ VHTXHQFH RI WLPHVWDPSV IRU unparsed_version VWULQJ7KH IXOO XQSDI
MACTimes ~ MAC times

url VWULQJ5RRW 85/ ZKHUH
If policy/protocols/http/detect-webapps.bro is loaded

X509|Og 66/ FHUWL4AFDWH GHWD

ts time 7LPH ZKHQ WKH FHUW ZDV V
id VWULQJ)LOH XQLTXH —*
FHUWL4FDWH FRYQWRQHUW YHUVLRQ QXPEHU
FHUWL4FDWH VWULRO&HUW VHULDO QXPEHU
FHUWL4FDWH VWEMBB®HUW VXEMHFW
FHUWL4FDWH YVOXIQU&HUW LVVXHU

FHUWLAFDWH ORWB
YpooLGBEHIRUN

FHUWL4FDWH QRWB
YpoLGBDIWHU

FHUWL4FDWH WW\BIQADPH Rl WKH NH\ DOJRULWKF

7LPH WKH FHUW LV YDOLG IL

7LPH WKH FHUW LV YDOLG X!

FHUWL4FDWH VWIBIQIIADPH Rl WKH VLIQDWXUH DO
FHUWL4FDWH

NHABWASH VWULQJ.H\ W\SH 56% '6$ RU (&
FHUWL4FDWH

OHQIWK PEXBW 1\ oHQIWK LQ ELwV
FHUWL4FDWH

H[SRQHQW VWULQJI([SRQHQW LI 568

FHUWL4FDWH ¥WWYBRJ&XUYH LI (&

VWULQJBLVW RI ‘16 HQWULHV LQ 6XE
vDQ eQv vec 1DPH 6$1
VDQ XUL \);ZVULQJPLVW RI 85- HQWULHV LQ 6$1

VDQ HPDLO \)QNULQ“PLVW RI HPDLO HQWULHV LQ

mysql.log i wsa.

ts time Timestamp for when the event happened
uid & id Underlying connection info > See conn.log
cmd string  The command that was issued

arg string The argument issued to the command
success bool Server replies command succeeded?

rows count  The number of affected rows, if any
response string Server message, if any
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SOC operations overview (Microsoft)

( A\
Event-Based Data Sources Indicator Management e Cyber Intel
Firewall Adversary Knowledgebase € [ytr tion Manual (Prose) Reporting
Web/Email Proxy Indicator Database Automated Indicator Feeds
DNS ¥ < .
Domain Controller ‘ . Cl:ssoch:h p \
App & 05 Logs Indicator Correlation ses With ~ <
\ Event & Pivot To Knowledgebase Actors Workflow Management
Y Ticketing
Ingest .
\( ) A Escalation
Host-Based Sensors Log Management B P'Z°t 0 N J
Anti-Virus Real-time Monitoring ~ e 4
Firewall | Event s Visualization Document Results
HIDS/HIPS Ingest Correlation |
Indicator Sweeping Historical Query & Trending In-Depth Analysis
Remote Imaging/Forensics Reporting Media Forensics
N J illi
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I
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HTTPS Connection (SSL / TLS)

. . Amazon
* Browser (client) connects via  Browser Server
TCP to Amazon’s HTTPS server

w)
* Client picks 224-bit random

number Rg, sends over list of
crypto protocols it supports

 Server picks 224-bit random Helt
number R, selects protocols to sy, S*Rs @ #<

R
. . RS AES)y B 1
use for this session A+AES1285§2‘SHZI3‘;1’Q#
0
. . 4256) OI-I
» Server sends over its certificate S
= Rg- 3
Ce ynd # 56—\—SﬁA :
« (all of this is in the clear) NErRSATARS? : |
) ] re’Sm cex
» Client now validates cert M
2-3 KB ©F




HTTPS Connection (SSL /TLS), conAll

* For RSA, browser constructs long  Browser

(368 bits) ABremaster SecretAPS

, cert
* Browser sends PS encrypted using M
Amazon’s public RSA key Kamazon 2-3 KB of

e

U

¢ _Using PS, Rg, and Rg, browser & PS (Ps)
serv i mm. cipher keys azon
MAC integrity keys (lg, |s)
INlo use in each direction
These seed a cryptographically strong A
pseudo-random number generator (PRNG) .
Then browser & server produce C;, Cg;, etc.,
by making repeated calls to the PRNG. J

Amazon
Server

PS



HTTPS Connection (SSL /TLS), conAll

* For RSA, browser constructs long
(368 bits) ABremaster SecretAPS

« Browser sends PS encrypted using
Amazon’s public RSA key Kamazon

« Using PS, Rg, and Rg, browser &
server derive symm. cipher keys
(Cg, Cs) & MAC integrity keys (lg, |g)

— One pair to use in each direction

« Browser & server exchange MACs
computed over entire dialog so far

 If good MAC, Browser displays x

» All subsequent communication
encrypted w/ symmetric cipher (e.g.,

AES256) cipher keys, MACs

— Messages also numbered to thwart
replay attacks

Browser

Amazon

PS




