Ordinary DNS:

www.google.com A"

Client's |«
Resolver | | com. NS a.gtld-servers.net

>
[ k.root-servers.net J
a.gtld-servers.net A 192.5.6.30

www.google.com A”?

Client's |«
Resolver | | google.com. NS ns1.google.com

>
[ a.gtld-servers.net ]
ns1.google.com A 216.239.32.10

www.google.com A?

Client's |« > 1 |
Resolver | | www.google.com. A 74.125.24.14 | | NS 1.90ogie.com




DNSSEC (with simplifications):

www.google.com A? DO

Client's |«
Resolver | |com. NS a.gtld-servers.net
a.gtld-servers.net. A 192.5.6.30

k.root-servers.net

com. DS description-of-com's-key
com. RRSIG DS signature-of-that-
DS-record-using-root's-key

Delegation Signer identifies . com's public key (name and hash)




DNSSEC (with simplifications):

www.google.com A? DO

Client's |«
Resolver | |com. NS a.gtld-servers.net
a.gtld-servers.net. A 192.5.6.30

k.root-servers.net

com. DS description-of-com's-key
com. RRSIG DS signature-of-that-
DS-record-using-root's-key

Retrieving . com's public key is complicated
(actually involves multiple keys) ...




DNSSEC (with simplifications):

www.google.com A? DO

» [

Client's |«
Resolver | [com. NS a.gtld-servers.net

k.root-servers.net ]
a.gtld-servers.net. A 192.5.6.30

\.

com. DS description-of-com's-key
[com. RRSIG DS signature-of-that—]
DS—record—usinq;root's-kev




DNSSEC (with simplifications):

www.google.com A? DO

>

Client's |«
Resolver |[com. NS a.gtld-servers.net
a.gtld-servers.net. A 192.5.6.30

k.root-servers.net ]

\.

com. DS description-of-com’s-key
com. RRSIG DS signature-of-that-
DS-record-using-root's-key




DNSSEC (with simplifications):

Client's
Resolver

www.google.com A? DO

<

google.com. NS ns1.google.com
ns1.google.com. A 216.239.32.10

google.com. DS description-of-
google.com’s-key

google.com. RRSIG DS signature-
of-that-DS-record-using-com's-key

a.gtld-servers.net



DNSSEC (with simplifications):

Client's
Resolver

www.google.com A? DO

<

>

www.google.com. A 74.125.24.14

www.google.com. RRSIG A
signature-of-the-A-records-using-
google.com’s-key

ns1.google.com



DNSSEC - Mallory attacks!

www.google.com A? DO

Client's |« > |
Resolver ns1.evil.com




DNSSEC - Mallory attacks!

www.google.com A? DO

[ Client's

>
4 [
Resolver] www.google.com. A 6.6.6.6 [ ns1.evil.com J




DNSSEC - Mallory attacks!

www.google.com A? DO

[ Client's

>
4 [
Resolver] www.google.com. A 6.6.6.6 [ ns1.evil.com J




DNSSEC - Mallory attacks!

www.google.com A? DO

[ Client's

>
4 [
Resolver] www.google.com. A 6.6.6.6 [ ns1.evil.com J




% dig +dnssec berkeley.edu



% dig +dnssec berkeley.edu

3 <<= DiG 9.8.3-P1 <> +dnssec berkeley.edu

33 global options: +cmd

33 Got answer:

33 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 68422

33 flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 8, ADDITIONAL: 27 _
33 OPT PSEUDOSECTION:

HH

; EDNS: version: 8, flags: do; udp: 4896
33 QUESTION SECTION:

sberkeley.edu. IN A

33 ANSWER SECTION:

berkeley.edu. 198 IN A 128.32.283.137

berkeley.edu. 198 IN RRSIG A 18 2 308 201608986161321 2016902155734 28552 berkeley.edu. CorreKSRPffJjJIbMuoAj3jQPEKoez6nEP jumLRZE0cPYO0SbXHYMNYSTS R/A01/hf BUKSE
berkeley.edu. 198 IN RRSIG A 18 2 3008 20160986161321 20168902155734 55763 berkeley.edu. E2CIUSBLvWNLXTLKEWX47VatSKqrxQbW2396REcIOM4bndquwkKHTIrrHS QroviedG+Gi6
33 AUTHORITY SECTION:

berkeley.edu. 18536 IN NS shs-pb.isc.org.

berkeley.edu. 18536 IN NS aodnsl.berkeley.edu.

berkeley.edu. 18536 IN NS phloem.uoregon.edu.

berkeley.edu. 18536 IN NS adnsl.berkeley.edu.

berkeley.edu. 18536 IN NS aodns2.berkeley.edu.

berkeley.edu. 18536 IN NS adns2.berkeley.edu.

berkeley.edu. 16812 IN RRSIG NS 18 2 18800 20168906161321 2016A902155734 20552 berkeley.edu. ghlrngdrISbmSRWxJcF /pRIzCa30XrpPIftcdSYpTk/I6LFYjKKEB10F Ow\VyKG3Nu
berkeley.edu. 16812 IN RRSIG NS 18 2 18508 20168906161321 20160902155734 55763 berkeley.edu. rL2T1iwdRWWZpu/zUThigwT7s55wIZp8gnbY4ulZNcly 73a3ue3XBiGrf x2xDKt/AP
33 ADDITIONAL SECTION:

aodns2.berkeley.edu. 6294 IN A 126.253.35.148

phloem.uoregon.edu. 75123 IN A 128.223.32.35

phloem.uoregon.edu. 13262 IN AAAL 2001 :465:d01:20: :88df :2023

adnsZ .berkeley.edu. 6294 IN A 128.32.136.14

adns2 .berkeley.edu. 7474 IN AbAA 2687:f148:ffff :fffe::e

shs-pb.isc.org. 6524 IN A 192.5.4.1

shs-pb.isc.org. 46194 IN AAAL 20081:500:2e::1

aodnsl.berkeley.edu. 6294 IN A 192.35.225.133

aodnsl.berkeley.edu. 2523 IN AAAL 2607:f010:375:5000: :ff :feBB 53

adnsl.berkeley.edu. 1959 IN A 128.32.136.3

adnsl.berkeley.edu. 7474 IN AdAL 26087 :f148:ffff :fffe::d

aodns2 .berkeley.edu. 6294 IN RRSIG A 18 3 18500 20168906163122 20160902154108 20552 berkeley.edu. LwBt2yxfTFfwLThyBx/JZ2dAdCPK307Zr+rMYzG44f pLmn6SWHE /EG21A sx2CjQEd3/
aodns2.berkeley.edu. 6294 IN RRSIG A 18 3 18808 20160906163122 20168902154108 55763 berkeley.edu. eLe04M4BGzBBNYRL1fE8DpozUSSeQrucZoctFpyGh lUHYEKT ThesXK3xw dWSGwhDzzq
adns2.berkeley.edu. 6294 IN RRSIG A 18 3 10500 20160906155418 20168982145758 20552 berkeley.edu. WK8+3(1Dd/6kujgkcdc3ds5QIMyDOVWWOMZXGEIKYQ/ IWE 1155c2zxG6X (7XD2KF QRO
adns2.berkeley.edu. 6294 IN RRSIG A 18 3 18500 20168906155418 20160902145758 55763 berkeley.edu. hET89n7x16PWreQYDOYADUDZWYHMKNDESxSRNuIgex+C37rnlncSolYj HIAJQKHCE]
adns2.berkeley.edu. 18229 IN RRSIG  AAAA 18 3 10808 2016A906154405 20160902150354 20552 berkeley.edu. jXP79E6IvkchNV3DxbyONEtNCESHmgWKKEHOOFgxHaubvkYiPE166/6xNI thY2vza
adns2.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10508 20168906154405 20160902150354 55763 berkeley.edu. bCCoS5hQ/7NHYbSpjb/ZC1t8689s15wLe6 LATLE1hILFDZY IMxQy5gk LG vUShzKD
shs-pb.isc.org. 6524 IN RRSIG A 5 3 7200 2081608928233689 2016@529233609 13953 isc.org. dulqltzZiMYEi962AAKZBTScHeRZ2vdBHjePEE2S2ABYBIf qX/s+zDRai A/EKRiIGDY j38iBpéo
aodnsl.berkeley.edu. 6294 IN RRSIG A 18 3 10500 20168906152003 20160902151259 20552 berkeley.edu. cMXajdGuQgketteliClQAM1232yLT2zFxDWf mBEUW6CcIS70LOVPBEZDG S6hhAKo76d
aodnsl.berkeley.edu. 6294 IN RRSIG A 18 3 10508 20168906152003 20160902151259 55763 berkeley.edu. pHACF3XdiELFuLPeSkroahEMUBvgnNI4+s00BZ2861PMaMgwrbrNs1le M7FMOBTr14
aodnsl.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 18308 20160906162655 201609021555822 20552 berkeley.edu. T+LsA9XpWS2/H1ZUitYPQeP3C59ykP4 Lfpfaf JdeoRBUkJe2zBE+dldU AqQY2ox5
aodnsl.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10508 20168906162655 20160902155522 55763 berkeley.edu. BMsWjiSLiDHKWZCJIUBGenhlQ91/csxboF7IKyxyVZbyl11E/PSUDGxyBY dSZCAil
adnsl.berkeley.edu. 1959 IN RRSIG A 18 3 10500 20168905162046 20160901152849 20552 berkeley.edu. duS5iBLVYc+8HfbEASST3gnRDwXgsQHEWSxgRoOSHATC/KBURYS+Lygkdni XAZfx1+t7m
adnsl.berkeley.edu. 1959 IN RRSIG A 18 3 10500 20168995162046 201689081152849 55763 berkeley.edu. x6GHsdKhAAIWOYRILXIGAT av+x0zl1YCK/Z+XGARS JWBUWOPPTYTTAHL TXNYU281Rx
adnsl.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10508 20168906161659 20160902160412 20552 berkeley.edu. 122aBF87Tp22T3bcZX7sPUxzMIBrsoNvEzo7 IQTESPkpSSUndyL57Az] 2X719K5

adnsl.berkeley.edu. 18229 IN RRSIG  AAAA 16 3 16560 20160906161659 201668902168412 55763 berkeley.edu. ceSEKo5g9DCEMWDYeCagkKibWIUMnmXMTZN4A41MREUVIHI+0xA9mtOhx Fuksjfo



