
Lecture Outline

• Feedback from Bill Marczak’s lecture?

• A bit about Anonymity:
– Brief look at Tor’s evolution …
– … plus a “teachable moment”

• The problem of Spam
– Measurement of a botmaster’s spamming operations 
– DNSBLs and counter-intelligence
– Spammer $$



Tor’s Evolution











None of my 
browsers can get to 
torproject.org
from my home



But it works through 
campus VPN





How do we 
diagnose 
this failure?



wireshark displaying a 
“pcap” packet capture 
made using tcpdump



Regular TCP 
handshake



Round-trip time 
(RTT) to server 
is ~200 msec



(traceroute confirms remote server is 
hetzner-hel1-03.torproject.org
in Europe)



My browser sends 
the regular start of 
a TLS handshake



Back comes an unusual TCP response



Offered window is 0, 
preventing my browser 
from sending any data



Response is not 
well-formed TLS



Ethernet frame



IP header



TCP header 
(0x1bb = 443)



Payload is 
256 0xff’s



Reply took only 
7 msec to arrive!



Was this response from an in-path middlebox?
Or was it injected?



Oho! We then see 
another reply with 
same sequence # !



But more data …



And it’s meaningful data



Followed by additional 
meaningful data



This data started arriving 
~200 msec after my browser’s 
handshake initiation



But by then, my browser 
had already given up



Verdict: injection!
And apparently courtesy of Comcast!
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In general, can detect packet injection 
because original replies arrive too.

This includes detecting RST injection 
used to censor/control traffic.



In general, can detect packet injection 
because original replies arrive too.

This includes detecting RST injection 
used to censor/control traffic.



The Problem of Spam



Spam: Unwanted Messages
• Endemic networking problem:

– If network is open & sending is cheap, miscreants will 
abuse to transmit low-value messages at massive scale

– Scale means low value still reaps benefits



Spam: Unwanted Messages
• Endemic networking problem:

– If network is open & sending is cheap, miscreants will 
abuse to transmit low-value messages at massive scale

– Scale means low value still reaps benefits
• Old as the hills

– Telegram spam in 1864!
– Energetic arms race

• You probably don’t care …
• … but you should:

– Bankrolls development of botnets (incentivizes attacks)
– Gateway drug to more serious cybercrime

• Today’s bane: ransomware



If we control 
these …

… we can monitor & 
influence these

Research 
Measurement of 

Spam Botmaster’s
Operations



Run captive bot binaries in VMs
(repurposed worm honeyfarm)



Make sure they can’t send any 
actual spam (but think they are)



Analyze C&C traffic to 
identify Storm proxy bots



Crawler pretends to be a worker 
and relentlessly asks Storm 
proxies for work (“milking”)



Also run proxies internally … 
they contact Storm’s HTTP 
servers to directly ask for work



… and they mediate C&C 
for actual infected bots



Types of Storm C&C 
Messages

• Activation (report from bot to botmaster)
• Email address harvests
• Spamming instructions
• Delivery reports
• DDoS instructions
• FastFlux instructions
• HTTP proxy instructions
• Sniffed passwords report
• IFRAME injection/report



Campaign mechanics: harvest
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Campaign mechanics: harvest

TCP

HTTP

HTTP
proxies

Workers

Proxy
bots

Botmaster

@@
@@

@

@
@ @ Workers scour infected 

systems for anything that 
looks like an email address



Campaign mechanics: spamming

TCP

HTTP

HTTP
proxies

Workers

Proxy
bots

Botmaster

Botmaster pushes out spamming 
instructions to workers
(actually, they “pull” instructions 
when ready for work)







Campaign mechanics: spamming
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Storm did a wide variety of 
shortlived spam campaigns …
… likely for hire



Plus steady pharma spam
… likely botmaster’s own



And occasional stupid Postcards 
spam to freshen the bot army



Campaign mechanics: reporting

TCP

HTTP

HTTP
proxies

Workers

Proxy
bots

Botmaster



Only one spam in 6 
even gets delivered!



Most get gunned down in 
early stages before recipient 
can even see the message



DNS Blacklists (DNSBL)

• Spammer vulnerability: activities broadly visible
– Defenders with large “telescopes” can view early …
– … and distill & disseminate signatures for blocking

• Easy signature: IP address of sender

• Easy way to disseminate signatures: DNS



Mail Server A

Mail Server B
DNSBL Server Z

“Is A a 
spammer?”

SMTP: “I have some 
email for you”

“Yee-up”

X
B rejects 

connection



Mail Server A

Mail Server B
DNSBL Server Z

“Is A a 
spammer?”

SMTP: “I have some 
email for you”

“Not on my list”
B accepts email



Mail Server A

Mail Server B
DNSBL Server Z

SMTP: “I have some 
email for you” “Is 

B a s
pam

mer?
”

…

If B forwards the 
mail, or when

B originates mail

Mail Server C

Z will see that B both 
makes a lot of lookups 

over time, and gets 
looked up a lot over time



DNSBL Counter-Intelligence

• Counter-intelligence: learning about your 
adversary via their own attempts to gather intel

• The utility of a bot plummets if on a DNSBL

• For a spammer considering buying a set of bots, 
they need to determine this
– Need to look up the bots themselves …
– … often using an existing bot to proxy their lookup



Bot Proxy P
DNSBL Server Z

“Is B1 a spammer?”

…

“Is B2 a spammer?”

“Is B3 a spammer?”

“Is B4 a spammer?”

“Is B5 a spammer?”

“Is B… a spammer?”

Idea: operator of Z seeds analysis with list of Known Bad addresses.
For any such system, which other addresses Ai did it look up in a burst?
Add Ai to Known Bad addresses list and recurse ⇒ enumerate botnet.

Can also seed with systems that do bursts of lookups and aren’t 
themselves looked up in non-bursts.



Counter-Intelligence, con’t
• Bill M. probes spyware C&C using set of 

scanning hosts Si
• C&C operators noticed some of these Sj

and blacklisted them (TCP RST reply) …
• … but didn’t find all of them (Sk)
• So: Bill scans entire Internet from Sj system 
and from Sk system
– System replying to latter but not to former ⇒

managed by the C&C operator
– Allows enumeration!



How Much $$ Do Spammers Make?









These folks seem trustworthy …



… how about these?



If we control 
these …

… we can monitor & 
influence these

Research 
Measurement of 

Spam Botmaster’s 
Operations




