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Mail.ru 3046 Ao 10K: $10 | or 10K ao 100K: $8 | ot 100K: $6
Pochta.ru {(+ FTP) 35 no 10K: $8 | ot 10K no 100K: $5 | oT 100K: $4
Yandex.ru (+ Narod.ru) a no 10K: $9 | ot 10K oo 100K: $7 | ot 100K: $5
Grmail.com 134670 no 10K: $6 | o1 10K ao 100K:! $5 | oT 100K: $4
Hotrail.com 42893 no 10K: $7 | o1 10K no 100K: $6 | oT 100K: $5
Yahoo.com 10847 A0 10K: $9 | o7 10K oo 100K: $7 | oT 100K: $6
OBHOEWTE CTETHCTHKY K¥NAUTh: 100K %  Gmailcom  * @
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CepBHc 0 IPoAAsEe AKKAYHTOB AYKIbIoHA eBay.

Jobpeie ro3epsl aykipioHa eBay rpe/urararT BaleMy BHUMAHMIO CBOH AKKAYHTbL
TloeTOAHHBIM KIMEHTAM M TeM, KTo DepeT Doslee 3 aKKOB, pasiHUHbIe {OHYCHI M CKUKH.
Bcee akKayHTBI ¢ AOCTYIIOM K MBLTY X0IISpa.

Bar cann1 EBIGHPacTe aKK (HECKONBKO aKKOE) i3 crmicka. Tosoprre mue. OmumaumBacTe M I0Iy4acTe.
Bee akky NpeABapyTEIbHO POBCPAIOTECA MIEPE IPOAMKEH, B CIydac, ¢CIM YTO-T0 He pabotaer - 100% samena.

AKTHB/H¢ AKTHE CMOTPHTE ¢aMH IT0 H3ep M. ITo aKTHBHOCTH He ¢OPTHPYIO, TAK KAK 5T0 [ KOEJOI0 CY0beKTHEHO.
Takske B npoaake bbEaror akkw PayPal. Ilens psHoussie. TTocToAaHHO He TIpojary.

Onnara no WM.

Tlepen noryTxKoiH ¢neqyeT obasare BHO osHakoMHTESA ¢ FAQ.
Tlo paboTe ¢ TOBapOM HE KOHCYILTHPYIO.

Pabota uepes rapaHT cepBHe NPUBETCTBYETCA.

Mon meHbI:

seller/Gaep axw xo 10 dunon = 5%
seller/Gaep axk 10-25 punoe = 10%
seller/Gaep axx 25-50 dpunos = 15%
seller/Gaep axk bouee S0 dunos = 25%




Send Menu Options
[ "] Give a fake error message
Send CD-Keys [ Melt server on install
Send KeyLog Disable AntiVirus Programs
Send System Information Clear Windows XP Restore Points

Send Address Book [ Protection for removing Local Server

Send URL History
Send Processes Log

Server lcon Bind with File
‘You can choose any icon for server [ ] Bind with File ‘You can bind server with any files

you want
@ l # Choose lcon & Select File To Bind

Notification
Your e-mail address which you will to receive information from i
Pro&gent.

E-Mail: bomberman@yahoo.com Test | i

ProAgent - Professional Agent Copyright @ 2005 515-Team

Decryptor i Remove Server

About \[ %' Buy Undetectable \[ Help

Create Server

i g Startl |6 ProAgent

Spy Instructors Software”

NEW GENERATION SOFTWARE SOLUTIONS -

2 HOMEPAGE 2 PRODUCTS 2/ DOWNLOADS 2 FORUMS L2/ ABOUT US

ProAgent v2.1 SIS - Products

Customer Support Department

Commerclal Programs

Freeware Programs

New Generatlon Software

Custom Speclal Programs Solutions...

ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.

.

It Is an ultimate solution for monitoring spouses, children, SIS-IExploliter v2.0 ProAgent v2.1

employees, or anyone else!

.

ProAgent records all typed keystrokes, all active window texts,
all visited web sltes, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

.

.

ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Edition...

Clirk hara tn dnwnlnad PraAaant w2 1 Puhlic Fditinn AntiDote v1.2 =




allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes. we haveJjust integrated CAPTCHA Bypass dr=in all of

Winsock (Multi-threaded) Bots

Affiliate and Start Earning Now Click here for 30+ MySpace Bots

our bots.

Accounts Creator

(¥ou Just Need To Type In The CAPTCHAS To Create Accounts)

Social Networks

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager
{Winsock)

YouTube Accounts Creator
Friendster Accounts Creator

Hi5 Accounts Creator

Tanlilnrld Aancosmte Seaotoe

(All Bots Work In A Conventional Manner, They Gather Friend IDs/Names And Send

PayPal
. Buy Now

 PayPal |

P
Bury Nou

PayPal
Bury Nou

- =

Bury Mo

" PayPal

| Buy Nou

__PayPal ]

$140.00

$320.00

$05.00

$05.00

$05.00

Friend R

C A ically)

++Chaining Featare** s Available On All Bots for All Networks Except Facebook

Advertisement

i have boa wells and barclays bank logins....

have hacked hosts, mail lists, php mailer send to all inbox

ineed 1 mastercard i give 1 linux hacked root

i have verified paypal accounts with good balance...and i can cashout paypals




orAcLe | INEED INBOX MAILER . HOW MUCH IS IT?
OrAcLe 1REQUIRE IT

<ehmo>> | yop

OrAcLe ?

oraAcLe | ISIT TO ALL INBOX?

<ehmo> | 5%

<ehmo> | hm

orAcLe | WILL YOU PLS ACCEPT $3

<ehmo> | many people selling for 3

<ehmo> | askhim

OrAcLe WHO?

<ehmo> | dono

OrAcLe hm?

oraAcLe | bRO.IREAILY WANNA BUY 4RM YOU
<ehmo> | ok

OrAcLe Already uploaded 1 hope

<ehmo>> | yes

OrAcLe Ok.what’s ur egold acct ?

<ehmo>> | give me a second

OrAcLe Ok..1 wait

OrAcLe Ok_1 wait

OrAcLe Please make sure that it 1s the account that you intend to spend to.
OrAcLe Amount: 5.00 US Dollars” worth of Gold
OrAcLe From: [elided] (Anthrax De Oracle)

OrAcLe Is this info correct?

OrAcLe Ok..1 send now

OrAcLe e-metal. payment confirmation: Batch [elided]
orAcLe | Paid To: [elided] (Filialka)

OrAcLe Memo:

OrAcLe

orAcLe | Actual payment weight = 0.007704 oz. (0.239626 grams)
OrAcLe Equivalent USD amount of this payment: $5.00
orAcLe | Applicable Conversion factors:

OrAcLe 1 oz. troy = 31.1034768 grams

OrAcLe Gold exchange rate = 649.00USD/oz

orAcLe | The e-metal payment was successful

OrAcLe Your batch number for confirmation is [elided]
orAcLe | Thank you for using e-gold.

OrAcLe SENT

I'm SELLING Usa AOL Fulls Info CC alse - Uk/Eu Full info - with unique algo.. !
.5 Payment Only E-GOLD




Marketplace Ads for Goods
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Bot master

HTTP proxies

Proxy bots

Ext.
Crawler Proxy SMTP
Sink

Det.

Storm Botnet

Bot 1

: +— <_ Bot2
Gateway \ :

Traffic / \ l.E

Archive = -

Bot n




Types of Storm C&C Messages

« Activation (report from bot to botmaster)
- Email address harvests

- Spamming instructions

- Delivery reports

- DDoS instructions

- FastFlux instructions

« HTTP proxy instructions

« Sniffed passwords report

- IFRAME injection/report

100
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Unique addresses harvested from single bot
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% of bots

20

L

0
100

0 20 40 60 80
% of addresses contributed uniquely by individual bots

Received: from %$°C0%"P%"R2-6"%:qwertyuiopasdfghjklzxcvbnm”%.%"P%"R2-6"%:qwertyuiopasdfghjkl >
zxcvbnm™%"% ([%"C6% "I %.%"I"%.%"1"%.% 1 %"%]) by >
%"A"% with Microsoft SMTPSVC (%" Fsvcver"%); %°D"%

Message-ID: <%"0% V6 %:%"R3-50"%"%%"V0"%>

From: <% Fnames”%@% Fdomains”%>

To: <%"07%>

Subject: JOB $1800/WEEK - CANADIANS WANTED!

Date: %"D-%"R30-600"%"%

Received: from auz.xwzww ([132.233.197.74]) by dsl-189-188-79-63.prod-infinitum.com.mx with >
Microsoft SMTPSVC(5.0.2195.6713); Wed, 6 Feb 2008 16:33:44 -0800

Message-ID: <002e01c86921$18919350$4ac5e984@auz.Xxwzww>

From: <katiera@experimentalist.org>

To: <voelker@cs.ucsd.edu>

Subject: JOB $1800/WEEK - CANADIANS WANTED!

Date: Wed, 6 Feb 2008 16:33:44 -0800

Figure 2: Snippet of a spam template, showing the transformation of an email header from template (top) to resulting
content (bottom). The >-symbol indicates line continuations. Bold text corresponds to the formatting macros and
their evaluation.




MACRO SEEN LIVE FUNCTIONALITY
0) v Spam target email address.
(A) v FQDN of sending bot, as reported to the bot as part of the preceding C&C exchange.
(B) Creates content-boundary strings for multi-part messages.
(Cnum) v Labels a field’s resulting content, so it can be used elsewhere through (V); see below.
(D) v Date and time, formatted per RFC 2822.
(E) ROT-3-encodes the target email address.
(Fstring) v Random value from the dictionary named string.?
(Gstring) v Line-wrap string into 72 characters per line.
(Hstring) Defines hidden text snippets with substitutions, for use in HTML- and plain-text parts.
I v Random number between 1 and 255, used to generate fake IP addresses.
(Istring) Produces quoted-printable “=20" linewrapping.
(K) IP address of SMTP client.
(M) v 6-character string compatible with Exim’s message identifiers (keyed on time).
N) 16-bit prefix of SMTP client’s IP address.
(Ostring:num) v Randomized message identifier element compatible with Microsoft SMTPSVC.
(Pnumy [-numz]:string) v Random string of num1 (up to nums, if provided) characters taken from string.
(Qstring) Quoted-printable “=" linewrapping.
(Rnumy -nums) v Random number between num; and nums. Note, special-cased when used with (D).
(Ustring) Randomized percent-encoding of string.
(Vnum) v Inserts the value of the field identified by (Cnum).
(W) Time and date as plain numbers, e.g. “20080225190434”.
(X) Previously selected member of the “names” dictionary.
(Ynum) v 8-character alphanumeric string, compatible with Sendmail message identifiers.
2 v Another Sendmail-compatible generator for message identifiers.
Table 2: Storm’s spam-generation templating language.
CLASS DESCRIPTION
Money mule scam | Attemps to enroll the victim in money laundering schemes
Personal ad scam | Fake dating/matchmaking invitations intended to convince victim to advance money
Job ads Variant of money-mule scams, new “employee” is asked to forward money or goods
Self-propagation | Tricks or lures victims into executing malicious binaries'
Phishing Entices victims to enter sensitive information at fake bank sites or similars
Pharmaceutical | Pointers to web sites selling Viagra, Cialis, and other “male enhancement” products
Stock scam Tries to convince victim to buy a particular stock suppsedly about to increase in value
Other ads Other kinds of advertising
Image spam Image-based spam’
Other Broken or empty templates, noise-only templates, etc.?

Table 3: Meanings of campaign classes.




Who is targeted?

« Top 20 domains

« Many Web mail & broadband
providers, but very long tail

« Campaigns have nearly identical

distributions

« Same scammers, or target

lists sold to multiple
scammers

» Also see spam campaigns sent

solely to test accounts

1 1 INTERNATIONAL
I | COMPUTER SCIENCE
g | 1 INSTITUTE

SELF-PROPAGATION

PHARMACY

hotmail.com
yahoo.com
gmail.com
aol.com
yahoo.co.in
sbeglobal.net
mail.ru
shaw.ca
wanadoo.fr
msa.hinet.net
msn.com
excite.com
yahoo.co.uk
rediffmail.com
comcast.net
ig.com.br
verizon.net
earthlink.net
btinternet.com
t-online.de

Spamalytics

8.24
4.96
3.22
2.40
1.14

hotmail.com
yahoo.com
gmail.com
aol.com
yahoo.co.in
sbeglobal.net
mail.ru
shaw.ca
wanadoo.fr
msa.hinet.net
msn.com
excite.com
yahoo.co.uk
rediffmail.com
comcast.net
ig.com.br
verizon.net
earthlink.net
btinternet.com
t-online.de

8.33

0.63

19

Qcurrence in %

SMTF 220 RCPT

Success

MAIL WX
Error types

TCP

DATA  HELO

10



Campaign

:

—+— self-prop.
—=— pharma
—#— mule

phish
stock
personal
job-ad

—#— other-ad

—5— other

— crawler up|

1 | 1 L |

11/19/07  12/12/07  01/05/08  01/28/08  02/20/08 ~ 03/14/08  04/06/08  04/29/08
Time
Figure 5: Classes and instances of spaming campaigns identified over time.
QE .
0 self—prop 911 1
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Campaign instance duration (hours)
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Spam Relays Final Destination

g ng) L% : Final Res!iﬂa“oﬂ
Spam sent., - f

\ Probing 45
¥ Forwarding Server

Forwarding Server

Spamscatter Prober
(or victim)

Figure 1: Components of a typical Internet scam.
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Canadian Pharmacy

o)

‘lD |G+ Google Q!

Home Bestsellers All products FAQ | Contactus Your cart: $0.00 (0 items)

Proceed to Checkout >

Canadian @ Pharmacy

#1 Intemet Online Drugstore

- - s
Viagra + Cialis 69°%S ] Penis Growth Pack ] Viagra ]
For Order mo ! —— B b o
12 VIAGRA PILLS ; Peris
L) 10xViagra Growth Fills 120 pills
100 mg 1 bottle x 60caps. 100 mg
( 10 % Cialis <

Penis Growth Ol +4 Free pills
20mg 1tubex 2oz

For o
L VIAGRAPILLS

+ Bestsellers ORDER NOW ORDER NOW ORDER NOW
 Male Enhancement
Search by name: Search:

© Men's Health @
© SALES-20% OFF day’s Bestsellers
© Female Enhancement Viagra Cialis Viagra

o 4 o . Professional

ur price ur price

© Weight Loss ‘ $121 $2.18 Our price
© Gums New! i ~ $373
© Body-Building More info Add 1o cant More info Addto cart More info Addto cant ¥

® ® ® ‘
© Hypnotherapy 5

Done 7
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Anatomy of a modern Pharma
spam campaign

Paid commission

Spammer

.-[_] Bulkemail

., sender

Generic tpllls

(Sildenafil citrate)

Non-US suppl
(India, Mexico etgp y
Patent expired

Mere cents per pill

= massive marku
Typical value $50-100> P

Shipped to customer

Courtesy Stuart Brown
modernlifeisrubbish.co.uk
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