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1) Institutional 
Networks

2) Undertakings by 
individuals/groups
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How widespread is IPv6?

Do we have pervasive encryption 
everywhere à la Zero Trust?

Has QUIC taken over the world?

Is TLS opaque thanks to v1.3?

Does anyone still use clear-text HTTP?

… and what has happened that we 
didn’t anticipate?
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Not:
 How to perform
 effective Internet
 measurements
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But instead:
 How (some) Internet measurements
 can inspire excitement, puzzlement,
 wonder
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75%/year growth



Abuse
Arrives



The Worm Era
Begins

Cybercrime starts
to take off
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What Has Happened in the Last 16 Years?
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> 1 scan every 250 μsec 
… All. Day. Long.
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Only ever targeted 4 IPs:
 128.3.184.179
 128.3.184.195
 128.3.185.51
 128.3.185.67
Which don’t exist!



Enterprises:
 

Undertakings by individuals/groups



Annoyed by Internet 
attackers, I begin 

working on Zeek (Bro)
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Zeek High-Performance

Generating Detailed 
Network Meta-Data

(that’s open source)







To secure long-
term funding for 

Zeek, we decide to 
create Corelight



Enterprises & Replication of Previous Results:
 

Keynote Edition





in the context of founding a startup

Business plan: a network 
analysis “app store”



in the context of founding a startup

Paying the bills via 
professional services ⇒ 

Aha!



in the context of founding a startup

Nature can be so cruel …



Measurement Glitch or …
… Baffling Reality?

#1



With sub-μsec 
spacing

Connection 
begins 

“midstream”



Just a little 
later, a SYN 
handshake 
shows up!

With the correct 
sequence 
numbers!

Q: How can packets have correct 
sequence numbers before they’ve 
been agreed upon??



Measurement Glitch or …
… Baffling Reality?

#2



Initial SYN shows up, 
Wireshark starts 
tracking relative 

sequence numbers



SYN ACK arrives with 
the wrong ACK value



Connection proceeds 
anyway!



... with the receiver 
acknowledging the 
wrong sequence #s

Q: How can TCP reliability 
possibly work if the sequence 
numbers don’t match??



Glitch … or Reality? Glitch … or Reality?



Glitch! Reality!

Answer: Glitch 
 Cloud packet capture
 has multi-pathing

Answer: Reality
 Cisco ASA functionality



SYN ACK arrives with 
the wrong ACK value



SYN ACK arrives with 
the wrong ACK value

Oops I leaked customer 
addresses!

… wait what – US DoD 
talking w/ Russia??



SYN ACK arrives with 
the wrong ACK value

The enterprise reuses 
external blocks for 
internal numbering



in the context of founding a startup

We find Zeek has fans 
at a Very Big Company!



in the context of founding a startup

Startups 101: 
Products! More Aha’s relating to Startups 101:

 Why you don’t want to make a profit
 Why you’re supposed to run out of money
 The big deal regarding subscriptions
 What’s up with always getting asked for 1-10 ratings
 The #1 thing a good sales person does
 What “Burn:NARR ratio” is & its importance
 Why VCs care about the Rule Of 40



in the context of founding a startup

Zeek Community +
Zeek practical difficulties =

Migration Effect



in the context of founding a startup

Need a SaaS story +
some ML, please? $$$



The Inhomogeneous Future:
 

How Pervasive Is QUIC?
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* (Hides certs; may hide SNI)

The Inhomogeneous Future:
 

How Pervasive Is TLS v1.3? (*)
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Site IPv6 QUIC:(TLS+QUIC) TLS 1.3:TLS
LBNL 62%/2%/0.14% 19% 39%

Proportion of 
connections as 

of late 2023



in the context of founding a startup



10 Polaris partners, 16 sensors deployed
17 billion Zeek logs/day

2+ PB stored pcaps



Site IPv6 QUIC:(TLS+QUIC) TLS 1.3:TLS Encrypted SMB
LBNL 62%/2%/0.14% 19% 39%
Polaris A 0% 9% 36%
Polaris B 10-4 10% 26%
Polaris C 1.7% 10% 27%
Polaris D none 0% 20%
Polaris E none none 2%* none†

Polaris F none none 5% none†

Polaris G 0% none 13%* none†

Polaris H 1.8% 1% 26%
Polaris I none 0% 12% 2.3%†

* More TLS 1.0 than 1.3
† 0.1-1% SMBv1



Okay But At Least Not Much
 

Clear-Text HTTP, Right?
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HTTP exploded!
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The Future is Already Here …
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The Internet is already 
growing exponentially
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IPv6 standardized
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TLS 1.0 standardized
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IMC (IMW) created
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Modern worm era begins,
changing connection 
patterns overnight
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OMG scanning 
has gotten totally 

out of hand
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TLS 1.2 standardized
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Google’s BeyondCorp arch. 
emphasizes Zero Trust 

encryption-everywhere
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Encrypted SMB debuts
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SMBv1 deprecated
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Mirai sends LBNL
375M Telnet scans in one day
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TLS 1.3 standardized
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TLS 1.3 deployed 
“surprisingly speedily”
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In Enterprises*:
 A Trickle of IPv6
 A Trickle of QUIC
 TLS 1.2 dominates
 More SMBv1 than encrypted
 Plenty o’ HTTP
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