The Landscape of Internet Threats:
Some Perspectives and Paradigms

Prof. Vern Paxson

EECS Department
University of California, Berkeley

May 20, 2015



Paradigm #1: Expect the Unexpected
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Paradigm #2:
It’'s All About the Benjamins
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allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes, we hav@d CAPTCHA @n all of
our bots.
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If you need quality bulk accounts, you've come to the right place. You can get your accounts
immediately after your payment - there is no need to wait.

All the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

Buy Yahoo Accounts

Buy Twitter Accounts
Buy Livejournal Accounts
Buy Hotmail Accounts
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$15 | 10K-20K: $15 | 20K+: $15
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$25 | 10K-20K: $25 | 20K+: $25
$20 | 10K-20K: $20 | 20K+: $20

$80 | 10K-20K: $80 | 20K+: $80

? News

12 Apr 2013
Twitter accounts are available again!

07 Feb 2013
Added Instagram accounts at a great rate:
$50 per 1000.

04 Dec 2012

Just added Fully Profiled Twitter Accounts
at a great rate - $30 per 1000. Accounts
come with avatar, bio and random
background.

19 Nov 2012
Great prices for wholesale Twitter.com and
Hotmail.com orders!

17 Nov 2012
Added Pinterest.com accounts at a great
price - $70 per 1000!

03 Nov 2012
Added AOL accounts with POP3 and SMTP
enabled at an unbeatable price: starting from
$8 per 1000.
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; eBay accounts for sale - Microsoft Internet Explorer
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Ilepen moKyIIKOMH cleayeT 00A3aTEBHO 03HaKoMETBeA ¢ FAQ,
ITo paboTe ¢ TOEAPOM HE KOHCYIBTHPVIO.
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Axiom of Criminal Laziness
Cybercrooks will to
sustain their current cash flow ...

... but will not look out strategically
beyond it to serve their long-term interests



Paradigm #3:
It’'s Not All About the Benjamins




Russia accused of unleashing cyberwar
to disable Estonia

- Parliament, ministries, banks, media targeted
- Nato experts sent in to strengthen defences

August 11th, 2008

lan Traynor in Brussels

The Guardian, Thursday 17 May 2007 Coordinated Russia vs Georgia

Article history

cyber attack in progress

Posted by Dancho Danchev @ 4:23 pm

Categories: Black Hat, Botnets, Denial of Service (DoS), Governments, Hackers...

Tags: Security, Cyber Warfare, DDoS, Georgia, South Osetia...

21 62 TalkBacks ~= & el & P +18

ADD YOUR OPINION SHARE FRINT E=-MAIL WORTHWHILE? 24 WVOTES

In the wake of the Russian-Georgian conflict, a week worth of speculations
around Russian Internet forums have finally
materialized into a coordinated cyber attack
against Georgia’s Internet infrastructure. The
attacks have already managed to compromise
several government web sites, with continuing
DDoS attacks against numerous other
Georgian government sites, prompting the
government to switch to hosting locations to

F ; the U.S, with Georgia’s Ministry of Foreign
Bronze Soldier, the Soviet war memorial removed from Tallinn. Affairs undertaking a desperate step in order to disseminate real-time
Nisametdinov/AP fmfimnn mbin bavs s msifime ks Dln e Lommmmee “

A three-week wave of massive cyber-attacks on the small Baltic country
of Estonia, the first known incidence of such an assault on a state, is
causing alarm across the western alliance, with Nato urgently examining
the offensive and its implications.



‘Operation Payback’ Attacks Fell Visa.com

By ROBERT MACKEY

y / > 4

TARGET: WWW.VISA.COM :: FIRE
FIRE FIRE!!! WEAPONS http://bit.ly
/e6iR3X ::: SET YOUR LOICTO
irc.anonops.net ::: #DDOS #PAYBACK
#WIKILEAKS

Retwee

& Anon_Operation

Operation Payback

Knowledge Is Free.
We Are Anonymous.
We Are Legion.

We Do Not Forgive.

eration: Papback Operation: KNI .o
QIBD posted on Twitter by a g iuaf l«‘t:l:)“rt activists an @pt e start of an attack ¢ Ex'peCt Us' "\v

a's Web site, in retaliation for the company’s actions against WikiLeaks.

Last Updated | 6:54 p.m. A group of Internet activists took credit for

crashing the Visa.com Web site on Wednesday afternoon, hours after they

launched a similar attack on MasterCard. The cyber attacks, by activists who
call themselves Anonymous, are aimed at punishing companies that have acted

to stop the flow of donations to WikiLeaks in recent days.

The group explained that its distributed denial of service attacks — in which

they essentially flood Web sites site with traffic to slow them down or knock

them offline — were part of a broader effort called Operation Payback, which
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Table 2: Selected infections

Organization Confidence |Location |Infections
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Israel Tests on Worm Called Crucial in Iran Nuclear
Delay

By WILLIAM J. BROAD, JOHN MARKOFF and DAVID E. SANGER
Published: January 15, 2011

9. REY a.

e 7 Wi
This article is by William J. Broad, John Markoff and David E. '~
Sanger. o

@, Enlarge This Image The Dimona complex in the Negev
desert is famous as the heavily
guarded heart of Israel’s never-
acknowledged nuclear arms program,
where neat rows of factories make
atomic fuel for the arsenal.

Nicholas Roberts for The New York Times

Ralph Langner, an independent Over the past two years, according to
computer security expert, solved intelligence and military experts ¥
Stuxnet. - I . . ¢

familiar with its operations, Dimona ©
has taken on a new, equally secret role — as a critical

Multimedia ) o ) i
— testing ground in a joint American and Israeli effort to
LA g o s undermine Iran’s efforts to make a bomb of its own.
Windows comguter
Sturet
SR ‘ Behind Dimona’s barbed wire, the experts say, Israel has

g i e spun nuclear centrifuges virtually identical to Iran’s at
p— ,;—, ~ r = Natanz, where Iranian scientists are struggling to enrich
Ll Graphic uranium. They say Dimona tested the effectiveness of the
How Stmxnet Spreads [ Stuxnet computer worm,}a destructive program that
appears to have wiped out roughly a fifth of Iran’s nuclear
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Palestinian Territories
Israel

Lebanon

Jordan

Turkey

Syria
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54 261 315
49 483 532
18 1660 1678

4 7

Saudi Arabia
Kuwait
Bahrain

© 2012 Kaspersky Lab ZAO. All Rights Reserved.
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Country
Palestinian Territories

Israel Total
Lebanon 1 211
Jordan 2 5
Turkey
Syria Lebanon ->,
Israel ’
ALTGED)
Egypt
Country Saudi Arabia '
Sudan 4 |Country Total
Egypt 0 4 uae JEA 11 13
D | Qatar 4 5
mainrgia 4 16
] t 1 1
non' " 1 2

r specific B
d to date. NEa

Number of
Il Rights Reserved. incidents

© 2012

aspersky Lab ZAO.




'Shamoon' cyberweapon

the work of amateurs

No ‘Flame' masterpiece but damaged 30,000 PCs,
says Kaspersky Labs

{

b" ;A“ ‘-k LW‘ .‘k\\.(),

W Comment

Tech4Biz | 17 Sep 2012 : The ‘Shamoon' malware that nixed the hard drives of 30,000 Saudi oil
industry PCs in August was more of a ‘quick and dirty' job by talented amateurs than a skilfully-crafted
professional cyberweapon, an analysis has concluded. After pulling apart the code, Kaspersky Lab's
researcher Dmitry Tarakanov draws a mixed picture of the programming skills of Shamoon's creators.



Russian election protests — Saturday 10

December 2011

» Largest political event of its kind since the fall of the USSR

* An estimated 50,000 people gathered in Moscow and 10,000 in
St Petersburg

* They allege widespread fraud in Sunday's polls

» More than 1,000 arrests
» Protestors pledge to take to the streets again on December 24
» They want Sunday's election results annuled

ER Y )
b ) 3

#TpuymoanbHan

(#triumphal)

26K Twitter accounts tweet 440K ]unk messages
to drown out discourse / coordination.




Geolocation of Logins

Nonspam Logins



Geolocation of Logins

Nonspam Logins Spam Logins

26K accounts purchased from spam-as-a-service program.
Part of a lot of 975K.




Paradigm #4: Our Trust is in Trouble
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® 0o Keychain Access
Q
Keychains
&' login Cortpfeate A-Trust-Qual-02
& Micr.. ertificates Dot o, Roo-t certificate authority
& System "~ 4| Expires: Tuesday, December 2, 2014 3:00:00 PM PT
n S @ This certificate is valid
_ Kind Expires [ Keychain -
] A-CERT ADVANCED certificate Oct 23,2011 7:14:14 AM  System Roots
EJ] A-Trust-nQual-01 certificate Nov 30, 2014 3:00:00 PM  System Roots
EJ A-Trust-nQual-03 certificate Aug 17, 2015 3:00:00 PM  System Roots
EJ A-Trust-Qual-01 certificate Nov 30, 2014 3:00:00 PM System Roots
= A-Trust-Qual-02 certificate Dec 2, 2014 3:00:00 PM System Roots
re— 5] AAA Certiﬁcate‘ Services certificate Dec 31, 2028 3:59:59 PM  System Roots
;% All Items ] ACRaiz Certicamara S.A. certificate Apr 2, 2030 2:42:02 PM System Roots
N ] AddTrust Class 1 CA Root certificate May 30, 2020 3:38:31 AM System Roots
‘{" Passwords k] AddTrust External CA Root certificate May 30, 2020 3:48:38 AM System Roots
Secure Notes [E] AddTrust Public CA Root certificate May 30, 2020 3:41:50 AM System Roots
E] My Certificates [E] AddTrust Qualified CA Root certificate May 30, 2020 3:44:50 AM System Roots
Keys £ Admin-Root-CA certificate Nov 9, 2021 11:51:07 PM  System Roots
Certificates EJ] AdminCA-CD-T01 certificate Jan 25, 2016 4:36:19 AM  System Roots
& AffirmTrust Commercial certificate Dec 31, 2030 6:06:06 AM System Roots
k] AffirmTrust Networking certificate Dec 31, 2030 6:08:24 AM System Roots
&) AffirmTrust Premium certificate Dec 31, 2040 6:10:36 AM  System Roots
E] AffirmTrust Premium ECC certificate Dec 31, 2040 6:20:24 AM System Roots
] America Onli...ation Authority 1  certificate Nov 19, 2037 12:43:00 PM System Roots
] America Onli...ation Authority 2 certificate Sep 29, 2037 7:08:00 AM  System Roots
] AOL Time W...cation Authority 1 certificate Nov 20, 2037 7:03:00 AM System Roots
E] AOL Time W...cation Authority 2 certificate Sep 28, 2037 4:43:00 PM  System Roots
& Apple Root CA certificate Feb 9, 2035 1:40:36 PM System Roots
E] Apple Root Certificate Authority certificate Feb 9, 2025 4:18:14 PM System Roots -
EJ Application CA G2 certificate Mar 31, 2016 7:59:59 AM System Roots A
=] ApplicationCA certificate System Roots v

—Dec1z;-2017 7:00:00 AM




Law Enforcement Appliance Subverts SSL

By Ryan Singel &4 March 24,2010 | 1:55 pm | Categories: Surveillance, Threats

That little lock on your browser window indicating you are communicating securely with your bank or e-
mail account may not always mean what you think its means.

Normally when a user visits a secure website, such as Bank of America, Gmail, PayPal or eBay, the
browser examines the website's certificate to verify its authenticity.

At a recent wiretapping convention, however, security researcher Chris Soghoian discovered that a
small company was marketing internet spying boxes to the feds. The boxes were designed to intercept
those communications — without breaking the encryption — by using forged security certificates,
instead of the real ones that websites use to verify secure connections. To use the appliance, the
government would need to acquire a forged certificate from any one of more than 100 trusted Certificate
Authorities.



Q
Keychains
'y login Corn loato CNNIC ROOT
& Micr.. ertificates ‘. | Root certificate authority
& System Expires: Friday, April 16, 2027 12:09:14 AM PT

@ This certificate is valid
) System Roots

=53 (3 Al s 5 e I Koo
] Class 1 Publi.. fication Authority certificate Aug 2, 2028 4:59:59 PM  System Roots
] Class 1 Publi...on Authority - G2 certificate Aug 1, 2028 4:59:59 PM  System Roots

)1

EJ Class 2 Primary CA certificate Jul 6, 2019 4:59:59 PM System Roots
Category [E] Class 2 Publi...fication Authority certificate Aug 1, 2028 4:59:59 PM  System Roots

A Allltems [E] Class 2 Publi...fication Authority certificate Aug 2, 2028 4:59:59 PM  System Roots n
.. Passwords k] Class 2 Publi...on Authority - G2 certificate Aug 1, 2028 4:59:59 PM  System Roots
Secure Notes k] Class 3 Publi.. fication Authority certificate Aug 1, 2028 4:59:59 PM  System Roots
E] My Certificates ] Class 3 Publi.. fication Authority certificate Aug 2, 2028 4:59:59 PM  System Roots
@ Keys ] Class 3 Publi...on Authority - G2 certificate Aug 1, 2028 4:59:59 PM  System Roots
Certificates ] Class 4 Publi...on Authority - G2 certificate Aug 1, 2028 4:59:59 PM  System Roots

& CNNIC ROOT

certificate

pr 16, 2027 12:09: 14 AM System Roots

k] Common Policy certificate Oct 15, 2027 9:08:00 AM  System Roots
k5] COMODO Certification Authority certificate Dec 31, 2029 3:59:59 PM  System Roots
k] Deutsche Telekom Root CA 2 certificate Jul 9, 2019 4:59:00 PM System Roots
] DigiCert Assured ID Root CA certificate Nov 9, 2031 4:00:00 PM  System Roots
k] DigiCert Global Root CA certificate Nov 9, 2031 4:00:00 PM  System Roots
k] DigiCert Hig...rance EV Root CA  certificate Nov 9, 2031 4:00:00 PM System Roots -
] DigiNotar Root CA certificate Mar 31, 2025 11:19:21 AM System Roots | A
1 DoD CLASS 3 Root CA certificate Y

May 14, 2020 6:13:00 AM__ System Roots



Keychains

&' login

& Micr...ertificates
& System

) System Roots

—
Contifieate

Flwet A
-
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CNNIC ROOT

Root certificate authority
Expires: Friday, April 16, 2027 12:09:14 AM PT

€ This certificate is marked as not trusted for all users

Category

A All ltems

L. Passwords
Secure Notes

E] My Certificates

@ Keys

Certificates

k] Class 1 Publi...
k] Class 1 Publi...

fication Authority
on Authority - G2

] Class 2 Primary CA

k] Class 2 Publi...
k] Class 2 Publi..
] Class 2 Publi..
k] Class 3 Publi..
] Class 3 Publi..
k] Class 3 Publi..
k] Class 4 Publi..
@= CNNIC ROOT

fication Authority

fication Authority
.on Authority - G2
fication Authority
fication Authority
.on Authority - G2
.on Authority - G2

& Common Policy

k-] COMODO Certification Authority
Deutsche Telekom Root CA 2
DigiCert Assured ID Root CA

| Root CA

DigiCert Hig...rance EV Root CA

DigiNotar Root

=
=
k] DigiCert Globa
=
=
=

CA

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

'Expires Keychain

Al s 5 2 I Koo
Aug 2, 2028 4:59:59 PM  System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Jul 6, 2019 4:59:59 PM System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Aug 2, 2028 4:59:59 PM  System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Aug 2, 2028 4:59:59 PM  System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Aug 1, 2028 4:59:59 PM  System Roots
Apr 16, 2027 12:09:14 AM System Roots
Oct 15, 2027 9:08:00 AM  System Roots
Dec 31, 2029 3:59:59 PM  System Roots
Jul 9, 2019 4:59:00 PM System Roots
Nov 9, 2031 4:00:00 PM System Roots
Nov 9, 2031 4:00:00 PM System Roots
Nov 9, 2031 4:00:00 PM System Roots
Mar 31, 2025 11:19:21 AM System Roots
May 14, 2020 6:13:00 AM__ System Roots
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News

Solo Iranian hacker takes credit for Comodo
certificate attack
Security researchers split on whether '‘ComodoHacker’ is the real deal

By Gregg Keizer
March 27, 2011 08:39 PM ET C) Comments (5) « Recommended (37) [ Like <84

Computerworld - A solo Iranian hacker on Saturday claimed responsibility
for stealing multiple SSL certificates belonging to some of the Web's
biggest sites, including Google, Microsoft, Skype and Yahoo.

Early reaction from security experts was mixed, with some believing the
hacker's claim, while others were dubious.

Last week, conjecture had focused on a state-sponsored attack, perhaps
funded or conducted by the Iranian government, that hacked a certificate
reseller affiliated with U.S.-based Comodo.

On March 23, Comodo acknowledged the attack, saying that eight days

earlier, hackers had obtained nine bogus certificates for the log-on sites of
Microsoft's Hotmail, Google's Gmail, the Internet phone and chat service
Skype and Yahoo Mail. A certificate for Mozilla's Firefox add-on site was
also acquired.




Paradigm #5:
The Bad Guys’ Trust is in Trouble



Table 2: Selected infections
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Fake AV Keylogger

Infiltration
opportunity

Serwce
fg Downloader
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Install
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Target
Host




SmartAdsSolutions - 3
Asprox -

Palevo -

Palevo2 -

Sasfis -

CLUSTERA -
Gleishug -

Nuseek -
Blackenergy1 -
Canahom-MachBot -
Russkill -

Votwup -
Antimalware-doctor -
Avchecker -
Securityessentials -
Securitysuite -
Securitysuite—avm -
Spyeye -

Zbot -

Zloader -

Bredolab -

Dailyppi -
Goldinstall-dI -
Goldinstall-list -
Hiloti -

Loaderadyv -
Loaderadv-ack -
Tdss -

Zlob -

Opachki -

Family

O 0 S —

The majority
of the world’ s
top malware

Grum -
Pushdo -
Rustock -

 ——

appeared in
the “milk”

08/01 08/03 08/05 08/07 08/09 08/11 08/13 08/1D5 (%8/17 08/19 08/21 08/23 08/25 08/27 08/29 08/31 09/02
ate

Via protocol emulation, extracted (“milked”)
> 1M malicious binaries over 6 months

Class

= adware

“ botnet

“ clickfraud
=+ ddos

» fakeav

< infosteal

= ppi

# searchfraud
% spam
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MarasuH AxkkayHToB #1 8 PyHete: Mpoaaxa AkkayHToB v Peaupextos ¢ MriHoseHnHou [loctaskon

‘ Mara3sun AkkayHToB #1 B PyHer...

\ <« ) & hitps://buyaccs.com

CEPBMC PETUUCTPALIUMA AKKAYHTOB

$# Ceinvac B npopaxe

Cnyxb6a
Mail.ru
Mail.ru Mix
Mail.ru Second Hand
Mail.ru Mix S/H
Yandex.ru

Narod.ru

Kon-Bo akkoB

117025

327199

0

15811

4758

583115

c¢l(@-cooge — a)(sa](R]

Haw MarasvH akkayHTOB paj NpeanoXuTb akKayHTbl Pa3fiMyHbIX MOYTOBbLIX CNy»X6 1 6ecnnarTHbix
XOCTHMHIroB Ans nobbix 3aaay. Bel nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.

Takxe AoCTynHa ycnyra 3anuea peaupektos Ha Pochta.ru, Cwahi.net n Ocatch.com uTo sBnsietcs
YHUKaNbHOM YCNyroi - Bbl NONy4aeTe roToBble peAupeKTbl B TEYEHUE Yaca nocne 3akasa.
Mpu nokynke akkayHToB MeHee 1000 wTyK AeMCTBYET cneunanbHblii Tapud.

www.FreedomScripts.org - pazpaboTtka codrta Ha 3aka3

Mera Codt ans nopeees - Zerber
OpnobpsaTo 3eu - Mo Mu

Twidium - 6e30nacHbii M NpodecCcruoHanbHblA MHCTPYMEHT ANS PACKPYTKU TBUTTEpA

HakpyTuTb ponnosepos B TBUTTE

3apaboTan Ha NnpoJaxe akKayHTOB

Kynutb akkayHTbl OAHOKNACCHUKOB
Kynutb akkayHTbl BKOHTakTe

LleHa 3a 1K akkayHTOB
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $4 | ot 10K o 20K: $3.5 | ot 20K: $3
no 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3
no 10K: $20 | ot 10K go 20K: $19 | ot 20K: $18

Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50

? Hosoctu

06 Anp 2013
BpeMeHHO He NPOoAaeM aKKayHTbI
Twitter.com

15 Map 2013

OTnMYHas ueHa Ha aKkKayHTbI
Facebook.com! Bcero $80 32 1000 wr.
Jewesne He 6biBaeT!

07 ®es 2013

CeHcauMOHHas UeHa Ha aKKayHTbl
Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO
BCEMM PerncrpauymMoHHbIMU AaHHbIMM MO
ueHe or $7 32 1000 wr!

NA en 2013

N
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MarasuH AkkayHToB #1 B PyHete: Mpoaaxa AkkayHToB 1 PeaupexkTos ¢ MruoseHHo [locTaskoun

| Merchant | Period | # | Accts | Price |
alexissmalleyT 06/12-03/13| 14| 13,000 $4
naveedakhtar' 01/13-03/13| 4| 2,044 $5
truepals’ 02/13-03/13| 3 820  $8
victoryservices' 06/12-03/13| 15| 15,819 $6
webmentors2009° 10/12-03/13| 9| 9,006| $3—4
buuman”™ 10/12-10/12| 1 750 $7
danyelgallu™ 10/12-10/12| 1 74| $7
denial93™ 10/12-10/12| 1 255| $20
formefor™ 09/12-11/12| 3 408 |$2-10
ghetumarian™ 09/12-10/12| 3 320| $4-5
jackhack08™ 09/12-09/12| 2 755|  $1
kathlyn™ 10/12-10/12| 1 74 $7
smokinblueladyLI 08/12-08/12| 1 275 $2
twitfollowers™ 10/12-10/12| 1 80 $6
twitter007™ 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13| 14| 12,094| $4-7
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4
accs.biz? 05/12-03/13| 15| 17,984| $2-3
buyaccountsnow.com:c 06/12-11/12| 8| 7,999| $5-8
buyaccs.comi 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizI 09/12-10/12| 3| 2,875 $5
buytwitteraccounts.infojt 10/12-03/13| 9| 9,200 $34
dataentryassistant.comi 10/12-03/13| 9| 5,498 $10
getbulkaccounts com? 09/12-09/12| 1| 1,000 $2
quickaccounts.bigcartel* [11/12-11/12| 2| 1,501 $3
spamvilla.com? 06/12-10/12| 3| 2,992| $4
xlinternetmarketing.com:t 10/12-10/12| 1| 1,000 $7

| Total

05/12-03/13[140] 120,019 | $1-20

& ] (g' Google

Q) (a] (B8]

NPeAnOXUTb aKKayHTbl Pa3fiMyHbIX MOYTOBbLIX CNyX6 1 6ecnaaTHbix
1. Bbl nonyyete akkayHTel CPA3Y nocne onnarbl 3aka3sa yepe3 Webmoney.

Ba peaupekToB Ha Pochta.ru, Cwahi.net u Ocatch.com uTto sBnsercs
ny4yaeTe roToBble peaupeKTbl B TEYEHUEe Yaca nocne 3akasa.
:e 1000 wTYyK AeUCTBYET cneuvanbHbii Tapud.

13paboTka codra Ha 3akas

rber
)

heccroHanbHbIi MHCTPYMEHT AN PAacKPYTKW TBUTTEpPa

ITTep

C(KayHTOB
.5 | ot 20K: $4
.5 | ot 20K: $4
.5 | oT 20K: $3
.5 | oT 20K: $3
19 | ot 20K: $18

50 | ot 20K: $50

2 Hosoctu

06 Anp 2013
BpeMeHHO He NPOoAaeM aKKayHTbI
Twitter.com

15 Map 2013

OTnuyHas LUeHa Ha aKKayHTbI
Facebook.com! Bcero $80 32 1000 wr.
Jewesne He 6biBaeT!

07 ®es 2013

CeHcauMoHHasa ueHa Ha akKayHTbl
Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO
BCEMM PerncrpauymMoHHbIMU AaHHbIMM MO
ueHe ot $7 32 1000 wrT!

N6 den 2013
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MarasuH AxkayHTos #1 B PyHerte: Mpoaaxa AkkayHTos u PeaupexTos ¢ MrHoseHHoM JlocTasxkomn

Merchant Period| #| Accts| Pri
| er.c an | €r10 | | CC S| r1ce| - ] (Ea' o Q) @ li@
alex1ssmalleyT 06/12-03/13| 14| 13,000 $4
naveedakhtar! 01/13-03/13 4 2,044 $5| npemnoxuTb akkayHTbl PasnuyHbIX MOMTOBBLIX CNYX6 1 GecnaaTHbix
truepalsT 02/13-03/13 2 70 QR 1. Bbl nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.
viclt)oryserv i‘;eos(;rg ; (1)8; 3:82; 13 Name Screenname Email

t 3 . -
we menuors Trstram Aiken Trstramsse912 KareyKay34251@hotmail.com
Euum‘i‘“au . }8; 3—18; if Millicent Comolli | Milicentrpg645 | DanHald46927@hotmail.com
d:2§:19g3ﬂu 10 /12:10 /15 Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor! 09/12-11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™® 09/12-10/12! Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08™ 09/12-09/12! Jeannine Allegrini | Jeanninewoqzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12, . . wo R
twitter007" 10/12-10/12 75 $7
kamalkishover® 06/12-03/13| 14] 12,094] $4—7] ““V"™" Bpemerrio He MoRaEH aKKayHTH
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4| .5 ot 20K: $4 Twitter.com
accs.biz? 05/12-03/13| 15| 17,984 | $2-3| 5 or 20k: $4 (l)fnl::::a:?.x::a Ha aKKayHT
buyaccountsnow.com? 06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 3a 1000 wr.
buyaccs.com? 06/12-03/13| 14| 13,794| $1-3| 307 20K %3 Reuseane He Gusaer!
buytwitteraccounts.bizI 09/12-10/12| 3| 2,875 $5| .5 or 20K: $3 g:ﬂf:zg::; T,
buytwitteraccounts.infoi 10/12-03/13 9 9,200 $3—4 19 | or 20K: $18 Yaho:com, TeL:1epb OTnuqm:e aKKayHTbl €O
dataentryassistant.com? [10/12-03/13| 9| 5,498 $10 | om 20K ::::’;T":;";;";z:?::"""" I
getbulkaccounts.com1 09/12-09/12| 1| 1,000 $2| 50| or 20K: $50 06 don 5014
quickaccounts.bigcartel* [11/12-11/12| 2| 1,501 $3 ' '
spamvilla.com? 06/12-10/12| 3| 2,992| $4
xlinternetmarketing.com:t 10/12-10/12| 1 1,000 $7

| Total

05/12-03/13[140] 120,019 | $1-20
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MarasuH AxkayHTos #1 B PyHerte: Mpoaaxa AkkayHTos 1 PeaupexTos ¢ MrHoseHHoM JlocTaskom

é |Merchant | Period| #| Accts| Price|
alexissmalley* 06/12-03/13| 14| 13,000 $4
naveedakhtarJr 01/13-03/13 4 2,044 $5| npeanoxutb akkayHTbl pasnuuHbIX MOYTOBBIX CNYX6 1 GecnnarHbix
truep alsT 02/13-03/13 2 90 el * Bbl nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.
victoryservices' 06/12-03/13T Name Screenname Email
bmentors2009" 10/12-03/13 . -

we mennors Trstram Aiken Trstramsse912 | KareyKay34251@hotmail.com
guumimau . ig; 3-}8; 12 Millicent Comolii | Millicentrpq645 | DanHald46927@hotmail.com
d:g?:pg:;uu 10 /12:10 /1; Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formeforl 09/12-11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™ 09/12—10/12! Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08™ 09/12-09/12/ Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn™ 10/12-10/1%] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/13' brinda neff brindagtgneff ScujheShananan@hotmail.com )
twitfollowers™ 10/12-10/12 - VT - E——
twitter0071 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13| 14| 12,094 $4—7] ““""" Dm0 ponaeH aKKayHTH
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4 i
accs.biz? 05/12-03/13| 15| 17,984| $2-3
buyaccountsnow.com*  |06/12-11/12| 8| 7,999| $5-8
buyaccs.comJt 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizt |09/12-10/12| 3| 2,875 $5
buytwitteraccounts.info |10/12-03/13| 9| 9,200| $3—4
dataentryassistant.com? [10/12-03/13| 9| 5,498 $10 :::::T":;";:‘l’;‘;?::!"‘“" e "
getbulkaccounts.comjt 09/12-09/12| 1| 1,000 $2| 50| ot 20K: $50 6 den 5014 ;
quickaccounts.bigcartel* |11/12-11/12| 2| 1,501 $3 ’ ‘ '
spamvilla.com1E 06/12-10/12| 3| 2,992 $4
xlintemetmarketing.comI 10/12-10/12| 1 1,000 $7

[Total [05/12-03/13[140[120,019[$1-20
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MarasuH AkkayHTos #1 B PyHeTe: MNpoaaxa AkkayHToB v PegupexTos ¢ MrHoseHHo# [locTaskomn

006
|

Merchant Period| #| Accts| Price]
& | (B~ Google g
alexissmalleyJr 06/12-03/13| 14| 13,000 $4
naveedakhtarJr 01/13-03/13 4 2,044 $5| npeanoxutb akkayHTbl pasnuuHbIX MOYTOBBIX CNYX6 1 GecnnarHbix
truep alsT 02/13-03/13 2 90 R 1. Bbl nonyyeTte akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.
victoryservices' 06/12-03/13T Name Screenname Email
b tors2009° 10/12-03/13 - -
we menuors Trstram Aiken Trstramsseg12_ I_(areyKay34251@hotma|I.oom
Zuumﬁimau . 18; g—ig; 1,2_ Miliicent Comolli | Millicentrpq645 | DanHald46927@hotmail.com
anye — = =

d enfalgg:;uu 10/12-10 /12 Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor! 09/12-11/12 Kristina Levy KristinaLevy6 exrayt)81 43@hotmail.com
ghetumarian™ 09/12—-10/12| Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08"! 09/12-09/12| Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12 . . —o = 1iubuLIn
twitter007™ 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13] 14| 12,094] $4—7] “*"™* Dm0 1o npoRaEM BKKaYHTS
shivnagsudhakar® 06/12-06/12| 1| 1,002| $4| .5]or20K: $4 Twitter.com

3 15 Map 2013
accs.biz 05/12-03/13| 15| 17,984| $2-3| 5 | oT 20K: $4 ey :}:’aﬂ Lera Ha aKKayHTH
buyaccountsnow.com*  |06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 32 1000 wr.
b t .5 | oT 20K: $3 Dewesne He 6bisaeT!
b 07 ®es 2013

CEHcaLlVIOHHaﬂ UeHa Ha aKKayHTbl
b Yahoo.com. Tenepb OTNIUYHbIE aKKAYHTbl CO
d BCEMMU perncCTpauymMoHHbIMA AaHHbIM#K NO
ueHe or $7 32 1000 wr!

g NG den 2013
q
S
X

| Total

[05/12-03/13[140[120,019]$1-20]

NI



(L NN &) Buyaccs.com: Bulk Accounts with Instant Delivery After Payment. We Accept Paypal

JB swacescom BulkAcountswi. (k|
|« ) @ htps://buyaccs.com/en/ 7+ & (B Google Q n E‘ ary

If you need quality bulk accounts, you've come to the right place. You can get your accounts
Bu g H c c s .com immediately after your payment - there is no need to wait.

BUY BULK ACCOUNTS AT BEST PRICES All the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

06 Apr 2013
Twitter accounts are not available. We will

&4 For sale start selling them shortly.

Provider Quantity Rate for 1000 06 Apr 2013
Twitter accounts are not available. We will
Hotmail.com 449292 1K-10K: $5 | 10K-20K: $4.5 | 20K+: $4 start selling them shortly.
. . . . . 07 Feb 2013
Hotmail.com Verified 423418 1K-10K: $6 | 10K-20K: $5.5 | 20K+: $5 Added Instagram accounts at a great rate:
$50 per 1000.
Outlook.com Plus 9661 1K-10K: $4 | 10K-20K: $3.5 | 20K+: $3
04 Dec 2012
Gmail.com USA PVA 4340 1K-10K: $100 | 10K-20K: $95 | 20K+: $90 Just added Fully Profiled Twitter Accounts
at a great rate - $30 per 1000. Accounts
. . . come with avatar, bio and random
Yahoo.com 14058 1K-10K: $8 | 10K-20K: $7.5 | 20K+: $7 background.
Yahoo.com USA 8688 1K-10K: $15 | 10K-20K: $15 | 20K+: $15 19 Nov 2012
Great prices for wholesale Twitter.com and a
Nokiamail.com 0 1K-10K: $10 | 10K-20K: $10 | 20K+: $9 Hotmail.com orders! ;
7



0O00 Canadian Pharmacy

@ @ R P — 1> (G oo q-

Home @ Bestsellers @ Allproducts | FAQ | Contactus

* S Your cart: $0.00 (0 items)
S € £ i Proceed to Checkout »

Pharma Bonus

Canadian @ Pharmacy

#1 Intemet Online Drugstore

‘ . ‘/ i 2 . -
& 4 N

For Order more than $300: 88 -

12 VIAGRA PILLS ;
& 10xViagra Growth Al 120 pills
g e 100 mg 1 bottle x 60caps 100 mg
= |For other Orders: 10 x Cialis , ’ +4 Free pills
= |4 VIAGRA PILLS ( 20 mg Pemi%mhzg.ll p
e ORDER NOW ORDER NOW ORDER NOW
@ Male Enhancement
. Searchbyname: ABCDEFGHIJKLMNOPORSTIUVWXYZS Search: | @
© Men's Health
oS ALES - 20% OFF Today's Bestsellers
@ Female Enhancement Viagra i Cialis Viagra
- Our o : Our ori C Professional
- ur price ur price
o Weight Loss . $1.21 $2.18 - Qur price
© Gums New! $
© Body-Building More info @ Add 1o cant More info @ Add 1o cant More info @ Add to cant
@ Hypnotherapy :

Done
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Kirill Levchenko

klevchen@cs.ucsd.edu

I'am a project scientist with the Systems and Networking group in the Computer
Science department at the University of California, San Diego. My current research



Phases of the Spam Value Chain

Grum Botnet

e DNS Lookup
(A record)

-

g
Py Espris

e DNS Lookup
(NS record) reg.ru =
Domain Registrar Affiliate Program
T PRICFONNET Russia Russia
N » @ Payment
i i B
User's Bank
hhhhhhhhhhhhhhhhhhhhh ser USA Azerigazbank medicshopnerx.ru
Merchant Bank DNS Server
Azerbaijan !
China

Manufacturer
India

@ Pharmacy Express
Affiliate Program

Web Proxy/Server

Brazil

If we were to “snip” a link in this chain, which one
would be the most disruptive for our least expenditure?

Measuring URLs, DNS servers, HTTP redirection, etc. all
a matter of energetic crawling & recording.

But merchant banks / Visa / “fulfillment” ?




Bestsellers

All products

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvocet (Proxyvon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (® ROCHE)
Ativan (® Wyeth)
Klonopin (generic)
Valium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin
View all products

WEIGHT LOSS

Phentermine

How to order Shipping policy Order Status Refer a friend Testimonials F.A.Q.

Search products by name

ABCDEFGHI KLMN P RSTUVWX Z

Order approved

Your transaction has been approved.

Your order ID: 138731

First name: Kirill

Last name: Levchenko

Card used with this order: 46*****2288
Total amount charged: $52.95

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

NOTE: Contact us about your order only through customers support system www.rxsup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --> Order status

Dear Kirill Levchenko, if you have any questions regarding your order, shipping, please contact us at:

Customers support system: www.rxsup24.com
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Ehe New JJork Times

The Opinion Pages

EDITORIAL

Spammers and Their Bankers

Published: May 28, 2011

In early 2004 Bill Gates claimed that “two years from now, spam will
be solved.” Today it amounts to 70 percent of all e-mail. Yet there
may be a chance to cut it back.

In March, spam volumes tumbled as United States marshals seized
computers at Internet hosting facilities that controlled Rustock, a



Ehe New JJork Times

The Opinion Pages

EDITORIAL

Spammers and Their Bankers

In early 2004 Bill Gates claimed that “two years from now, spam will
be solved.” Today it amounts to 70 percent of all e-mail. Yet there
may be a chance to cut it back.

In March, spam volumes tumbled as United States marshals seized
computers at Internet hosting facilities that controlled Rustock, a

The good news is there may be other ways to disrupt spammers. The Times’s John Markoff
reported that computer scientists at two University of California campuses have found
another vulnerability: spammers’ banks.

To track the flow of information, the researchers made hundreds of purchases. Buying
Viagra from the Pharmacy Express group in Russia involved computers in Brazil, China
and Turkey. The Viagra came from India. But 95 percent of the purchases were handled
by three banks — in Azerbaijan, Latvia and St. Kitts and Nevis. This suggests that if banks




O medinc.biz

€ C A © medincbiz

YBaxaembie Bebmacrepa,
B cBA3yM ¢ cOObITUAMY NPOU3OLIEALUNMA B TEYEHUe NOC/TeHNX ABYX MECALieB, Korga noj yaap nonanu sce 6aHKOBCKUE U
NpoYecCUHroBble CYeTa KOMNaHWM, Mbl BbIHYXAEeHbl COOBLYNTD, YTO, NOCKONbKY A0 CErofHAUHEro AHA He yAanoch HauTu JOCTaTOYHO
HaZeXHOoro pelueHns ANA NPoJoNXeHus paboTbl, a JOArM Nepes NoCTaBLUuKaMi M NapTHepamu NPOAOKAIOT PaCTH, Mbl BbIHYXKAEHbI
MOMHOCTbIO OCTAaHOBUTL QYHKYMOHUPOBaHWe NapTHepckow nporpammbl Medinc.
Mbi 6binu pagel paboTaTs € BaMy, PY3bA, U HAM Xallb, YTO COTPYAHUYECTBO B pamMKax JaHHOr o npoekTa bonee HeBO3MOXHO.
B cnyuae, ecnn Ham yRacTca HAWTH HafieXXHOe, 0 HalleMy MHeHMIo, NPoLjeCCUHIoBoe pelileHne 1 Bo3o6HoBuTb paborTy, Bce BebMacTepa
nonyyar yBefjoMAeHNA Ha NOYTOBbIE apeca, yKa3aHHble NPy perucTpaymm.

Dear webmasters,
Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to inform you, that
functioning of the Medinc partnership program will be discontinued, as no reliable solution has been found to keep it working, and the
debts to suppliers and partners keep increasing.
We were happy to work with all of you, and we are very sorry that we can‘t cooperate with you anymore within this project.
If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification sent to the
address submitted during registration.
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YBaxaembie Bebmacrepa,
B cBA3yM ¢ cOObITUAMY NPOU3OLIEALUNMA B TEYEHUe NOC/TeHNX ABYX MECALieB, Korga noj yaap nonanu sce 6aHKOBCKUE U
NpoYecCUHroBble CYeTa KOMNaHWM, Mbl BbIHYXAEeHbl COOBLYNTD, YTO, NOCKONbKY A0 CErofHAUHEro AHA He yAanoch HauTu JOCTaTOYHO
HaZeXHOoro pelueHns ANA NPoJoNXeHus paboTbl, a JOArM Nepes NoCTaBLUuKaMi M NapTHepamu NPOAOKAIOT PaCTH, Mbl BbIHYXKAEHbI
MOMHOCTbIO OCTAaHOBUTL QYHKYMOHUPOBaHWe NapTHepckow nporpammbl Medinc.
Mbi 6binu pagel paboTaTs € BaMy, PY3bA, U HAM Xallb, YTO COTPYAHUYECTBO B pamMKax JaHHOr o npoekTa bonee HeBO3MOXHO.
B cnyuae, ecnu Ham yAacTca HauTy HagexHoe, Mo HalleMy MHeHWIO, NPOLeCCUHIoBoe pelleHne N Bo306HoBUTb paboTy, Bce BebmacTepa
nonyyar yBefjoMAeHNA Ha NOYTOBbIE apeca, yKa3aHHble NPy perucTpaymm.

Dear webmasters,

Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to
inform you, that functioning of the Medinc partnership program will be discontinued, as no reliable solution has been
found to keep it working, and the debts to suppliers and partners keep increasing.

We were happy to work with all of you, and we are very sorry that we can’t cooperate with you anymore within this
project.

If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification
sent to the address submitted during registration.
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ManbHbIit hopyM NapTHepcKoit nporpammel MasMeg > ®opyM > O MasMene Norun ¥ 3anommurs?
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L BAXHO: nepexop B pexxnm “MAY3A"!

YBaxaemble MapTHepbl,

Kak Bbl MOrM 3aMeTUTb, NocneaHune napy AHen Y Hac nPO6ﬂeMbl C NpoOUECCUHIOM. PeweHne Bompoca "noaencno” B BO34yXe, N NMOoKa He ACHbl OKOHYaTesNbHble CPOKW €ro paspelweHns.

Mbl MpUHUMNNUANBbHO HE XOTUM COsVIPaTb "BeWTUHM" 1 No cym™m pa6OTaTb B 6aTy. Mbl TaK Xe He roToBbl PUCKOBaTb BAaWWMKN A€Hbrammn C MasioZHaKoMbiMMU 1N HE O4YeHb Cepbe3HbiIMW MOCpeaAHNKaMU. I'IosTomy C HacTosAwero

MOMeHTa Becb [naBMes nepexoauT B pexum "MAY3A". HuKkakue HoBble 3aKasbl 06pabaTbieaTbcst He GyAyT A0 MOMEHTa PeleHns Bonpoca C NpoLeccHroM. Bee yxke sanpoueweHHble 3aKasbl GyayT BbiNONHEHD, KaK 1
cneayer.

Y6eaurenbHana nuana BpeMeHHO nepeBecTH cBoOi TEag!uK Ha Apyrue wonbi/ NpoOeKTbl.

Gonbwe AcCHOCTM U

6/29/2012

bnvKa, Ho B Nnobom

Dear Partners,

LUIaTbCA KO MHe

As you may have noticed, in the last couple of days we've had|problemg
ﬁ We don't have a solution yet, and there is no concrete aD

time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode.-
*mtil the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.




[2) 19.03.2012, 11:56

TrafficDrive =
KonécHsli naH

Ceityac NPpaKTU4yeCcKn y BCeX NapTHepoK Kyda quﬂBl‘WHOE, KaHUEenNoe U NeHAWHroe, OT CaMMUX NapTHEPOK He CUMNBHO 23BUCUT MMXO0, MpOCMaTpHBaeTca 06LL|BFI neyanbHas KapTuHa, 96'.-“-4313 BW33 NanuT HanaaMoM \:Ii
~ = S 0 tnen : DaHaM Balle =) DEe NapTHePOK X 0oe 0% npoxoauT.
PEFHCFDBQHRZ 10.05.2010 Mo npobnemMHbIM CTPaHaM Balle nucel, Ha Nape NapTHepoK Xopowo ecau 50 npoxoauT

CoobuweHuit: 493
Babno: $57210

Q

“Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a
general sad picture, fucking Visa is burning us with napalm (for

problematic countries, it's totally fucked, on a couple of programs you're
lucky if you get 50% through).”



The Modern Internet Threatscape

Paradigm #1:
Expect the Unexpected

Paradigm #2:

It’'s All About the Benjamins
Paradigm #3:

It’'s Not All About the Benjamins
Paradigm #4:

Our Trust Is In Trouble
Paradigm #s:

The Bad Guys’ Trust is in Trouble



