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What I’'m Going To Try To Convey

e |lluminate® Internet measurement as an
empirical science
— What's its effective role in network research?

— What makes its practitioners tick?

* Hint: no one does it because they LIKE taking
measurements

— The role of nimble opportunism
— Why measuring Badness is one of today’s
most interesting, fun, and challenging areas

* A personal perspective



Part I:

The Crooked Path
to Straight Lines
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ITC 12 Torino, June 1988

TWO DECADES OF DATA TRAFFIC MEASUREMENTS: A SURVEY OF
PUBLISHED RESULTS, EXPERIENCES AND APPLICABILITY

Peter F. PAWLITA

Siemens AG
Data Systems Division
Munich, Federal Republic of Germany

This survey of published data traffic measurements and their results covers
some two decades, from 1966 to 1987. The measurements are classified,
reviewed and compared, concerning, e.g., traffic variables, user and system
characteristics, statistical and modeling aspects. Emphasis is placed on ident-
ification of those variables validated n measurements, on general applic-
ability of results, and a critical view of the present status of the subject.



3. OVERVIEW OF PUBLISHED MEASUREMENTS AND RESULTS

Altogether the literature comprises some 50 published measurements from 1966 to
1987. The look-up-table 2 summarizes them year-wise using classification criterions of

5. ACRITICAL VIEW OF PRESENT STATUS AND FUTURE

Status: achievements and deficiencies
Where do we stand in data traffic measurements ? What has been/not been reached ?

® Some 50 publications exist; about 2 per year is a relatively low rate compared with
about 50 to 100 in traffic and queueing theory
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Yet another TCP measurement paper
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On the self-similar nature of Ethernet traffic (extended version)
WE Leland, MS Tagqu, W Willinger... - Networking, IEEE/ACM ..., 1994 - ieeexplore.ieee.org
... The main objective of this paper is to establish in a statistically rigorous manner the self-similarity
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Fig. 4. Pictorial “‘proof’” of self-similarity: Ethemet traffic (packets per time unit) on five different time scales (a}-{(e). For comparison, synthetic traffic
from an appropriately chosen compound Poisson model on the same five different time scales (a")}(e’).
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On the self-similar nature of Ethernet traffic (extended version)
WE Leland, MS Tagqu, W Willinger... - Networking, IEEE/ACM ..., 1894 - ieeexplore.ieee.on

Their work also proposed an explanation for self-similarity that is predictive: |
Network activity should be marked by S|zes/durat|ons that are heavy-ta//ed
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Fig. 4. Pictorial “‘proof’” of self-similarity: Ethemet traffic (packets per time unit) on five different time scales (a}-{(e). For comparison, synthetic traffic
from an appropriately chosen compound Poisson model on the same five different time scales (a")}(e’).
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The Danger of Mental Models

Exponential Distribution, Lambda = 12/sec
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Figure 19. Distribution of TELNET packet interarrivals (l) 260 460 6(|)O
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A uniform plus exponential distribution best models interarrival times of packets belonging
to interactive applications.

Table 3: Selected Observations.
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Part 11I:

Measuring Malice & Crooks
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install
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from 4 different affiliate programs
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Phases of the Spam Value Chain
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Grum Botnet

Measuring URLs, DNS servers, HTTP redirection, etc. all a
matter of energetic crawling & recording.

But purchases / banks / “fulfillment” ??
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One of many questions: how can we soundly measure the
B total revenue of spam-advertised pharmaceuticals?
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L Need to know (1) how many customers place orders, and
~ (2) how much product a typical customer orders.
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A Seeming Digression
re the IP ID Field



a-bit | 4-bit 8-bit _
Version | Header | Type of Service 16-bit Total Length (Bytes)
Length (TOS)
. e e 3-bit :
16-bit Identlflc@ Flags | 13-bit Fragment Offset
8-bit Time to . | 20-byte
Live (TTL) 8-bit Protocol 16-bit Header Checksum IP header

32-bit Source IP Address

32-bit Destination IP Address

e Many systems increment it per packet globally sent = side channel

e Enables inference of quantity of traffic sent between two points in time,
otherwise unobserved

e (Side channel even enables NAT detection and stealthy port scanning )
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Bestsellers All products How to order Shipping policy Order Status Refer a friend Testimonials F.A.GL.

search products by name

Search
ABCDEFGHI KLMN P RSTUVWX Z

PAIN RELIEF

Vicodin ES Order approved

Hydrocodone )

Percocet Your transaction has been approved.

Lortab

Darvocet (Proxyvon) ;Er.:tr |? ;n::er:l

Codeine Last name: Levchenko 10s of seconds later

View all products Card used with this order: 46*****2238

Total amount charged: $52.95

ANTI-ANXIETY

Xanax The following billing descriptor appear on your credit card statement:

WValium (& ROCHE) e e e e e ——

Ativan (@ Wyeth) medissue.com +12175686119

Kl[lﬂ[lpin I:gEﬂEriC} - ————-———————————————————=
Valium (generic)

Anti-Anxiety Pack Tracking number will be sent on your email once medications will be shipped.

Alarax WOTE: Contact us about your order only through customers support system www.sup24.com
View all products Before contact us and ask about time for delivery please read our shipping policy.

ADHD Treatment ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:
Adderall

o Website menu --=> Order status
Brand Ritalin

View all products Cear Kirill Levchenko, if you have any questions regarding your order, shipping, please contact us at:

WEIGHT LOSS Customers support system: www.rxsup24.com
Phenterming




Bestsellers All products

Search

PAIN RELIEF
Vicodin ES
Hydrocodone
Percocet
Lortab
Darvocet (Proxyvaon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (& ROCHE)
Ativan (& Wyeth)
Klonopin (generic)
Walium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment
Adderall
Brand Ritalin

View all products

WEIGHT LOSS
Fhentermine

How to order Shipping policy Order Status Refer a friend Testimonials F.A.Q.

search products by name

ABCDEFGHI KLMWMH P RETUWWX Z

Order approved

Your transaction has been approved.

Your order I
First name: Geafl

Last name: YVoelker
Card used with this order: 46%**4029
Total amount charged: $64.95

1 month later

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

HOTE: Contact us about your order only through customers suppor system www.rsup24. com
Before contact us and ask about time far delivery please read aur shipping paolicy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --= Qrder status

Dear Geoff Voelker, if you have any questions regarding your order, shipping, please contact us at:

Customers support system: www.rxsup24.com
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Order-Driven or Timer-Driven?

« How to establish whether IP-ID
inference trick works for pharma orders?

 Alternative hypothesis also fitting with monotonicity:
order #s are timer-based
— Perhaps in , hence nearby ones just go up by
one rather than by time interval
« Approach: take a month of data
— Compute least-squares fit of order # vs. time

— For each order, look at its offset from the fit
» Reflects either measurement error (we didn’t record time right) ...
... or required batching granularity for consistent measurement



Required Timing Error (Hours)

20

10
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-20

O 33drugs If orders are timer-driven, expect
& 4rx narrow range of timing errors
+ eurosoft reflecting batch size.
A eva
glavmed
% online If skewed by outliers, expect
pharmex
& royal up/down or down/up trend around
® rx—promotion outlier.
X softsales
If orders not timer-driven, then we
just see with respect to
underlying order rate = should see
a cloud of points, no straight lines!
[ | [ | [ 1
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Order ID

Ncﬂ:.r 1 .Jar:u 1 No*l.r 1 .Jarl1 1
£| 455 id/day 8| 49 id/day
S 3
s .y
g 261 id/day T 443 id/day
£ T
EEE 582 id/d —
¢ _ |We can track how many orders each |........
g ws gffiliate program processes per day | ..
3 . P ——
“é-‘J 323 id/day | 263 id/day
Ncﬂ:.r 1 .Jarlu 1 No*l.r 1 .Jarl1 1

Coupled with a (separate) structural inference =
entire spam “pharma” revenue = $50-100M/year




Part I11:

Pretty Pictures & Moneyshots
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IC51 Netalyzr - Mozilla Firefox (:":' '::' ':;‘:'

« W * ﬂ ﬁ |@ http://netalyzricsi berkeleyedufindex.html

) ICsI Netalyzr ot

e ICSI Netaly zr se

Intreduction  Analysie Resuls

Debug your Internet.

What's up with Understand your
e e Run the Netalyzr. 9 R L

: We test your Internet A detailed report shows
7

prokent Things are very connection for signs performance & security

slow? Is there something of trouble issues

| don't know about? ' :

Some services seem .

Learn more, see an example report, or look at the FAQ. Netalyzr requires Java to
operate.

Start analysis »

Fals

Applet started. 7 cok M
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Part IV:

Measuring Measurement



The Role of Measurement in
Network Research

Google Scholar search terms | Articles / %
network packet 1,060,000
network packet system 66%
network packet performance 58%
network packet model 39%
network packet analysis 34%
network packet protocol 30%
network packet simulation 29%
network packet TCP 16%
network packet theory 12%
network packet measurement 9%
network packet calibration 0.8%




Thinking About Network Science

Google Scholar Ratio to
Physics Articles / % | Networking

5,680,000 5.4: 1
system 44% 0.7:1
model 39% 1:1
simulation 35% 1.2:1
theory 22% 1.8:1
measurement 39% 4.3 :1
calibration 32% 39.0: 1




What I've Tried To Convey

* WWhat makes measurement practitioners
tick?
— A passion for knowing how things really work

* Not: how we guess that they work
* Not: how we’'d like them to work

— Indeed, term “measurement” is unfortunate --
detail-oriented

* More accurate: “empirical analysis”

» Students: follow what really you
— That's what brings out excellence
— Take heart when the path seems obscure



What I’ve Tried To Convey, con’t

 Measurement folks: analyzing Modern Badness is
a blast

— All sorts of compelling problems & surprising
possibilities
— BUT: technically a big headache

« Can require developing a lot of disparate elements
 Plus significant issues regarding ethics & legality

* Research folks: measurement can fundamentally
change our understanding & perception
— Seems we should figure out how to do more of it
— But: this is not at all easy for a whole bunch of reasons



